BT Microsoft

MICROSOFT DIGITAL
OPERATIONS SERVICES

USER MANUAL 23.0

Last Updated: February 2020

© 2019 MICROSOFT CORPORATION. ALL RIGHTS RESERVED.

THIS DOCUMENT IS PROVIDED "AS-1S." INFORMATION AND VIEWS EXPRESSED IN THIS DOCUMENT, INCLUDING URL AND OTHER INTERNET
WEB SITE REFERENCES, MAY CHANGE WITHOUT NOTICE. YOU BEAR THE RISK OF USING IT THIS DOCUMENT DOES NOT PROVIDE YOU WITH
ANY LEGAL RIGHTS TO ANY INTELLECTUAL PROPERTY IN ANY MICROSOFT PRODUCT. YOU MAY COPY AND USE THIS DOCUMENT FOR YOUR
M Dos INTERNAL, REFERENCE PURPOSES. THIS DOCUMENT IS CONFIDENTIAL AND PROPRIETARY TO MICROSOFT. IT IS DISCLOSED AND CAN BE
USED ONLY PURSUANT TO A NON-DISCLOSURE AGREEMENT




Microsoft Digital Operations Services User Manual

CHANGE LOG:

Version # Date Details Updated
1.0 07/29/2016 Initial version
2.0 09/02/2016 Partner Reject, Test environment switch functionality, LRM
Search
3.0 10/07/2016 Single agreement multiple business model, LRM auto

approval, DPK bulk return, auto send CBR, PBR and Return
to upper level system

4.0 11/11/2016 OA 3.0 integration with IT services, DPK tagging, Bulk Import
changes

5.0 12/09/2016 MDOS Key Order, Add New Partner, Submit Optional
Information

6.0 01/13/2017 Key History, Multiple FFKI Support, auto submit CBR, PBR
history

7.0 02/10/2017 Report CBR “By Quantity”, Enable/Disable down level

partners, Resend MDOS FFKI credential, "Delete" or
"Remove" certificate option

8.0 03/22/2017 Rewritten the user manual, corrected the grammatical
mistakes, updated screenshots with Contoso account

9.0 09/15/2017 New onboarding flow, certificate automation changes
10.0 12/15/2017 Updated login, email templates and certificate settings
screenshots.

11.0 01/12/2018 Disable/Delete DLP, validate existing TPl updates




Microsoft Digital Operations Services User Manual

12.0 02/09/2018 DSB changes, removal of certificate automation for existing
partners, credit hold updates and FAQ's

13.0 03/16/2018 Refresh button in Key order page, content update in DLP
export and content update in export keys

14.0 04/20/2018 Search All option, Search results export, Return & PBR batch
limitation and Upgrade to MDOS SC options

15.0 05/18/2018 Product Bound status introduced for service keys, return
procedure in DSB, Privacy section and screenshot updates

16.0 07/06/2018 PBR changes and screenshot updates

17.0 07/31/2018 GPA2.0 agreement changes

18.0 10/05/2018 PBR, key order, search improvement changes

19.0 11/19/2018 GPA contents updated

20.0 01/18/2019 Ul changes in dashboard, search, assign keys screens

21.0 09/08/2019 MDOS OSP Integration, removal of certificate dependency &
Use of DOC account.

22.0 12/11/2019 Updated to reflect the launch of DA, replacing DSB

23.0 12/02/2020 Updated to reflect the initial phase for the MDOS data

archival




Microsoft Digital Operations Services User Manual

TABLE OF CONTENTS

Change Log:
Welcome to MDOS

MDOS terms of use

ONBOARDING

STEPS FOR ONBOARDING - New OEM
1. RECEIVE EMAIL INVITATION

Activating DOC Account

Access MDOS

Log in using MSA email account

Welcome to MDOS

MDOS terms of use

Agreement setup page

2
3
4
5. Follow onboarding steps
6
7
8
9

Add new DLP

10. Select business relationship Centralized or Decentralized

11. Add DLP or FFKI

12. Add TPI fOR decentralzied business

13. OA enrollment form for subsidiary

14. Add another DLP

15. Setup another agreement

16. Add an authorized user

17. User intake form

18. Display business setup trees

19. Wait screen while dashboard is created

20. Disable/ Delete DLP

21. MDOS dashboard

22. MDOS Support (msoemops@microsoft.com)
STEPS FOR ONBOARDING - New TPI Centralized

1. Receive email invitation to join MDOS

2. Activating DOC Account

3. GotoMDOS

16
17
18
18
19
20
21

22
22
22
23
25
27
28
33
34
37
37
39
40
41

41

43
48
48
48
48
49
50



Microsoft Digital Operations Services User Manual

w L N o U A

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
STEPS FOR ONBOARDING - New TPI Decentralized

LW X N O U A~ W N

11.
12.
13.

Log in to account

Follow onobaording steps

Add new DLP

Add DLP or FFKI

Fill DLP form

Success message for new DLP

Fill FFKI form

Success message for new FFKI

Add another DLP

Add an authorized user

User intake form

Success message for new user

Add another authorized user

Display business setup trees

Wait screen while dashboard is created

Disable/ Delete DLP

MDOS dashboard

MDOS Support (msoemops@microsoft.com)

Receive email invitation to join MDOS

Activating DOC Account

Go to MDOS

Log in to account

Follow onobaording steps

Welcome to MDOS

MDOS terms of use

Agreement setup page

Add new DLP

Add DLP or FFKI

Fill DLP form

Success message for new DLP

Fill FFKI form

51

51

51

53
55
56
57
58
60
61

62
62
63
64
65
66
71

72
72
72
73
75
75
76
76
83
83
85
92
93
95
96



Microsoft Digital Operations Services User Manual

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
STEPS FOR ONBOARDING - New Subsidiary

LW X N A W N

N N R R R R R B R R R R
=, O L 0 N o U A~ W N P O

Success message for new FFKI

97

Add another DLP

99

Add an authorized user

User intake form

Success message for new user

Add another authorized user

Display business setup trees

Disable/ Delete DLP

MDOS dashboard

MDOS Support (msoemops@microsoft.com)

Receive email invitation to join MDOS

Activating DOC Account

Go to MDOS

Log in to account

Follow onobaording steps

Welcome to MDOS

MDOS terms of use

Add new DLP
Add DLP or FFKI

Fill DLP form

Success message for new DLP

Fill FFKI form

Success message for new FFKI

Add another DLP

Add an authorized user

User intake form

Success message for new user

Add another authorized user

Display business setup trees

Wait screen while dashboard is created

Disable/ Delete DLP

100
103
104
105
106
107
112
114
114
114
114
116
117
118
118
125
125
133
134
136
137
138
138
139
143
144
145
146
147
147



Microsoft Digital Operations Services User Manual

22. MDOS dashboard

23. MDOS Support (msoemops@microsoft.com)
STEPS FOR ONBOARDING - IDH/ODM

What makes an IDH/ODM persona unique?

Definitiaion of partner types

w o oNnoe

IDH/ODM scenarios & Onboarding material

4.  MDOS Support (msoemops@microsoft.com)

STEPS FOR ONBOARDING — NEW FFKI

1. Introduction

1.1 What is the FFKI Persona in MDOS?2

1.2 High-Level Steps

2. System Requirements

2.1 Softwar

2.2 Hardware

3. SQL Server Set UP - Preparation Steps

3.1 Single Server

3.2 Two Machines

4.  MDOS FFKI Set Up - Installation of MDOS

5. Installation Verification

6. FFKI Configuration

6.1 Internal Web Service Setting

6.2 Configuring Integrations with MDOS API

7. Advanced functionalities

7.1 Diagnosis and Testing

7.2 Network Considerations

STEPS FOR ONBOARDING - Existing TPl added as new DLP
STEPS FOR ONBOARDING - New Authorized User

SECTION 1. INTRODUCTION
1.1. MDOS OVERVIEW

1.2. CAPABILITES & BENEFITS

1.3. TERMINOLOGY DEFINITION
SECTION 2. ACCESSING MDOS

152
154
154
154
154
155
156
156
156
156
157
157
157
158
159
159
163
168
176
179
179
183
185
185
188
190
194
199
199
204
205
210



Microsoft Digital Operations Services User Manual

2.1. LOG IN TO MDOS

2.1.1. MSA ACCOUNT
2.1.2. INITIAL LOG IN TO MDOS

2.1.3. SUBSEQUENT LOG IN TO MDOS

2.1.4. BROWSERS SUPPORTED BY MDOS

2.2. MDOS SECURITY & SUPPORT
2.2.1 SECURITY AT MICROSOFT

2.2.2 SECURITY WITHIN MDOS

2.2.3 SUPPORT FOR MDOS

2.3. PRIVACY STATEMENT

2.3. Consent pop-up for msc migration invitation for dlpS

2.4. DASHBOARD Ul OVERVIEW

2.4.1 PRIMARY RIBBON — TOP NAVIGATION BAR

2.4.2 SECONDARY RIBBON — STATUS BAR

2.4.3 TERTIARY RIBBON — ACTION RIBBON
2.4.4 QUATERNARY SECTION — MAIN DASHBOARD

2.5. ALERT EXPLANTION

SECTION 3. GETTING DPKS

3.1. ORDER KEYS
3.1.1 STANDARD ORDER

3.1.2 BLANKET ORDER

3.13 CALL OFF ORDER

3.14 CREDIT HOLD

3.1.5 SEARCH ORDER

3.2. FULFILLMENT
3.1.5 FULFILLMENT OVERVIEW

3.1.6 GET KEYS

SECTION 4. MANAGING INVENTORY

4.1. ASSIGN KEYS
411 ASSIGN KEYS BY QUANTITY

4.1.2 ASSIGN KEYS BY KEYS

4.13 ASSIGN KEYS BY SEARCH

210
210
211
213
215
215
215
216
216
217
218
219
219
224
229
230
231
234
234
236
240
244
247
248
252
252
253
255
255
256
259
263



Microsoft Digital Operations Services User Manual

4.1.4 ASSIGN KEYS BY TAG 267
4.2. RECALL KEYS 272
421 RECALL KEYS BY QUANTITY 272
4.2.2 RECALL KEYS BY KEYS 275
4.2.3 RECALL KEYS BY SEARCH 279
4.3. RETURN KEYS 282
431 RETURN KEYS BY QUANTITY 286
4.3.2 RETURN KEYS BY KEYS 290
433 RETURN KEYS BY SEARCH 294
434 MOVE TO INVENTORY 300
4.3.5 RETURN DESCRIPTION 303
4.3.6 DISCLAIMER 306
4.4. EXPORT KEYS 308
44.1 EXPORT KEYS BY QUANTITY 309
442 EXPORT KEYS BY KEYS 312
443 EXPORT KEYS BY SEARCH 316
4.5. IMPORT KEYS 320
SECTION 5. REPORTING KEYS 323
5.1. CBR (COMPUTER BUILD REPORT) 323
5.1.1 SUBMIT CBR BY SEARCH 324
5.1.2 SUBMIT CBR BY QUANTITY 329
5.1.3 AUTO SUBMIT CBR 331
5.2. OHR — OEM Hardware REPORT 333
5.2.1 OHR SUBMIT BY SEARCH 334
5.2.2 OHR Update by bulk 337
5.3. OFFLINE IMPORT 341
5.3.1 CBR IMPORT 342
5.3.2 PBR IMPORT 345
5.4. PBR ACKNOWLEDGEMENT 347
5.5 DLP EXPORT 351
5.5.1 DLP EXPORT BY SEARCH 352
5.5.2 DLP EXPORT BY QUANTITY 356



Microsoft Digital Operations Services User Manual

5.6 REVERT KEYS

SECTION 6. DIGITAL BI INSTRUMENTATION
6.1 BUSINESS INTELLIGENCE

6.1.1 KEY OVERVIEW

6.1.2 KEY HISTORY

SECTION 7. BUSINESS MANAGEMENT
7.1 MANAGE BUSINESS

7.1.1 MANAGE BUSINESS DEFINITIONS

7.1.2 ADD NEW DOWNLEVEL PARTNER

7.1.3 Disable/ Delete DLP

7.1.4 PARTNER TYPE
7.2 USER MANAGEMENT

7.2.1 ADD USER

7.2.2 EDIT USER

7.2.3 ROLES
7.2.4 DISABLE / INACTIVATE USER

7.3 BUSINESS MANAGEMENT BY PERSONA

7.3.1 OEM SPECIFIC PERSONA

7.3.2 ODM/IDH SPECIFIC PERSONA
7.3.3 TPI SPECIFIC PERSONA

7.3.3 FFKI SPECIFIC PERSONA (WITHIN MDOS)
SECTION 8. ADVANCED FUNCTIONALITY

8.1 ALLOW OHR UPDATES

8.2 AUTO RETURN
8.3 MAP KEY TYPE

8.4 MANAGE LABEL

8.4.1 MANAGE LABEL BY QUANTITY

8.4.2 MANAGE LABEL BY KEYS
8.4.3 MANAGE LABEL BY STATUS

8.5 DOWNLOAD CENTER

8.6 SEARCH KEYS

8.7 CUSTOM SEARCH

443
450



Microsoft Digital Operations Services User Manual

8.7 View Keys

8 Digital Attach

8.8.1 Sync Store Products
8.8.2 Search Store Products

8.8.3 Delete/edit Label:

8.8.4 Delete the store products added under label

8.8.5 Add the store products to already available label

8.8.6 BUNDLE BY QUANTITY

8.8.7 BUNDLE BY KEYS
8.8.8 PRODUCT BOUND STATUS

8.8.9 VIEW BIND KEY(S) STATUS ON THE SEARCH SCREEN

8.8.10 RETURN STORE PRODUCTS
8.9 UPGRADE FFKI TO SC

8.11 MAINTENANCE NOTIFICATION

8.12 Setting Page

SECTION 9. Data Archival

9.1 Data Archival details




Microsoft Digital Operations Services User Manual

WELCOME TO MDOS
Instruction: Welcome to MDOS - a cloud-based digital key distribution and entitlement service

for Microsoft OEM partners. Please read the overview and capabilities to learn more about this
service.

& Microsoft

MDOS

o
'MDOS

Welcome to Mic ru.xqﬂ «1)[([1&41[()[71%1[mm Services|©®

=

MDOS Overview

Welcome to Microsoft Digital Operations Services (MDOS)

MDOS is a web based service that provides Microsoft partners (OEM, ODM/IDH and Third-Party
Installers) the ability to complete the OEM Activation Services 3.0 (OA 3.0) end-to-end process
that is required to order and ship devices installed with Microsoft Windows. The MDOS service
provides partners the ability to digitally order, fulfill, transfer and return digital product keys
(DPKs) as part of doing business with Microsoft. Microsoft is discontinuing physical Certificate
of Authority (COAs) licensing stickers as a way of licensing products. Beginning with Microsoft
Windows 8, partners are now required to use DPKs to manufacture and pre-license the device
at manufacturing time. The MDOS system is a cloud service that can be used by partners to
complete these transactions with Microsoft.

The OA 3.0 activation process is a new way to license and activate Windows. Before beginning
to use this new model, it is important to understand some key concepts and requirements.
Below, is a high-level overview of both the new OA 3.0 end-to-end process requirements, as
well a high-level overview of the capabilities of the MDOS service.

OEM Activation 3.0 End-to-End

OA 3.0 as noted is a new digital way of manufacturing, pre-licensing, and shipping windows-
based systems. OA 3.0 provides an entire framework for how OEM/ODM partners transact with
Microsoft, as well their downstream manufacturing partners and entities. In OA 3.0, the process
starts by an OEM/ODM, who has already completed a GPA agreement with Microsoft. If you do

11
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not have GPA or Licensing agreement with Microsoft, please contact your Customer Operations
Manager (COM) or your Microsoft Sales Manager to understand what is required to complete a
direct licensing agreement with Microsoft.

Once a partner has an agreement signed with Microsoft to sell Microsoft Windows and/or
additional products, the next step is understanding the end-to-end process that is required to
complete the OA 3.0 process for Windows shipments. The process starts with a toolset required
to digitally connect to Microsoft. Today, the partner has a choice of whether to build an OA 3.0
client or leverage the existing solution offered by Microsoft, called MDOS. The MDOS solution is
provided for partners that complete under one million transactions a year. For all other
partners, building an OA 3.0 client is required. The remainder of this manual will detail aspects
of the MDOS system, as well provide overview, step-by-step examples, tips, and details about
the specific functionality available in the MDOS service. Below, we discuss the OA 3.0 end-to-
end process for understanding. We will then discuss at a high level how to use MDOS to ensure
your continued success purchasing, manufacturing, and shipping Microsoft Windows to your
end users.

The OA 3.0 feature set end-to-end process that is required

> to Injection & Billing &
. Order & Delivery it s o

™ Tend-cus
h IACCUSTOINIET,
& P \\,‘ Online Usaof Gomputer
« Calculate HW Hash for Each
Computer Manufactured
= Adhere Microsoft Genuine

Label
i
Computers

Microsot

v

Windows
Microsoft Operations Data Repository Activation Services

The Digital licensing and entitlement process starts with the OEM/ODM placing an order to
Microsoft for Microsoft Windows digital product keys (DPKs). This order can either be a form of
a Blanket Order, which allows the OEM’s designated partners to order against (Call Off Order),
or it is a direct order from the OEM to Microsoft (Standard Order), either type is supported.
Once the digital order is placed to the Microsoft services, the OA 3.0 DPKs for Windows will be
fulfilled into the MDOS system. The OEM then chooses a partner to complete the
manufacturing portion of the project and will deploy (transfer) the digital product keys from
their system to the factory, where the factory may be owned by the OEM or is a third-party
Installer (TPI). Once the keys have been deployed to the factory, the factory will manufacture
the Windows device and will be required to inject the DPK into the firmware (BIOS/UEFI) of the
device. Once the DPK is injected, the factory will capture a Computer Build Report (CBR), which
contains complete hardware information shipping with the device, as well information about

12



Microsoft Digital Operations Services User Manual

the now injected DPK. This CBR is sent to Microsoft and is recorded prior to the device reaching
the end user. Once the end user purchases that device and powers on, Windows will request a
machine activation, which ensures the device is a Genuine Microsoft Windows device. The
activation event occurs and completes and the OA 3.0 process completes. If the machine is
returned for any reason within 365 days, the OEM can request a refund and must send
Microsoft information about the specific DPK being returned and the reason for the return.

There are a variety of use cases and scenarios that are supported by the OA 3.0 end-to-end
process and requires some general understanding before beginning to complete the process
with Microsoft. The OEM/ODM, the entity with a direct relationship and contract with
Microsoft is in control of deciding how much involvement they will have in the end-to-end
process. There are three ways to setup your relationship with your downstream partners
(subsidiaries, servicing centers and/or factories for manufacturing). In MDOS, we define the
relationship of the OEM/ODM and its partners as a Business relationships as a Business. A
business within MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. The OEM/ODM, those that have a direct contract with
Microsoft, choose the type of control and involvement they will have in the OA 3.0 end-to-end
process. The OEM/ODM can choose to have a centralized or decentralized relationship with its
business entities. In a centralized business setup, the OEM chooses to have total control of the
process from Order to Return and all functions in between. The OEM will order, fulfill and
transfer the DPKs to their downstream partners called DLP (Downlevel Partners), as well will
handle all returns on their own behalf. The centralized model allows the parent entity
(OEM/ODM) full control throughout the MDOS system and the end-to-end process. The other
type of business setup is a Decentralized model. The decentralized model requires the OEM to
place the Call Off order with Microsoft. The OEM does not need to manage the order or the
digital product keys at all, instead this model relies on the DLP to manage all DPK orders,
fulfillments, transfers and returns on behalf of their OEM partner. The OEM does not need to
“manage” anything except the call off order with Microsoft, but is responsible for any audits
required by Microsoft and as such the OEM should check in with their DLP’s on a regular basis
to understand what is happening within their business. OEMs are liable for keys once they are
fulfilled.

In summary, the OA 3.0 end-to-end process is setup by the OEM/ODM, the entity with the
direct contract with Microsoft. The OEM/ODM is required to define the business and yet can
choose to manage the entire end-to-end process directly (centralized) or choose to outsource
the process to their DLP (decentralized).

MDOS Service Overview

Now that you have familiarity with the OA 3.0 end-to-end process requirements and available
business related options, we will explore the high level MDOS capabilities as a tool to complete
your digital business transactions with Microsoft. The MDOS service offering is available to our
smaller OEM/ODM partners, those that complete less than one million shipments of Windows.
The MDOS service is currently free to use for these partners including support of the service
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and its feature offerings. MDOS provides electronic email based support from the vendor hired
by Microsoft to complete the service offering, please see support section within the MDOS
manual for additional details and the specific contact information.

As noted above, partners can choose to onboard to the MDOS service or complete a build of
their own OA 3.0 client, connecting to Microsoft backend web service directly. The MDOS
service is an Azure Cloud based solution that also requires a physical client for the factory floor
manufacturing requirements. MDOS provides the end-to-end solution required to order, fulfill,
deploy, report and return Digital Product Keys required to manufacture Windows devices.
Below we will explore some of the high-level features of the MDOS service offering, and walk
through the onboarding requirements.

Onboarding to MDOS

MDOS provides everything required to complete the digital pre-licensing requirements set by
Windows since Windows 8. To onboard to the MDOS service, you will need to complete your
GPA contract with Microsoft. Once the contract has been signed, Microsoft will send you an
email with your MDOS Registration information, including a link to the DOC site. The DOC is
used to “register” your MSA email account and corporate email account with the system.
Because MDOS is a cloud service, you do not need to “install” any software for the OEM/ODM
entity, rather you access the MDOS service via a browser URL address that will be sent to you
once you have completed your contract with Microsoft. The link you will receive will direct you
to register with DOC and choose which type of partner you identify as. Once the DOC
registration is complete, you will be sent the MDOS direct link URL in order to login for the first
time.

Defining an MDOS Business

Once the OEM/ODM have registered and successfully logged into the MDOS system, the next
step is to define the type of Business that will be used (centralized or decentralized), and which
entities (DLP’s) you will work with to complete your Windows device end-to-end process for
manufacturing and device shipment. Setting up the business is a critical step and one that
should be thought through prior to attempting to setup your Business within MDOS. MDOS
supports multiple businesses; which means that for one business the OEM may choose to work
with Manufacturing Partner A and for another business the OEM may choose Manufacturing
Partner B. The OEM may choose to setup one business as centralized and the other as
decentralized. Each business is secured and keeps all details regarding that business separate,
whether it be DPKs, Log files, and/or Alerts. An OEM can also define how the business behaves
with regard to DPK fulfillment and/or CBR submissions to Microsoft. In other words, the OEM
may choose to order and then manually download DPKs for one business, while setting up
automatic DPK fulfillment for their other business. There are a variety of settings and options
defined within this manual and we encourage you to explore the details of each for a thorough
understanding.

Manufacturing with MDOS



Microsoft Digital Operations Services User Manual

As part of setting up the MDOS Businesses, the OEM/ODM can choose the manufacturing
partner(s) they will work with. Adding the manufacturing partners into the MDOS Business
requires the OEM/ODM to invite the manufacturing entity as a business entity within your
defined business. The OEM/ODM will “invite” the manufacturing partner (TPI) into the business
via the DLP setup within the MDOS service. Once the manufacturing partner accepts the invite,
they are ready to transact on behalf of the OEM/ODM partner. The MDOS service requires the
manufacturing partner to “configure” themselves within the MDOS cloud service (as a TPI) and
then requires the manufacturing partner to install the physical MDOS Factory Floor Key
Inventory (FFKI) client on the manufacturing floor. The MDOS FFKI client is a software install
that will connect to the MDOS cloud via a secure connection through either a VPN or via the
Internet. The MDOS FFKI client manages the DPKs between the MDOS cloud and the physical
manufacturing floor. The MDOS FFKI Client will request DPKs from the service and will make
those DPKs available for injection into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report (CBR) required and send that CBR
upstream to the Uplevel Partner (ULP), who will relay that to Microsoft directly depending on
Centralized or Decentralized business setup.

MDOS Capabilities and Benefits

Microsoft Digital Operations Service (MDOS) is a cloud-based digital key distribution and
entitlement service for Microsoft partners. It gives partners the ability to order, deploy,
manage, bind, return, and recall Digital Product Keys (DPKs) as needed. MDOS is a self-service
tool that provides easy access to new capabilities and allows partners to scale.

The key benefits of using MDOS include:
e Flexible platform: Easy to add new partners and scale your business
e Self-service capabilities
e Efficient inventory management
e User-friendly interface
e Software as a service — no need to upgrade software, always up to date
e Integrated with other Microsoft platforms

MDOS provides the following capabilities:
e Basic OA 3.0 infrastructure (order, fulfill, transfer, return, report, etc.)
e Automated setup/onboarding
e ERP system integration*
e Integration with other Microsoft platforms (DOC and Connector)*
e Low cost scalability to support new Microsoft programs (pricing configurator, DA, cloud
attachments, etc.)
e Business Intelligence reporting*
e Self-serve capabilities (Pop-up support, tip tool, chat support, form integration, support
forums, link to documentation, etc.)
e Offline run mode (File-based DPKs)
*Some features may not be available today but will be available at a future date.
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Example: Contoso OEM has a growing business where they work with multiple downlevel
partners (DLPs) including TPI, IDH/ODM, and FFKIs. The businesses run in different business
models where some are centralized and some are decentralized. Contoso OEM was using the
DIS Chinasoft legacy system, but they are now migrating over to MDOS for its many benefits.

Contoso OEM will now be able to:

e take advantage of the flexible platform that allows them to easily add new partners as
their business grows.

e navigate across different views depending on each business’ structure with a user-
friendly interface.

e use the self-service tool to easily perform key functions (order, fulfill, transfer, return,
report, etc.).

e manage inventory for each business and see a real-time view of inventory levels, key
status details, as well as access business intelligence data—all in one place.

Additionally, Contoso OEM knows that MDOS is also an online service, so updates are made
automatically and they will never have to manually update their software to have the latest
version.

MDOS TERMS OF USE

Instruction: Review the MDOS terms of use and sign the acknowledgement to continue this set
up process. Terms must be agreed upon to continue the set up and begin working with MDOS.

§ Microsoft

MDOS TERMS & CONDITIONS

A USERPROFILE
OFM 1. Contoso

Microsoft MDOS Privacy Statement

SGNATURE

Collection and Use of Personal Data

MDOS terms of use
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Please review the MDOS terms of use and sign the acknowledgement to continue this set up
process. Terms must be agreed upon to continue the set up and begin working with MDOS.

NOTE: To sign the agreement, please be sure to enter your name in the signature field as it is
displayed above. The signature field is case sensitive. An inactive button is greyed out until this
field matches.

This User Manual is a resource where you can find descriptions, examples, and step-by-step
instructions for all the functionality available in MDOS. You can also find definitions for
acronyms, and links to other sources, such as FAQs.

The manual is intended for all MDOS users and all Microsoft OEM business partners; OEM, TPI,
ODM, IDH, and MDOS FFKI.

Refer to the User Manual to find helpful information on how to:
e Get set up on MDOS (Introduction/Wizard)
e Access MDOS and Inventory Management
e Get Digital Product Keys (Order/Fulfillment)
e Manage Inventory
Submit Reporting
Utilize BI Instrumentation
e Manage your Business
e Find Advanced Functionality

ONBOARDING

Before beginning onboarding, you must decide is you require a centralized or decentralized
business model.

Centralized Business Model:

e OEM Corporate conducts all transactions with Microsoft directly.

e OEM Corporate places orders, receives DPKs, distributes DPKs to ODM or TPI
manufacturing sites.

e OEM /TPI manufactures PC and returns computer build report (CBR) to OEM Corporate.

e OEM Corporate submits CBRs to Microsoft.

e OEM can perform returns.

Example: Centralized Business: Contoso OEM is in a centralized business model with ABC
Factory. Contoso OEM has a direct agreement and relationship with Microsoft and a direct
agreement and relationship with ABC Factory. Contoso OEM places orders with Microsoft to
receive their Digital Product Keys (DPKs) directly and sends the keys to ABC Factory. The
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factory manufactures the PCs and injects the keys. The Computer Build Reports (CBR) is
created by ABC Factory and sent to Contoso OEM, for approval, and submission to
Microsoft. Contoso OEM choose this model because they want to be in control of their
business and manage their DPK’s directly.

Decentralized Business Model

e OEM Corporate creates relationship with Microsoft, but third parties can conduct
transactions on behalf of OEM.

e OEM Corporate places blanket orders with Microsoft.

e TPl places call-off orders, receives DPKs from Microsoft, manufactures PCs.

e TPl submits CBR to Microsoft, and a copy to OEM.

e TPl cannot perform returns on behalf of the OEM.

Example: Decentralized Business: OEM ABC is in a decentralized business model with
Mexico Factory and China Factory. OEM ABC places Blanket Orders with Microsoft for each
factory that will be manufacturing client PCs. The factories receive the keys directly,
manufacture the devices, and inject the keys. Both factories create their Computer Build
Reports (CBR) and submit the CBRs directly to Microsoft. OEM ABC chose a decentralized
model because it has trusted relationship with both factories and does not want to manage
any of the daily operations of DPK’s. OEM ABC understands their liable for all the operations
performed by their factories on their behalf.

STEPS FOR ONBOARDING - NEW OEM

The following steps are required for OEMs who wish to onboard to MDOS as a Centralized or
Decentralized OEM. The steps for both are similar but you click on the desired business relationship
(Centralized or Decentralized) depending on your business model. More information on Centralized and
Decentralized OEMs can be access in step 10 of New OEM Onboarding.

1. RECEIVE EMAIL INVITATION
Email the Global Partner Onboarding (GPO) Team (gposup@miocrosoft.com ) to request access
to MDOS. Ensure to include the below information:

a. MSA Email Account*
b. First Name

c. Last Name

d.

Company Name

Microsoft recommends onboarding at least accounts to MDOS during onboarding to support
partner business continuity if one user is not available to access to tool.
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NOTE: Expected SLA for email ~24hrs.

* A Microsoft account (MSA) is an email account used to sign into Microsoft services and is required to sign in to
MDOS. (i.e. name@outlook.com, name@hotmail.com, name@msn.com). Or use an email account that is
registered as an MSA (i.e. name@yahoo.com, name@gmail.com, name@qq.com, name@163.com).

2. ACTIVATING DOC ACCOUNT
You will receive an email to join MDOS via the MSA email account provided to the GPO.

STEP 1: Find your sign-in PIN (Personal Identification Number). After this welcome email, you
will receive an additional email containing a first-time sign-in PIN .Please make note of the PIN;
it is a six-digit number.

Important i g your new Micrasoft DOC account

STEP 2: Select your preferred sign-m method. The Digital Operations Center supports several
types of sign-in methods: depending on your user account type. You may select any qualifying
account of your choice or create a new one.

STEP 3: Sign in for the first time. Supported sign-in credentials Windows Live ID Microsoft Corp
Net with the information from Steps 2 and |, You are ready to sign in to DOC by clicking
www.microsoftoem.com where you will be asked to select a preferred sign-in method. After
making your selection, you will be directed to the sign-in page.

STEP 4: Enter your PIN. Once you have successfully signed in, you will be asked to provide the
PIN number obtained in Step 1. After entering PIN, you will be taken to the Home Page.
The invitation mail will provide you the detailed step (as per below screen).


http://www.microsoftoem.com/
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Subject: Welcome to the Microsoft Digital Operations Center

Welcome to the Microsoft Digital Operations Center (DOC)!
Your new DOC account has been created. To begin using DOC applications, you will need to complete the following five steps the first time you sign in.

STEP 1 — Find your sign-in PIN (Personal Identification Number).
After this welcome email, you will receive an additional email containing a first time sign-in PIN. Please make note of the PIN; it is a six-digit number.

STEP 2 — Select your preferred sign-in method.
The Digital Operations Center supports several types of sign-in methods, depending on your user account type. You may select any qualifying account of your
choice or create a new one. Please note that your company may have policy guidelines regarding this account selection.

User Account Type Supported sign-in credentials

Microsoft Partner Extranet Windows Live ID Microsoft CorpNet

yourdomain\userid

External customer (OEM, Distributor, etc.) v v

External partner (AR, SPV, etc.) v v

Internal Microsoft employee or vendor v

STEP 3 —Sign in for the first time.
With the information from Steps 1 and 2, you are ready to sign in to DOC by clicking the
preferred sign-in method. After making your selection, you will be directed to the sign-in page.

link: <first time sign-in link>. You will be asked to select a

STEP 4 — Enter your PIN.

Once you have successfully signed in, you will be asked to provide the PIN number obtained in Step 1. After entering your PIN, you will be taken to the Home
Page.

STEP 5 — Browser Configuration.

After you have successfully completed your first-time login, please follow the steps outlined in Section 1 of our “About DOC” guide to ensure DOC runs smoothly
within Internet Explorer: About DOC. You are now ready to start using the Microsoft Digital Operations Center!

Note: Your account must be activated within 30 days of receipt of this email, otherwise your account will be suspended.

Note: If your account is suspended or if your account becomes locked after three unsuccessful sign-in attempts, please contact your Company Administrator. The
Company Administrator is a designated person within your organization defined in your Microsoft agreement.

To learn more about the functionality of varicus applications within DOC, click here: About DOC

Thank you,
Microsoft DOC Support Team

If you have received this email in error, please notify us using the following link: <Digital Operations Center Portal Helpdesk link>

If you have any difficulties with the first time sign-in or using DOC, please contact your Company Administrator or click here: <Digital Operations Ceater Portal
Helpdesk link>

Privacy Statement

Mi ft C. ion, One Mi ft Way, Red d, WA 98052

PLEASE DO NOT REPLY TO THIS E-MAIL, AS IT IS AN UNMONITORED ALIAS.

3. ACCESS MDOS

Access MDOS by typing https://digitaloperations.oa.microsoft.com in your browser.


https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdigitaloperations.oa.microsoft.com%2F&data=02%7C01%7Cjulyno%40microsoft.com%7C5d4093e2135147bede3808d7256e59c5%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637019028190531584&sdata=sdDYNuCkSLjTWmbt7c3jSa4iFMFu1%2BIbYBWkTjGIuMw%3D&reserved=0
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B3 Microsoft

Sign in to MDOS

4. LOG IN USING MSA EMAIL ACCOUNT

Log in using the MSA email account credentials you provided to the GPO team.

Sign in to MDOS
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5. FOLLOW ONBOARDING STEPS

Follow the MDOS onboarding process steps.
6. WELCOME TO MDOS

To review the MDOS Overview, hover on the information icon on the welcome screen.

> 8§ Microsoft
oo
Welcome to Microsoft Digital Operations Services|®

7. MDOS TERMS OF USE
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Review the MDOS terms of use and sign the acknowledgement to continue this set up process.
Terms must be agreed upon to continue the set up and begin working with MDOS.

& Microsoft

MDOS TERMS & CONDITIONS

—
Microsoft MDOS Privacy Statement o o

SGNATURE

[T ST ——T
{Ex Lmsmame, Frsiame)

| Accrot The Mgl MDOS Tarrs Of U

Collection and Use of Personal Data
»

Name and comtact data T i

Credentals W
h

8. AGREEMENT SETUP PAGE

Select the agreement you would like to set up.

- = Microsoft
MDOS

Pending Acceplance  Onboard Compieted

MDOS UAT OEM7

Choose your agreement type ()

Agreement No : Agreement No :

5200007648

Effective Start Date: O Effective Start Date: 07/192015

Effective End Date: 12131/

Effective End Date: 12

Agreement Type: OE)

Privacy Statement
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Tip Tool : Select your agreement from the options to be redirected and continue onboarding. If
you have more than one agreement, you must set up both agreements individually.

Business definition:

A business in MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. You must select the business/partner you wish to work with
from the dropdown menu when you sign into the MDOS dashboard.

Example : Contoso OEM has a single licensing agreement with Microsoft under a Global Partner
Agreement (GPA), supporting two businesses: an OEM Program Appendix (PAX) and an 10T
Program Appendix. The OEM PAX is for the OEM Royalty business and the IOT PAX is for the
Embedded business. Each PAX will have a unique agreement number for ordering.

Based on the business definition, Contoso OEM has two business structures, one for the OEM
PAX agreement and one for the IOT PAX agreement. They get different keys for the OEM PAX
and the IOT PAX. While onboarding, Contoso OEM must set up both agreements individually.

Contoso OEM decides to set up their OEM PAX agreement first. They select the OEM PAX option
and follow the steps to onboard their DLP for the Windows Client business. Once completed,
they will set up their I0OT PAX for the Embedded manufacturing business.

ULP Definition:

Upper Level Partner or Up level Partner (ULP) is the entity above the down level entity. Keys will
flow from this entity to downstream entities. An Up level partner can be:

e Microsoft agreement (GPA with OEM, ODM or |OT PAX)

e OEM, ODM/IDH, 10T or TPl in a centralized relationship

e« OEM, ODM/IDH, 10T or TPl in a decentralized relationship
Agreement types are under the Global Partner Agreement (GPA):

e OEM Program Appendix — licensing for Windows Client, Office, Server, |oT for OEM
products.

e ODM Program Appendix — licensing for Windows Client, Office products

e 10T Program Appendix — licensing for IoT OA products for Embedded devices and
Internet of Things (loT)

OEM
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OEM (Original Equipment Manufacturer) will be having a direct GPA agreement with Microsoft

or they may have multiple agreements as well, Microsoft will be the up level partner for an
OEM.

ODM/IDH

The ODM/IDH business model might have a direct ODM/IDH agreement with Microsoft or they

may have multiple agreements with Microsoft. An ODM/IDH can have one or multiple OEMs or
ULPs as well.

Example : Contoso OEM has a business where they work with down-level partner ABC TPI.

Contoso OEM is the up level partner for ABC TPl and Contoso OEM’s up level partner is
Microsoft.

9. ADD NEW DLP

Determine if you would like to add a new down-level partner (or partners) to the business. New
partner(s) will then be able to perform key operations.

& Microsoft [~ |
Contoso OEM1

YT TR | ©

MDOS definition of partner types

Acronym | Term Description

Inventory (FFKI) client on the manufacturing floor. The
MDOS FFKI client is a software install that will connect to
the MDOS cloud via a secure connection through either a
VPN or via the Internet or may be manually transferred
(e.g. via USB). The MDOS FFKI client manages the DPKs

FFKI Factory Floor Key Inventory

25



Microsoft Digital Operations Services User Manual

between the MDOS cloud and the physical manufacturing
floor. The MDOS FFKI Client will request DPKs from the
service and will make those DPKs available for injection
into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report
(CBR) required and send that CBR upstream to the Uplevel
Partner (ULP), who will relay that to Microsoft directly
depending on Centralized or Decentralized business setup.

An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a
company that designs and manufactures devices (tablet,
PC, etc.) based on requirements specified by the OEM,
(such as screen size, processor, memory, performance,
etc.). The devices manufactured by the ODM/IDH are
rebranded by the OEM. ODM/IDH companies allow the
firm that owns or licenses the brand to produce products
without having to engage in the design or running of a
factory.

Original Design
Manufacturer/
Independent Design House

obm/
IDH

Original equipment manufacturer (OEM) is a term used
when one company makes a part or subsystem that is
used in another company's product.

Original Equipment

OEM
Manufacturer

A manufacturer that is licensed through a TPl agreement
to preinstall the Windows operating system onto a

TPI Third-Party Installer computer on behalf of an OEM. TPIs are authorized to use
the OA 3.0 Tool. The OEM sends the DPKs to the Factories
(usually a Third-Party Installer (TPI) factory).

DLP Definition:
Down Level Partner or Down-level Partner (DLP):
Receives keys from the up level entity. Down level entities can deploy keys to downstream
partners, manufacture devices, and/or submit CBR/PHR reports. A Down level partner can be:
e ODM/IDH or TPl in a centralized relationship
e ODM/IDH or TPl in a decentralized relationship
e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model (business model), Contoso OEM has three down-level
partners; Contoso TPl Mexico, ABC TPI, and Contoso TPl China. Contoso OEM is the up level
partner for all three TPIs and Contoso OEM'’s up level partner is Microsoft since they have a
direct OEM GPA agreement with Microsoft.
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10. SELECT BUSINESS RELATIONSHIP CENTRALIZED OR DECENTRALIZED

Choose the type of relationship you want to setup for your DLP

Contoso OEM1

What is your Business Model?

Centralized Business Model:

e OEM Corporate conducts all transactions with Microsoft directly.

e OEM Corporate places orders, receives DPKs, distributes DPKs to ODM or TPI
manufacturing sites.

OEM /TPl manufactures PC and returns computer build report (CBR) to OEM Corporate.
OEM Corporate submits CBRs to Microsoft.

OEM can perform returns.

Example: Centralized Business: Contoso OEM is in a centralized business model with ABC
Factory. Contoso OEM has a direct agreement and relationship with Microsoft and a direct
agreement and relationship with ABC Factory. Contoso OEM places orders with Microsoft to
receive their Digital Product Keys (DPKs) directly and sends the keys to ABC Factory. The
factory manufactures the PCs and injects the keys. The Computer Build Reports (CBR) is
created by ABC Factory and sent to Contoso OEM, for approval, and submission to
Microsoft. Contoso OEM choose this model because they want to be in control of their
business and manage their DPK’s directly.

Decentralized Business Model
e OEM Corporate creates relationship with Microsoft, but third parties can conduct
transactions on behalf of OEM.
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e OEM Corporate places blanket orders with Microsoft.

e TPl places call-off orders, receives DPKs from Microsoft, manufactures PCs.
e TPl submits CBR to Microsoft, and a copy to OEM.

e TPl cannot perform returns on behalf of the OEM.

Example: Decentralized Business: OEM ABC is in a decentralized business model with
Mexico Factory and China Factory. OEM ABC places Blanket Orders with Microsoft for each
factory that will be manufacturing client PCs. The factories receive the keys directly,
manufacture the devices, and inject the keys. Both factories create their Computer Build
Reports (CBR) and submit the CBRs directly to Microsoft. OEM ABC chose a decentralized
model because it has trusted relationship with both factories and does not want to manage
any of the daily operations of DPK’s. OEM ABC understands their liable for all the operations
performed by their factories on their behalf.

Subsidiary:

e A subsidiary, subsidiary company, or daughter company is a company that is owned or
controlled by another company, which is called the parent company, parent, or holding
company.

e The subsidiary can be a company, corporation, or limited liability company.

e A company can have multiple subsidiaries.

e An example of a subsidiary within MDOS could be an OEM who has offices in different
countries; OEM USA, OEM Asia; or a company who has different facilities for different
functions; Contoso Design House, Contoso Factory, etc.

Example: Subsidiary: An example of a subsidiary within MDOS could be an OEM who has
offices in different countries; OEM USA, OEM Asia; or a company who has different facilities
for different functions; Contoso Design House, Contoso Factory, etc.

For centralized business, please continue to step 15.

For decentralized business, please continue to step 16.

For subsidiary, please continue to step 17.

11. ADD DLP OR FFKI

Select your centralized DLP factory datacenter or DLP FFKI.
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‘!.ﬁ" & Microsoft .

Contoso OEM1

©

R TYPE
What type of Down Level Partner (DLP) would you like 1o sdd?

OHOMTPS! FrR

An FFKI partner differs from other DLPs because:

e The FFKI can have a business that runs online or offline. The FFKI is not required to
onboard through MDOS web app for initial set up and they would not be required to
maintain an online connection with MDOS, while the DLP factory datacenter will always
be online.

e The FFKI will receive its credentials via email.

e The FFKl is the only type of partner that can inject the keys into devices and collects CBR
information, where the factory datacenters do not inject keys.

e The FFKI can submit the reports to their up level TPI, who then reviews and submits the
final CBR to their unlevel OEM partner.

e The FFKl is not able to add any DLPs, where the factory datacenters may add DLPs.

e The FFKI would also receive additional email communications for their business that
would contain information based on how they communicate with MDOS.

Business setup specific for FFKI

FFKI Partner receives invitation from ULP via email.

FFKI Partner will receive an email with step-by-step guide.
FFKI Partner will receive an email with credentials.

FFKI Partner downloads software.

FFKI Partner will get set up.

FFKI Partner will test.

ounkwnNeE

Example: Contoso OEM owns its own factory, which is called Contoso FFKI. Contoso FFKI is the
main site Contoso OEM uses to manufacture their devices. Contoso OEM sets up Contoso FFKI
as down-level partners for their business within MDOS. After that, Contoso FFKI receives the

credentials it will use to communicate with MDOS to authenticate. Contoso FFKI is run offline,
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hence they need to initially onboard through MDOS and follow the initial online set up. Then
Contoso FFKI can follow the offline mode steps to receive keys and submit CBR’s back to OEM
Contoso. Once the CBR is submitted to Contoso OEM, they provide a final review and submit
the CBR to Microsoft.

Complete all the required fields for your partner to gain access to MDOS. OEM will fill this out
on behalf of the DLP or FFKI.

5 B Microsoft .

Contoso OEM1

o—o©

SARTNER TYPE COMPANY INFO

Company Info

s ©

< L]
° o ' o o
DLP Form Field Explanation
DLP Form
DLP Form Fields Explanation
DLP Company Name Down-level partner company name (i.e. Contoso TPI)
DLP Contact Name Down-level partner User first and last name
Down-level partner’s corporate email address at authorized
DLP Company Email site. (ContosoTPI@TPIl.com)
The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign into Microsoft services and is required to sign
in to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is
DLP Login Email (MSA) registered as an MSA (i.e. name@yahoo.com,
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name@gmail.com, name@qqg.com, name@163.com).
Additional information about MSA email accounts.
NOTE: IF the TPl is already onboarded to MDOS, please
verify that this is the MSA that they registered with.

DLP Address Street address where DLP company is based
DLP Country Country where DLP company is based

DLP State State where DLP company is based

DLP City City where DLP company is based

DLP Postal Code Postal code where DLP company is based
DLP Phone DLP company phone number

DLP Confirmation

©  The mquest 10 04 Tost as @ new contrakzed DLP has besn

the onbowrding process. For help with MDOS issues please
contiact MDOS support st msosmopsg@microsofl com

DLP Next steps:

Have your partner look for the email from MDOS (sent to the partner’s MSA email).
Make sure the partner reads the Onboarding Training Guide for MDOS.

Partner should click on the registration link (within the email) to get registered.
Ensure your partner fills out the DOC registration form completely.

Ensure you partner completes the MDOS setup process.

uhwN e
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FFKI Form Field Explanation

DLP FFKI Form:

FFKI (owns factory) Form
Fields

Explanation

FFKI Admin Name (first, last)

FFKI contact first and last name

FFKI Admin Email

FFKI contact email address. MDOS sends the connection
information to this address.

Login Email (MSA)

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email
account used to sign into Microsoft services and is
required to sign in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@qg.com,
name@163.com). Additional information about MSA
email accounts.

Next steps for the FFKI:

1. Have your partner download the Step-by-step Guide on how to set up an FFKI.

Have your partner download the MDOS FFKI Client installation software.

Have your partner review all the documentation.

Ensure the FFKI has completed the pre-level steps.

Have your partner look for the email from MDOS (sent to the partner MSA email) that

2.
3.
4.
5.
contains the login credentials.
6.

Make sure the partner reads the FFKI Onboarding Training Guide for MDOS.

7. Make sure the partner reads the User Manual for MDOS — FFKI Section.

Once the DLP or FFKI form is submitted, you will receive a notification within MDOS stating

successful submission.

NOTE: This process may take up to ~5-10 min. for final approval and activation.

Note: Move to step 18 to continue MDOS Onboarding.
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12.ADD TPl FOR DECENTRALZIED BUSINESS

TPI Form Field Explanation

OA TPI Form Fields

Explanation

TPI/OM Company Name

TPI/OM (Third-Party Installer/Outsource Manufacturer)
company name. Downlevel partner company name.

TPI/OM Parent Company

TPI/OM parent company name (if applicable). Previously
“Installer Friendly Name”.

OEM Company Name

The OEM company name.

TPI/OM Contact Name (First,
Last)

TPI/OM contact first and last name

TPI/OM Address

Street address where TPI/OM company is based.

TPI/OM Address 2

Street address (line 2) where TPI/OM company is based

TPI/OM Address 3

Street address (line 3) where TPI/OM company is based

TPI/OM City

City where company is based

TPI/OM State/Province

State/Province where company is based

TP1/OM Postal Code

Postal code where company is based.

TPI/OM Country

Country where company is based.

TP1/OM Contact email

TPI/OM company contact email. This is the email address
that receives all Fulfilment, Returns and MBR notifications
related to the OEM. This must be unique — Cannot use the
same TPI/OM contact e-mail address for multiple TPIs.

OEM Customer Contact Email

OEM contact email. This email address will receive status
notifications as the TPI goes through the MS approval
process.

OEM MSA email address

OEM’s MSA login email address for DOC. This field will be
pre-populated.

TPI/ODM MSA email address

The TPI/OM’s MSA login account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign
in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@gqg.com,
name@163.com). Additional information about MSA email
accounts.

TPI/OM Phone Number

TPI/OM company telephone number.

TPI/OM Fax Number

TPI/OM company fax number.

Microsoft Account Manager
Contact Email

Microsoft Account Manager Contact email

Associated Agreement

(dropdown menu) GPA (Master Licensing Agreement,
Embedded GPA, etc....
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Customer License Agreement
(CLA) number (if applicable)

Customer License Agreement number (if applicable - this is
embedded agreement number)

Enable TPI/OM for services

Switch to turn on services for OEM Activation.

Submit Call-Offs

Submit Call-Offs from Blanket Orders and receive DPK
Fulfillment from Microsoft

Send CBRs

Send Computer Build Reports (CBRs) to Microsoft

Additional TPI/OM OA Contact
Email

Email address for any additional TPI OA 3.0 contact email
address. This is the email address that receives all
Fulfilment, Returns and MBR notifications related to the
OEM

Customer Notes

Customer may add additional notes - up to 300 characters

Next steps:

1. Wait for Anti-piracy (AP) approval for the TPI

CoONDU AWM

Once AP is approved, you will be notified by email.

MS Operations will set up TPl SAP account. You will be notified when it is complete.
TPI will receive an invite to MDOS by email.

Have your partner look for the email from MDOS (sent to the partner’s MSA email).
Make sure the partner reads the Onboarding Training Guide for MDOS.

Partner should click on the registration link (within the email) to get registered.
Ensure your partner fills out the DOC registration form completely.

Ensure you partner completes the MDOS setup process.

Once the TPI form is submitted, you will receive a notification within MDOS stating successful

submission.

NOTE: This process may take up to ~5-10 min. for final approval and activation.

Note: Move to step 18 to continue MDOS Onboarding.

13.0A ENROLLMENT FORM FOR SUBSIDIARY

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the subsidiary.

34




Microsoft Digital Operations Services User Manual

OEM Company Name:
MDOS UAT CEM7

OEM Sold to Number
0000106292

OA 3.0 Contact Emaik:
o8 Coradoalat? @outiook com
Company Admin Email;

25 _IcnxsonlabsT Soutle

License Agreement Type:
OFMPAXFYI9

License Agresment Number
5200003369

License Agreement Start Date:
License Agreement End Date:
239

SUBSIDIARY FORM i

A

O LT ANy~

HAIER INFORMATION TEC

<

ST AN

O COMPANY ADMNGTRATIVE (VAL

OA CONTACT EMAL®

CUSTOMER CONTACT EMAL*

CMNSTIATIVE DAL

o1 cnatastsb] @outlook com

OA CONTACT EMAL

[ oo s |
Subsidiary Form Field Explanation
Subsidiary Form:
Subsidiary Form Fields Explanation

OEM Company Name

OEM Sold-to Number

License Agreement Number

License Agreement Expiration

License Agreement Type

OA 3.0 Contact Email

Company Admin

Admin Email

This section would be auto-populated with OEM
information and disabled.
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Country

OEM 3.0 Authorized Site Name

OEM 3.0 Authorized Site Name, i.e. subsidiary site

OEM 3.0 Authorized Site Contact Name

Subsidiary company representative first and last
name

OEM 3.0 Authorized Site Email Address

Subsidiary corporate email address of user at
authorized site

Login email address (MSA)

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email
account used to sign in to Microsoft services and is
required to sign in to MDOS. (i.e.
name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is
registered as an MSA (i.e. name@yahoo.com,
name@gmail.com, name@qq.com,
name@163.com). Additional information about
MSA email accounts.

Transaction Type

Select radio button for Full capabilities or Partial
capabilities.

FULL: This DOC Account requires full capabilities:
* Submit Standard and Blanket Orders, Call-off
Orders and receive Fulfilment, and/or

e Submit Returns via B2B, and/or

¢ Send Computer Build Reports (CBRs)

PARTIAL: This DOC Account requires partial
capabilities:

* Submit Call-off Orders and receive Fulfillment,
¢ Send Computer Build Reports (CBRs)

Next steps:

1. Make sure the subsidiary reads the Onboarding Training Guide for MDOS.
2. MDOS will request the subsidiary set up with the Microsoft LRM (Licensing & Revenue

Management) team.

Nowvkuw

Once subsidiary is approved by LRM, the OEM and subsidiary will be notified.

Have your subsidiary look for the email from MDOS. (Sent to the partner’s MSA email).
Subsidiary should click on the registration link (within the email) to get registered.
Ensure your subsidiary fills out the DOC registration form completely.

Ensure you subsidiary completes the MDOS setup process.

Once the subsidiary form is submitted, you will receive a notification within MDOS stating

successful submission.

NOTE: This process may take up to ~2-3 days for final approval and activation.
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Note: Move to step 18 to continue MDOS Onboarding.

14. ADD ANOTHER DLP

Determine if you would like to add an additional down-level partner (or partners) to the
account during set up. You can add additional DPLs at any time.

o B Microsoft .

Do you want to add another DLP? i ]

15. SETUP ANOTHER AGREEMENT

Add another agreement to your business. Each business model must be set up separately, even
if the same DLP is begin used.



Microsoft Digital Operations Services User Manual

Woos

Do you want to setup your business with another agreement? o

- T R

Contoso OEM1

Choose your agreement type (i ]

Agresment No : Agresment No
P P

Why each business needs its DLP's set up?
An OEM or IDH may have multiple Down-level partners (DLPs) that they work with. If an IDH

uses the same factory DLP, for two different OEMs, the IDH must set up the factory for both
businesses separately.

Example: Contoso IDH has three factories that they work with (Mexico FFKI, China FFKI, and
Taiwan FFKI) and has two OEMs that they work with (ABC OEM and XYZ OEM). ABC OEM has a
large demand, so it uses all three factories for their manufacturing. Contoso IDH sets up all
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three factories under the ABC OEM business model in MDOS. XYZ OEM has a smaller demand
for manufacturing, so Contoso IDH only use two factories for production, China FFKI and Taiwan
FFKI. Contoso IDH needs to set up China FFKI and Taiwan FFKI as separate business under the
XYZ OEM business model in MDOS.

16. ADD AN AUTHORIZED USER

Add an authorized user connected to your MDOS account. Microsoft recommends adding at
least two authorized admin users to support the business, if for some reason the primary
contact can not access MDOS.

What is an Authorized User?

An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).

The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Example: Contoso IDH hired a new purchasing manager and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.

o 3 Microsoft .

Contoso OEM1

Do you want to add an authorized user?
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17. USER INTAKE FORM

Fill out the form to add an authorized user.

o

LrSER LGN Bk, FiRsT AW O

sEcT o

VIEW ADMIN St

FIRST NAMI I PHONE STATE ary STATUS  ACTION

T TR

User Intake Form Field Explanation

User Intake Form:

User Intake Form Fields Explanation
First Name User first name
Last Name User last name

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign in
to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is registered
as an MSA (i.e. name@yahoo.com, name@gmail.com,
name@qg.com, name@163.com). Additional information

Login Email (MSA) about MSA email accounts.

State State where company is based

City City where company is based

Permissions MDOS permissions that were set by company admin.
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Once the form is submitted, you will receive a notification within MDOS stating successful
submission.

Next steps:

1.

uEeN

Have your authorized user look for the email from MDOS. (Sent to the user’s MSA
email).

Make sure the use reads the User Manual for MDOS.

User should click on the registration link (within the email) to get registered.
Ensure your user fills out the New User registration form completely.

Add an additional authorized user by completing the submission form again

NOTE: This process may take up to ~5-10 min. for final approval and activation for this user.

18. DISPLAY BUSINESS SETUP TREES

Review your current business setup for accuracy and edit if necessary.

= Y |

Business definition:

19.WAIT SCREEN WHILE DASHBOARD IS CREATED
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Please stand by while your account is being created in MDOS.

=
Contoso OEM1
L) ; .

= L N |
Contoso MDOS OEM1

Your account is being set up MDOS. Soon you will have access to the cloud-based digital key
distribution and entitlement service for Microsoft partners.

NOTE: This process may take a few minutes. Please do not close this window or refresh your
browser.
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Partner Status

0 0 0

Contoso OEM1

I | NAVIGATE YO DASHBOARD

20. DISABLE/ DELETE DLP

Instruction: This functionality will help to delete or disable the DLP from the list of added
IDH/TPI/FFKI/FKI. Up level partner can disable/delete the DLP only when there is no DLP under
them and they don’t have any keys assigned to them.

Example: Contoso OEM is no longer doing business with ABC Design House and wants to
remove it as a down level partner. From the Partner Information page, they select "Disable" for
ABC Design House. After successfully disabling the partner permissions, the status next to the
partner name changes to “Disabled”. Contoso sees the action button for ABC Design House
change to ENABLE, so they may easily re-enable the partner at any time if desired.

In case partner do not need that DLP in future, they can remove it from list of added DLPs.

To Delete DLP, you need to select partner by clicking on radio button and then click on delete
option. A confirmation message box will pop out. After clicking confirm button, selected DLP
will be removed from the list.

From manage business dashboard, up level partner can delete or disable their down level
partner.

DISABLE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.
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MDOS

Cloud OA OEM 2

Completed Forms

PARTNLR NAME LOCATION BUSINESS TYPE UCENSE AGREEMENT NUMBER

o Org Chant Morage User 4 Add L9

NAVIGATE TO DASHBOARD

e STATUS
TEST OOM! Angote Contrakaes 000043684 Coatostsdd) geutook com Pending Acceptance
— — — —_— —_—
| R DAIES S Cennanres SOOI T ASnSRY G AR Com. [ m‘_l».ua
TESTFFKI2 Unites States Contrakins 000043084 o mdngmIcroNa com Ontoard Compieted

SHOW DSASLED DLP

2. Click on disable button.
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: "
» # Microsoft
MDOS
Partnar Status
RS0 v 0 1
Appicaton Receved P Accepkan -
Cloud OA OEM 2 & Org Ot
Completed Forms
PARTNR NAME LOCATION BUSNESS TP LICENSE AGRIIMINT NUMBER s STATUS
TEST cout Angote Contatzed 000N (Sotosisd! Boutook com Pencing Acceptance
TesTInG Y Untes Sistes Convaszes wmoasas ¥ Aanam oMt com Ontours Compieted
TESTFFNI2 United States Contrakred 00004 444 ¥ MOUNGIICTONR Com Ontoard Computed

SHOW DISASLED DLP

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request will
be processed and the partner will be notified through alert.

Disable Partner Cloud OA IDH 1

All the down levels for selected partner will be disabled. Please make sure all the DPKs
assigned to this pariner are recalled before disabling partner.

Would you like to disable partner?

CONFIRM

4. Once the partner has been disabled successfully, the disabled partner will be moved to
‘Disabled DLP’ section, the status of the partner will change to “Disabled”.
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m—

Choisd OA OFM 2

Comnplebed Fatem

TORT 0w gt Commptre E—— skl [ e e Puesting L Coms
TEAT IR e v o s B gt Cpted
AT et Commared S + g s Lo Cmtiaar Compmnnd

Disabled DLP

[T —

5. To re enable the partner, you need to select the disabled partner from the Disabled DLP list
and then click on enable button.

DELETE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.

A ompletad | oo ma
]
e e e e
R — - - — —
- ———= S =
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2. Click on Delete button.

TN W

[em—r—
[ e p— v 0 1 2
Nookcinon Recaamd  Poncog Accrpinc O Compurnd
Cloud OA OFM 2 &1 Og Chant [P R ywo —

Completed Forms

141 Cowy dog Comnsient - e et Potng e rtan s
. ey [T e — s s ¢ vt raih P -
g ot Vs ] S B Ontrd Gt

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request to
delete the DLP will be processed.

Delete Partner TEST FFKI 2

Piease make sure all i DPKs 35359060 10 this partner are
recabied tefore proceeany

Are you 3Ure YOU Want 10 delets the partner?

4. Once the request is processed successfully, the partner will be notified with an alert message
and the DLP partner will not be visible.
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21. MDOS DASHBOARD

Please review the readiness materials for MDOS.

Welcome to MDOS

2 Microsoft =
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL & Key Fulhed Keys Returned Key
Contoso OEM Orders ¥ Inventary Management ¥ ting Key ¥ B ¥
@¥our dashboard data was ast updated: 2013-12-17 122417 Please refresh the page if data s not updated
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FULFILLED ouone
1901
BOUND.
138000 817 N
112095
TRANSFERRED e
[ RaporedBound 1
X
Oxes 5k Ouers Ok 106090 = 6000 &
e @D O Z.. © Z... © X0 0O I ©

KEYS OVERVIEW NOTIFICATION

Helpful Information:

Refer to the MDOS FAQ for quick answers to common questions

22. MDOS SUPPORT (MSOEMOPS@MICROSOFT.COM)

For support on how to use MDOS, or for any technical queries, please contact:
msoemops@microsoft.com

To download documents use this URL

STEPS FOR ONBOARDING - NEW TPI CENTRALIZED

These steps apply to the following persona: New TPI Centralized
1. RECEIVE EMAIL INVITATION TO JOIN MDOS
You will receive an email invitation to join MDOS via the MSA email account provided to OEM.
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2. ACTIVATING DOC ACCOUNT
You will receive an email to join MDOS via the MSA email account provided to the GPO.

STEP 1: Find your sign-in PIN (Personal Identification Number). After this welcome email, you
will receive an additional email containing a first-time sign-in PIN .Please make note of the PIN;
it is a six-digit number.

Important information regarding your new Microsoft DOC account

@,.. .,~ .

STEP 2: Select your preferred sign-m method. The Digital Operations Center supports several
types of sign-in methods: depending on your user account type. You may select any qualifying
account of your choice or create a new one.

STEP 3: Sign in for the first time. Supported sign-in credentials Windows Live ID Microsoft Corp
Net with the information from Steps 2 and |, You are ready to sign in to DOC by clicking
www.microsoftoem.com where you will be asked to select a preferred sign-in method. After
making your selection, you will be directed to the sign-in page.
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STEP 4: Enter your PIN. Once you have successfully signed in, you will be asked to provide the
PIN number obtained in Step 1. After entering PIN, you will be taken to the Home Page.
The invitation mail will provide you the detailed step (as per below screen).

Subject: Welcome to the Microsoft Digital Operations Center

Welcome to the Microsoft Digital Operations Center (DOC)!
Your new DOC account has been created. To begin using DOC applications, you will need to complete the following five steps the first time you sign in.

STEP 1 — Find your sign-in PIN (Personal Identification Number).
After this welcome email, you will receive an additional email containing a first time sign-in PIN. Please make note of the PIN; it is a six-digit number.

STEP 2 — Select your preferred sign-in method.
The Digital Operations Center supports several types of sign-in methods, depending on your user account type. You may select any qualifying account of your
choice or create a new one. Please note that your company may have policy guidelines regarding this account selection.

User Account Type Supported sign-in credentials

Microsoft Partner Extranet Windows Live ID Microsoft CorpNet
yourdomain\userid

External customer (OEM, Distributor, etc.) v v
External partner (AR, SPV, etc.) v v
Internal Microsoft employee or vendor v

STEP 3 —Sign in for the first time.
With the information from Steps 1 and 2, you are ready to sign in to DOC by clicking the ing link: <first time sign-in link>. You will be asked to select 2
preferred sign-in method. After making your selection, you will be directed to the sign-in page.

STEP 4 — Enter your PIN.

Once you have successfully signed in, you will be asked to provide the PIN number obtained in Step 1. After entering your PIN, you will be taken to the Home
Page.

STEP 5 — Browser Configuration.

After you have successfully completed your first-time login, please follow the steps outlined in Section 1 of our “About DOC” guide to ensure DOC runs smoothly
within Internet Explorer: About DOC. You are now ready to start using the Microsoft Digital Operations Center!

Note: Your account must be activated within 30 days of receipt of this email, otherwise your account will be suspended.

Note: If your account is suspended or if your account becomes locked after three unsuccessful sign-in attempts, please contact your Company Administrator. The
Company Administrator is a designated person within your organization defined in your Microsoft agreement.

To learn more about the functionality of various applications within DOC, click here: About DOC

Thank you,
Microsoft DOC Support Team

If you have received this email in error, please notify us using the following link: <Digital Operations Center Portal Helpdesk link>

If you have any difficulties with the first time sign-in or using DOC, please contact your Company Administrator or click here: <Digital Operations Center Portal
Helpdesk link>

Privacy Statement

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

PLEASE DO NOT REPLY TO THIS E-MAIL, AS IT IS AN UNMONITORED ALIAS.

3. GOTO MDOS
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Go to MDOS by typing www.digitaloperations.oa.microsoft.com in your browser.

Sign in to MDOS

4. LOG IN TO ACCOUNT

Log in using the MSA email account credentials you provided to your COM.

B Microsoft

Sign in to MDOS

5. FOLLOW ONOBAORDING STEPS

Follow the MDOS onboarding process steps.

6. ADD NEW DLP

Instruction: Determine if you would like to add a new downlevel partner (or partners) to the
business. New partner(s) will then be able to perform key operations.
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MDOS definition of partner types

NO

Acronym

Term

Description

FFKI

Factory Floor Key Inventory

Inventory (FFKI) client on the manufacturing floor. The
MDOS FFKI client is a software install that will connect to
the MDOS cloud via a secure connection through either a
VPN or via the Internet or may be manually transferred
(e.g. via USB). The MDOS FFKI client manages the DPKs
between the MDOS cloud and the physical manufacturing
floor. The MDOS FFKI Client will request DPKs from the
service and will make those DPKs available for injection
into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report
(CBR) required and send that CBR upstream to the Uplevel
Partner (ULP), who will relay that to Microsoft directly
depending on Centralized or Decentralized business setup.

obm/
IDH

Original Design
Manufacturer/
Independent Design House

An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a
company that designs and manufactures devices (tablet,
PC, etc.) based on requirements specified by the OEM,
(such as screen size, processor, memory, performance,
etc.). The devices manufactured by the ODM/IDH are
rebranded by the OEM. ODM/IDH companies allow the
firm that owns or licenses the brand to produce products
without having to engage in the design or running of a
factory.

OEM

Original Equipment
Manufacturer

Original equipment manufacturer (OEM) is a term used
when one company makes a part or subsystem that is
used in another company's product.
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A manufacturer that is licensed through a TPl agreement
to preinstall the Windows operating system onto a

TPI Third-Party Installer computer on behalf of an OEM. TPIs are authorized to use
the OA 3.0 Tool. The OEM sends the DPKs to the Factories
(usually a Third-Party Installer (TPI) factory).

DLP Definition:
Down Level Partner or Downlevel Partner (DLP):
Is the entity that receives keys from the uplevel entity. Down level entities can deploy keys to
downstream partners, manufacture devices, and/or submit CBR/PHR reports. A Down level
partner can be:

e ODM/IDH or TPl in a centralized relationship

e ODM/IDH or TPl in a decentralized relationship

e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model (business model), Contoso OEM has three downlevel
partners; Contoso TPl Mexico, ABC TPI, and Contoso TPl China. Contoso OEM is the uplevel
partner for all three TPIs and Contoso OEM’s uplevel partner is Microsoft since they have a
direct OEM GPA agreement with Microsoft.

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added
to the business. New partner(s) will then be able to perform key operations.

Step-by-step: (Add a new DLP)

7. ADD DLP OR FFKI

Instruction: Select your centralized DLP factory datacenter or DLP FFKI.
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‘!.ﬁ" & Microsoft .

Contoso OEM1

©

R TYPE
What type of Down Level Partner (DLP) would you like 1o sdd?

OHOMTPS! FrR

Difference between centralized DLP factory datacenter & DLP FFKI
An FFKI partner differs from other factory datacenter partners because:

e The FFKI can have a business that runs online or offline. The FFKI is not required to
onboard through MDOS web app for initial set up and they would not be required to
maintain an online connection with MDOS, while the DLP factory datacenter will always
be online.

e The FFKI will receive its credentials vis email.

e The FFKl is the only type of partner that can inject the keys into devices and collects CBR
information, where the factory datacenters do not inject keys.

e The FFKI can submit the reports to their uplevel TPI, who then reviews and submits the
final CBR to their uplevel OEM partner.

e The FFKl is not able to add any DLPs, where the factory datacenters may add DLPs.

e The FFKI would also receive additional email communications for their business that
would contain information based on how they communicate with MDOS.

Business setup specific for FFKI

FFKI Partner receives invitation from ULP via email.

FFKI Partner will receive an email with step-by-step guide.
FFKI Partner will receive an email with credentials.

FFKI Partner downloads software.

FFKI Partner will get set up.

FFKI Partner will test.

ounkwnNeE

Example: Contoso OEM owns its own factory, which is called Contoso FFKI. Contoso FFKI is the
main site Contoso OEM uses to manufacture their devices. Contoso OEM sets up Contoso FFKI
as downlevel partners for their business within MDOS. After that, Contoso FFKI receives the
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credentials it will use to communicate with MDOS to authenticate. Contoso FFKI is run offline,
hence they need to initially onboard through MDOS and follow the initial online set up. Then
Contoso FFKI can follow the offline mode steps to receive keys and submit CBR’s back to OEM
Contoso. Once the CBR is submitted to Contoso OEM, they provide a final review and submit
the CBR to Microsoft.

8. FILL DLP FORM

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the DLP.

JMIDg,s m Microsoft .

GEMM INFORMATICA S.R.L.

o—© :

A
PARTNER TYPE COMPANY INFO

FIRST NAME LAST NAME

EUSIHESS ADDRESS €@
PARTNER COMPANY NAME

< PARTHER REPRESENTATIVE MAME €

PARTNER M5A EMAIL 6

amre FosTAL CODE @ PHion &

COUNTRY AND REGION O STATE®

DLP Form Field Explanation

DLP Form

DLP Form Fields Explanation

DLP Company Name Downlevel partner company name (i.e. Contoso TPI)

DLP Contact Name Downlevel partner User first and last name
Downlevel partner’s corporate email address at authorized

DLP Company Email site. (ContosoTPI@TPIl.com)
The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign
in to MDOS. (i.e. name@outlook.com, name@hotmail.com,

DLP Login Email (MSA) name@msn.com). Or use an email account that is
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registered as an MSA (i.e. name@yahoo.com,
name@gmail.com, name@qq.com, name@163.com).
Additional information about MSA email accounts.
NOTE: IF the TPl is already onboarded to MDOS, please
verify that this is the MSA that they registered with.

DLP Address Street address where DLP company is based
DLP Country Country where DLP company is based

DLP State State where DLP company is based

DLP City City where DLP company is based

DLP Postal Code Postal code where DLP company is based
DLP Phone DLP company phone number

9. SUCCESS MESSAGE FOR NEW DLP

Instruction: Your request was successfully received for submitting a new downlevel partner
(DLP). Please ensure the partner follows their next steps to complete the setup process.

TPI Confirmation

Your request 1o add Newtpi as & decentralized TP has been submitted. You will
be notified once the TPI partner has been added successfully. The expected
approval time for adding a NEW decentralized TPl is 3 to 5 business days. For
EXISTING decentralized TPYs the spproval time is Ih of less. Once the
Gecentralized TP is approved they will receive an email notification. Piease work
with your TPI to accept the invite ta complete the onboarding process. Far help
wiith MDOS issues please contact MDOS support at msoemops@microsoft.com.

Congratulations!
Your request was successfully received for submitting a new downlevel partner (DLP).

Please follow the next steps carefully to ensure your setup is completed. Once setup is

complete you may onboard into the MDOS tool and begin using it for your product key
management.
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Next steps:

1.

ukhwnN

Have your partner look for the email from MDOS (sent to the partner’s MSA email).
Make sure the partner reads the Onboarding Training Guide for MDOS.

Partner should click on the registration link (within the email) to get registered.
Ensure your partner fills out the DOC registration form completely.

Ensure you partner completes the MDOS setup process.

NOTE: This process may take up to ~5-10 min. for final approval and activation.

10. FILL FFKI FORM

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the FFKI.

Dos
Contoso OEM1

) : s

PARTNER TYPE

What type of Down Level Partner (DLP) would you like to add?

o °
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oy
MDOS

GEMM INFORMATICA S.R.L.

R NAME

< FIRST HAME

FFKI Form Field Explanation

DLP FFKI Form:

T -

= Microsoft

o—©o :

o
PARTNER TYPE COMPANY INFO

ADMIN EMAL &

PARTNER REPRESENTATIVE NAME

FFKI (owns factory) Form
Fields

Explanation

FFKI Admin Name (first, last)

FFKI contact first and last name

FFKI Admin Email

FFKI contact email address. MDOS sends the connection
information to this address.

Login Email (MSA)

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email
account used to sign in to Microsoft services and is
required to sign in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@qq.com,
name@163.com). Additional information about MSA
email accounts.

11. SUCCESS MESSAGE FOR NEW FFKI
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Instruction: Your request was successfully received for submitting a new Factory Floor Key
Inventory (FFKI). Please ensure the partner follows their next steps to complete the setup
process.

DLP Confirmation

0 Your request to add v-ranku_UAT3 as a new FFKI has been submitted. You will
be notified once the FFKI partner has been added successfully, your FFKI
partner will receive an email with the invite and steps required to complete.
For help with MDOS issues please contact MDOS  support  at
msoemops@microsoft.com.

Congratulations!
Your request was successfully received for submitting a new Factory Floor Key Inventory (FFKI).

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps for the FFKI:
1. Have your partner download the Step-by-step Guide on how to set up an FFKI.
2. Have your partner download the MDOS FFKI Client installation software.
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3. Have your partner review all the documentation.

Ensure the FFKI has completed the pre-level steps.

5. Have your partner look for the email from MDOS (sent to the partner MSA email) that
contains the login credentials.

6. Make sure the partner reads the FFKI Onboarding Training Guide for MDOS.

7. Make sure the partner reads the User Manual for MDOS — FFKI Section.

E

NOTE: This process may take up to ~5-10 min. for final approval and activation.

12. ADD ANOTHER DLP

Instruction: Determine if you would like to add an additional downlevel partner (or partners) to
the account. New partner(s) will then be able to perform key operations.

Rl O wielcome to Micrasaft

- & x
“ O microsoftcom r =& o -
ﬁ B Microsoft .
Do you want to add another DLP? i)

YR

DLP Definition:

Down Level Partner or Downlevel Partner (DLP):

A DLP is the entity that receives keys from the uplevel entity. Down level entities can deploy
keys to downstream partners, manufacture devices, and/or submit CBR/PHR reports. A Down
level partner can be:

e ODM/IDH or TPl in a centralized relationship
e ODM/IDH or TPl in a decentralized relationship
e Factory Floor (FFKI end entity in business)
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Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model Contoso OEM has three downlevel partners; Contoso TPI
Mexico, ABC TPI, and Contoso TPI China. Contoso OEM is the uplevel partner for all three TPIs
and Contoso OEM’s uplevel partner is Microsoft since they have a direct agreement with
Microsoft.

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added
to the account. New partner(s) will then be able to perform key operations.

13. ADD AN AUTHORIZED USER

Instruction: Add an authorized user connected to your MDOS account. An authorized user will
have permissions to access MDOS and perform key actions.

F 8 Microsoft .

Contoso OEM1

Do you want to add an authorized user?

What is an Authorized User?
An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).

The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Example: Contoso IDH hired a new purchasing manager, and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
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add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.

14. USER INTAKE FORM

Instruction: Fill out the OA enrollment form to add an authorized user.

o

68 LGN Btk O PRST st O3

FHONE STATE any STATUS  ACTION

I BTN

User Intake Form Field Explanation

User Intake Form:

User Intake Form Fields Explanation
First Name User first name
Last Name User last name

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign in
to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is registered
as an MSA (i.e. name@yahoo.com, name@gmail.com,
name@gqg.com, name@163.com). Additional information

Login Email (MSA) about MSA email accounts.

State State where company is based

City City where company is based

Permissions MDOS permissions that were set by company admin.

15. SUCCESS MESSAGE FOR NEW USER
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Instruction: Your request was successfully received for submitting a new user. Please ensure
the user follows their next steps to complete the setup process.

Authorized User Confirmation

We have successfully received your request to add an authorized user. We will
verify your request and provide you confirmation once you complete the
onboarding process.

Congratulations!
Your request was successfully received for submitting a new user.

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps:
1. Have your authorized user look for the email from MDOS. (Sent to the user’s MSA
email).

2. Make sure the use reads the User Manual for MDOS.
User should click on the registration link (within the email) to get registered.
4. Ensure your user fills out the New User registration form completely.

w

NOTE: This process may take up to ~5-10 min. for final approval and activation for this user.

16. ADD ANOTHER AUTHORIZED USER
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Instruction: Add an authorized user connected to your MDOS account. An authorized user will
have permissions to access MDOS and perform key actions.

- & Microsoft .

Contoso OEM1

Do you want to add an authorized user?

What is an Authorized User?
An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).

The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Example: Contoso IDH hired a new purchasing manager, and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.

17. DISPLAY BUSINESS SETUP TREES

Instruction: Review your current business setup for accuracy and provide edits if necessary.
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Contoso OEM1

Business definition:

A business in MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. You must select the business/partner you wish to work with
from the dropdown menu when you sign into the MDOS dashboard.

Example: Contoso IDH/ODM has a business where they work with different OEMs; Contoso
OEM and ABC OEM had both reached out to Contoso IDH/ODM through an MDOS invitation to
invite Contoso IDH/ODM to work with them. Contoso IDH/ODM will setup a centralized
business model with Contoso OEM and a decentralized model with ABC OEM. They also have an
additional business because they signed an IDH/ODM agreement with Microsoft. So, they now
have three businesses. They are looking to utilize MDOS to help manage all their businesses.
MDOS allows Contoso IDH/ODM to easily identify the DPK owners, and better manage multiple
businesses.

Tip Tool: A business in MDOS is a secure hierarchical grouping of registered entities that allows
those entities to interact and transact to complete the OEM Activation 3.0 features and
functions within the MDOS Service offering. You must select the business/partner you wish to
work with from the dropdown menu when you sign into the MDOS dashboard.

18. WAIT SCREEN WHILE DASHBOARD IS CREATED

Instruction: Please stand by while your account is being created in MDOS.
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a2 2 Microsoft
‘MDOSs.

Contoso MDOS OEM1

Please stand by while your account is being created in MDOS.
Your account is being set up MDOS. Soon you will have access to the cloud-based digital key
distribution and entitlement service for Microsoft partners.

NOTE: This process may take a few minutes. Please do not close this window or refresh your
browser.

19.DISABLE/ DELETE DLP

Instruction: This functionality will help to delete or disable the DLP from the list of added
IDH/TPI/FFKI/FKI. Up level partner can disable/delete the DLP only when there is no DLP under
them and they don’t have any keys assigned to them.

Example: Contoso OEM is no longer doing business with ABC Design House and wants to
remove it as a down level partner. From the Partner Information page, they select "Disable" for
ABC Design House. After successfully disabling the partner permissions, the status next to the
partner name changes to “Disabled”. Contoso sees the action button for ABC Design House
change to ENABLE, so they may easily re-enable the partner at any time if desired.

In case partner do not need that DLP in future, they can remove it from list of added DLPs.

To Delete DLP, you need to select partner by clicking on radio button and then click on delete
option. A confirmation message box will pop out. After clicking confirm button, selected DLP
will be removed from the list.
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From manage business dashboard, up level partner can delete or disable their down level
partner.

DISABLE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.

» 8 Microsoft "
MDOS

Completed Forms

PARTNR NAME LOCATION BUSNESS TYPE UCONSE AGREEMENT NUMBER e
TEST OOMt Angote Contrakres 00004364 Coutoatsdl) Geutook com Pending Acceptance

—
[F o UAIES S Conuanes

ey

TESTIPRI2 Unites States Contraties 000043044

o manEmICroNA com Onboard Compheted
SHOW DISABLID DLP

2. Click on disable button.
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SHOW DISASLED DLP

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request will
be processed and the partner will be notified through alert.

Disable Partner Cloud OA IDH 1

All the down levels for selected partner will be disabled. Please make sure all the DPKs
assigned to this pariner are recalled before disabling partner.

Would you like to disable partner?

CONFIRM

4. Once the partner has been disabled successfully, the disabled partner will be moved to
‘Disabled DLP’ section, the status of the partner will change to “Disabled”.
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5. To re enable the partner, you need to select the disabled partner from the Disabled DLP list
and then click on enable button.

DELETE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.
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2. Click on Delete button.
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3. A confirmation window will open to confirm your selection. Click CONFIRM, the request to

delete the DLP will be processed.
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Delete Partner TEST FFKI 2

Please make sure al the DPKs assigned 10 this partner are
recabied tefore proceedng

Are You 3Ure You want 10 delete the partner?

=

4. Once the request is processed successfully, the partner will be notified with an alert message
and the DLP partner will not be visible.

20. MDOS DASHBOARD

Instruction: Please review the readiness materials for MDOS.
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KEYS OVERVIEW NOTIFICATION

Welcome to MDOS
Helpful Information:

Please review the User Manual before beginning to use MDOS.
Refer to the FAQ section for quick answers to common questions.

21. MDOS SUPPORT (MSOEMOPS@MICROSOFT.COM)

For support, please contact: msoemops@microsoft.com

STEPS FOR ONBOARDING - NEW TPl DECENTRALIZED

These steps apply to the following persona: New TPI Decentralized
1. RECEIVE EMAIL INVITATION TO JOIN MDOS
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You will receive an email invitation to join MDOS via the MSA email account provided to OEM.

. TECHMICAL SUPPORT

2. ACTIVATING DOC ACCOUNT
You will receive an email to join MDOS via the MSA email account provided to the GPO.

STEP 1: Find your sign-in PIN (Personal Identification Number). After this welcome email, you
will receive an additional email containing a first-time sign-in PIN .Please make note of the PIN;
it is a six-digit number.

Important infor

ry

vg your new Micrasoft DOC sccount

STEP 2: Select your preferred sign-m method. The Digital Operations Center supports several
types of sign-in methods: depending on your user account type. You may select any qualifying
account of your choice or create a new one.

STEP 3: Sign in for the first time. Supported sign-in credentials Windows Live ID Microsoft Corp
Net with the information from Steps 2 and |, You are ready to sign in to DOC by clicking
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www.microsoftoem.com where you will be asked to select a preferred sign-in method. After
making your selection, you will be directed to the sign-in page.

STEP 4: Enter your PIN. Once you have successfully signed in, you will be asked to provide the
PIN number obtained in Step 1. After entering PIN, you will be taken to the Home Page.
The invitation mail will provide you the detailed step (as per below screen).

Subject: Welcome to the Microsoft Digital Operations Center

Welcome to the Microsoft Digital Operations Center (DOC)!
Your new DOC account has been created. To begin using DOC applications, you will need to complete the following five steps the first time you sign in.

STEP 1 — Find your sign-in PIN (Personal Identification Number).
After this welcome email, you will receive an additional email containing a first time sign-in PIN. Please make note of the PIN; it is a six-digit number.

STEP 2 — Select your preferred sign-in method.
The Digital Operations Center supports several types of sign-in methods, depending on your user account type. You may select any qualifying account of your
choice or create a new one. Please note that your company may have policy guidelines regarding this account selection.

Supported sign-in credentials

User Account Type

Microsoft Partner Extranet Windows Live ID Microsoft CorpNet

yourdomain\userid

External customer (OEM, Distributor, etc.) v v
External partner (AR, SPV, etc.) v v
Internal Microsoft employee or vendor v

STEP 3 — Sign in for the first time.
With the information from Steps 1 and 2, you are ready to sign in to DOC by clicking the ing link: <first time sign-in link>. You will be asked to select a
preferred sign-in method. After making your selection, you will be directed to the sign-in page.

STEP 4 — Enter your PIN.

Once you have successfully signed in, you will be asked to provide the PIN number obtained in Step 1. After entering your PIN, you will be taken to the Home
Page.

STEP 5 — Browser Configuration.

After you have successfully completed your first-time login, please follow the steps outlined in Section 1 of our “About DOC” guide to ensure DOC runs smoothly
within Internet Explorer: About DOC. You are now ready to start using the Microsoft Digital Operations Center!

Note: Your account must be activated within 30 days of receipt of this email, otherwise your account will be suspended.

Note: If your account is suspended or if your account becomes locked after three unsuccessful sign-in attempts, please contact your Company Administrator. The
Company Administrator is a designated person within your organization defined in your Microsoft agreement.

To learn more about the functionality of varicus applications within DOC, click here: About DOC

Thank you,
Microsoft DOC Support Team

If you have received this email in error, please notify us using the following link: <Digital Operations Center Portal Helpdesk link>

If you have any difficulties with the first time sign-in or using DOC, please contact your Company Administrator or click here: <Digital Operations Center Portal
Helpdesk link>

Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

PLEASE DO NOT REPLY TO THIS E-MAIL, AS IT IS AN UNMONITORED ALIAS.
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3. GO TO MDOS

Go to MDOS by typing www.digitaloperations.oa.microsoft.com in your browser.

B3 Microsoft

Sign in to MDOS

4. LOG IN TO ACCOUNT

Log in using the MSA email account credentials you provided to your COM.

Sign in to MDOS
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5. FOLLOW ONOBAORDING STEPS

Follow the MDOS onboarding process steps.

6. WELCOME TO MDOS

Instruction: Welcome to MDOS - a cloud-based digital key distribution and entitlement service
for Microsoft OEM partners. Please read the overview and capabilities to learn more about this
service.
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MDOS Overview

Welcome to Microsoft Digital Operations Services (MDOS)

MDOS is a web based service that provides Microsoft partners (OEM, ODM/IDH and Third-Party
Installers) the ability to complete the OEM Activation Services 3.0 (OA 3.0) end-to-end process
that is required to order and ship devices installed with Microsoft Windows. The MDOS service
provides partners the ability to digitally order, fulfill, transfer and return digital product keys
(DPKs) as part of doing business with Microsoft. Microsoft is discontinuing physical Certificate
of Authority (COAs) licensing stickers as a way of licensing products. Beginning with Microsoft
Windows 8, partners are now required to use DPKs to manufacture and pre-license the device
at manufacturing time. The MDOS system is a cloud service that can be used by partners to
complete these transactions with Microsoft.

In order to transact with Microsoft, new and existing partners will need to onboard onto the
MDOS system and begin transacting in a digital way. The OA 3.0 activation process is a new way
to license and activate Windows. Before beginning to use this new model, it is important to
understand some key concepts and requirements. Below, is a high-level overview of both the
new OA 3.0 end-to-end process requirements, as well a high-level overview of the capabilities
of the MDOS service.

OEM Activation 3.0 End-to-End

OA 3.0 as noted is a new digital way of manufacturing, pre-licensing, and shipping windows-
based systems. OA 3.0 provides an entire framework for how OEM/ODM partners transact with
Microsoft, as well their downstream manufacturing partners and entities. In OA 3.0, the process
starts by an OEM/ODM, who has already completed a GPA agreement with Microsoft. If you do
not have GPA or Licensing agreement with Microsoft, please contact your Customer Operations
Manager (COM) or your Microsoft Sales Manager to understand what is required to complete a
direct licensing agreement with Microsoft.
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Once a partner has an agreement signed with Microsoft to sell Microsoft Windows and/or
additional products, the next step is understanding the end-to-end process that is required to
complete the OA 3.0 process for Windows shipments. The process starts with a toolset required
to digitally connect to Microsoft. Today, the partner has a choice of whether to build an OA 3.0
client or leverage the existing solution offered by Microsoft, called MDOS. The MDOS solution is
provided for partners that complete under one million transactions a year. For all other
partners, building an OA 3.0 client is required. The remainder of this manual will detail aspects
of the MDOS system, as well provide overview, step-by-step examples, tips, and details about
the specific functionality available in the MDOS service. Below, we discuss the OA 3.0 end-to-
end process for understanding. We will then discuss at a high level how to use MDOS to ensure
your continued success purchasing, manufacturing, and shipping Microsoft Windows to your
end users.

The OA 3.0 feature set end-to-end process that is required

— e

4 Billing &
. Order & Delivery Distributlo Reporting Activation Im'i’g"g

Calculate HW Hash for Each
Computer Manufactured
= Adhere Microsoft Genuine

Label
Ship
Computers

0O EO

Microsot ¥

Windows
Activation Services

The Digital licensing and entitlement process starts with the OEM/ODM placing an order to
Microsoft for Microsoft Windows digital product keys (DPKs). This order can either be a form of
credit card at Microsoft, which allows the OEM’s designated partners to order against (Call Off
Order), or it is a direct order from the OEM to Microsoft (Standard Order), either type is
supported. The order process can be completed within the MDOS service, or direct to Microsoft
DOC Portal site. Once the digital order is placed to the Microsoft services, the OA 3.0 DPKs for
Windows will be fulfilled into the MDOS system. The OEM then chooses a partner to complete
the manufacturing portion of the project and will deploy (transfer) the digital product keys from
their system to the factory, where the factory may be owned by the OEM or is a third-party
Installer (TPI). Once the keys have been deployed to the factory, the factory will manufacture
the Windows device and will be required to inject the DPK into the firmware (BIOS/UEFI) of the
device. Once the DPK is injected, the factory will capture a Computer Build Report (CBR), which
contains complete hardware information shipping with the device, as well information about
the now injected DPK. This CBR is sent to Microsoft and is recorded prior to the device reaching
the end user. Once the end user purchases that device and powers on, Windows will request a
machine activation, which ensures the device is a Genuine Microsoft Windows device. The
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activation event occurs and completes and the OA 3.0 process completes. If the machine is
returned for any reason within 365 days, the OEM can request a refund and must send
Microsoft information about the specific DPK being returned and the reason for the return.

There are a variety of use cases and scenarios that are supported by the OA 3.0 end-to-end
process and requires some general understanding before beginning to complete the process
with Microsoft. The OEM/ODM, the entity with a direct relationship and contract with
Microsoft is in control of deciding how much involvement they will have in the end-to-end
process. There are three ways to setup your relationship with your downstream partners
(subsidiaries, servicing centers and/or factories for manufacturing). In MDOS, we define the
relationship of the OEM/ODM and its partners as a Business relationships as a Business. A
business within MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. The OEM/ODM, those that have a direct contract with
Microsoft, choose the type of control and involvement they will have in the OA 3.0 end-to-end
process. The OEM/ODM can choose to have a centralized or decentralized relationship with its
business entities. In a centralized business setup, the OEM chooses to have total control of the
process from Order to Return and all functions in between. The OEM will order, fulfill and
transfer the DPKs to their downstream partners called DLP (Downlevel Partners), as well will
handle all returns on their own behalf. The centralized model allows the parent entity
(OEM/ODM) full control throughout the MDOS system and the end-to-end process. The other
type of business setup is a Decentralized model. The decentralized model requires the OEM to
place the Call Off order with Microsoft. The OEM does not need to manage the order or the
digital product keys at all, instead this model relies on the DLP to manage all DPK orders,
fulfillments, transfers and returns on behalf of their OEM partner. The OEM does not need to
“manage” anything except the call off order with Microsoft, but is responsible for any audits
required by Microsoft and as such the OEM should check in with their DLP’s on a regular basis
to understand what is happening within their business.

In summary, the OA 3.0 end-to-end process is setup by the OEM/ODM, the entity with the
direct contract with Microsoft. The OEM/ODM is required to define the business and yet can
choose to manage the entire end-to-end process directly (centralized) or choose to outsource
the process to their DLP (decentralized).

MDOS Service Overview

Now that you have familiarity with the OA 3.0 end-to-end process requirements and available
business related options, we will explore the high level MDOS capabilities as a tool to complete
your digital business transactions with Microsoft. The MDOS service offering is available to our
smaller OEM/ODM partners, those that complete less than one million shipments of Windows.
The MDOS service is currently free to use for these partners including support of the service
and its feature offerings. MDOS provides electronic email based support from the vendor hired
by Microsoft to complete the service offering, please see support section within the MDOS
manual for additional details and the specific contact information.
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As noted above, partners can choose to onboard to the MDOS service or complete a build of
their own OA 3.0 client, connecting to Microsoft backend web service directly. The MDOS
service is an Azure Cloud based solution that also requires a physical client for the factory floor
manufacturing requirements. MDOS provides the end-to-end solution required to order, fulfill,
deploy, report and return Digital Product Keys required to manufacture Windows devices.
Below we will explore some of the high-level features of the MDOS service offering, and walk
through the onboarding requirements.

Onboarding to MDOS

MDOS provides everything required to complete the digital pre-licensing requirements set by
Windows since Windows 8. To onboard to the MDOS service, you will need to complete your
GPA contract with Microsoft. Once the contract has been signed, Microsoft will send you an
email with your MDOS Registration information, including a link to the DOC site. The DOC is
used to “register” your MSA email account and corporate email account with the system.
Because MDOS is a cloud service, you do not need to “install” any software for the OEM/ODM
entity, rather you access the MDOS service via a browser URL address that will be sent to you
once you have completed your contract with Microsoft. The link you will receive will direct you
to register with DOC and choose which type of partner you identify as. Once the DOC
registration is complete, you will be sent the MDOS direct link URL in order to login for the first
time.

Defining an MDOS Business

Once the OEM/ODM have registered and successfully logged into the MDOS system, the next
step is to define the type of Business that will be used (centralized or decentralized), and which
entities (DLP’s) you will work with to complete your Windows device end-to-end process for
manufacturing and device shipment. Setting up the business is a critical step and one that
should be thought through prior to attempting to setup your Business within MDOS. MDOS
supports multiple businesses; which means that for one business the OEM may choose to work
with Manufacturing Partner A and for another business the OEM may choose Manufacturing
Partner B. The OEM may choose to setup one business as centralized and the other as
decentralized. Each business is secured and keeps all details regarding that business separate,
whether it be DPKs, Log files, and/or Alerts. An OEM can also define how the business behaves
with regard to DPK fulfillment and/or CBR submissions to Microsoft. In other words, the OEM
may choose to order and then manually download DPKs for one business, while setting up
automatic DPK fulfillment for their other business. There are a variety of settings and options
defined within this manual and we encourage you to explore the details of each for a thorough
understanding.

Manufacturing with MDOS

As part of setting up the MDOS Businesses, the OEM/ODM can choose the manufacturing
partner(s) they will work with. Adding the manufacturing partners into the MDOS Business
requires the OEM/ODM to invite the manufacturing entity as a business entity within your
defined business. The OEM/ODM will “invite” the manufacturing partner (TPI) into the business
via the DLP setup within the MDOS service. Once the manufacturing partner accepts the invite,
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they are ready to transact on behalf of the OEM/ODM partner. The MDOS service requires the
manufacturing partner to “configure” themselves within the MDOS cloud service (as a TPI) and
then requires the manufacturing partner to install the physical MDOS Factory Floor Key
Inventory (FFKI) client on the manufacturing floor. The MDOS FFKI client is a software install
that will connect to the MDOS cloud via a secure connection through either a VPN or via the
Internet. The MDOS FFKI client manages the DPKs between the MDOS cloud and the physical
manufacturing floor. The MDOS FFKI Client will request DPKs from the service and will make
those DPKs available for injection into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report (CBR) required and send that CBR
upstream to the Uplevel Partner (ULP), who will relay that to Microsoft directly depending on
Centralized or Decentralized business setup.

Conclusion

In order to manufacture and ship Windows devices, our OEM and ODM partners are now
required to complete these transactions in a digital way, no longer using the COA’s of the past.
The OEM Activation 3.0 end-to-end process is a defined set of steps that are required to
purchase, fulfill, deploy and/or return digital product from Microsoft. The OA 3.0 process
requires the parent entity, that is the entity that has a direct licensing agreement with
Microsoft to connect, order and fulfill digital product keys. The OEM/ODM has a choice of
whether to build their own OA 3.0 client software, or leverage the MDOS service for completing
transactions. The MDOS service is for use by OEM/ODM partners who complete one million or
more Microsoft Windows device shipments per year. Onboarding to MDOS occurs once the
OEM or ODM have successfully completed a licensing agreement with Microsoft. The MDOS
service provides these entities and partners with a system to use to complete end-to-end digital
orders, fulfillments, deployments and returns electronically with Microsoft. The MDOS service
supports setting up Businesses that allow the OEM/ODM the ability to manage their business in
a way that meets their business needs—either centralized, decentralized or a combination of
both—as a subsidiary in a secure way. The OEM/ODM can invite downlevel partner (DLP’s) into
their business to complete functions such as servicing and manufacturing. The reminder of this
manual will provide overviews, examples, step by step instructions and tips for completing your
MDOS features and functions.

MDOS Capabilities and Benefits

Microsoft Digital Operations Service (MDOS) is a cloud-based digital key distribution and
entitlement service for Microsoft partners. It gives partners the ability to order, deploy,
manage, bind, return, and recall Digital Product Keys (DPKs) as needed. MDOS is a self-service
tool that provides easy access to new capabilities and allows partners to scale.

The key benefits of moving to MDOS include:
e Flexible platform: Easy to add new partners and scale your business
o Self-service capabilities
e Efficient inventory management
e User-friendly interface
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e Software as a service — no need to upgrade software, always up to date
e Integrated with other Microsoft platforms

MDOS provides the following capabilities:
e Basic OA 3.0 infrastructure (order, fulfill, transfer, return, report, etc.)
Automated setup/onboarding
ERP system integration*
Integration with other Microsoft platforms (DOC and Connector)*
Low cost scalability to support new Microsoft programs (pricing configurator, DA, cloud
attachments, etc.)
Business Intelligence reporting*
e Self-serve capabilities (Pop-up support, tip tool, chat support, form integration, support
forums, link to documentation, etc.)
e Offline run mode (File-based DPKs)
e MES system integration* (API for FF EMS/MES)
*Some features may not be available today but will be available at a future date.

Example: Contoso OEM has a growing business where they work with multiple downlevel
partners (DLPs) including TPI, IDH/ODM, and FFKIs. The businesses run in different business
models where some are centralized and some are decentralized. Contoso OEM was using the
DIS Chinasoft legacy system, but they are now migrating over to MDOS for its many benefits.

Contoso OEM will now be able to:

e take advantage of the flexible platform that allows them to easily add new partners as
their business grows.

e navigate across different views depending on each business’ structure with a user-
friendly interface.

e use the self-service tool to easily perform key functions (order, fulfill, transfer, return,
report, etc.).

e manage inventory for each business and see a real-time view of inventory levels, key
status details, as well as access business intelligence data—all in one place.

Additionally, Contoso OEM knows that MDOS is also an online service, so updates are made
automatically and they will never have to manually update their software to have the latest
version.

Tip Tool: MDOS is a cloud-based digital key distribution and entitlement service for Microsoft
OEM partners. It gives partners the ability to order, deploy, manage, bind, return, and recall
Digital Product Keys (DPKs) as needed. MDOS is a self-service tool that provides easy access to
new capabilities and allows partners to scale.
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7. MDOS TERMS OF USE

Instruction: Review the MDOS terms of use and sign the acknowledgement to continue this set
up process. Terms must be agreed upon to continue the set up and begin working with MDOS.

MDOS TERMS & CONDITIONS

A usenpROFLE

Microsoft MDOS Privacy Statement

Collection and Use of Personal Data

MDOS terms of use
Please review the MDOS terms of use and sign the acknowledgement to continue this set up
process. Terms must be agreed upon to continue the set up and begin working with MDOS.

NOTE: To sign the agreement, please be sure to enter your name in the signature field as it is
displayed above. The signature field is case sensitive. An inactive button is greyed out until this
field matches.

For more information:
Read the full MDOS Terms of Use on a separate page.

8. AGREEMENT SETUP PAGE

Instruction: Select the agreement you would like to set up.
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o = Microsoft
MDOS

MDOS UAT OEM7

Choose your agreement type ()

Effective Start Date: 07/192018 Effective Start Date: 07/19:201¢

Effective End Date: 121319999 Effective End Date: 12219999

MSFT CUSTOMERID.

PROCEED =

Privacy Statement

Tip Tool : Select your agreement from the options to be redirected and continue onboarding. If
you have more than one agreement, you must set up both agreements individually.

Business definition:

A business in MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. You must select the business/partner you wish to work with
from the dropdown menu when you sign into the MDOS dashboard.

Example : Contoso OEM has a single licensing agreement with Microsoft under a Global Partner
Agreement (GPA), supporting two businesses: an OEM Program Appendix (PAX) and an 10T
Program Appendix. The OEM PAX is for the OEM Royalty business and the I0T PAX is for the
Embedded business. Each PAX will have a unique agreement number for ordering.

Based on the business definition, Contoso OEM has two business structures, one for the OEM
PAX agreement and one for the IOT PAX agreement. They get different keys for the OEM PAX
and the 10T PAX. While onboarding, Contoso OEM must set up both agreements individually.

Contoso OEM decides to set up their OEM PAX agreement first. They select the OEM PAX option
and follow the steps to onboard their DLP for the Windows Client business. Once completed,
they will set up their IOT PAX for the Embedded manufacturing business.

ULP Definition:

Upper Level Partner or Uplevel Partner (ULP) is the entity above the down level entity. Keys will
flow from this entity to downstream entities. An Uplevel partner can be:
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e Microsoft agreement (GPA with OEM, ODM or |OT PAX)

e« OEM, ODM/IDH, 10T or TPl in a centralized relationship

e OEM, ODM/IDH, 10T or TPl in a decentralized relationship
Agreement types are under the Global Partner Agreement (GPA):

e OEM Program Appendix — licensing for Windows Client, Office, Server, |oT for OEM
products.

e ODM Program Appendix — licensing for Windows Client, Office products

o 10T Program Appendix — licensing for IoT OA products for Embedded devices and
Internet of Things (loT)

OEM

OEM (Original Equipment Manufacturer) will be having a direct GPA agreement with Microsoft
or they may have multiple agreements as well, Microsoft will be the uplevel partner for an

OEM.
ODM/IDH

The ODM/IDH business model might have a direct ODM/IDH agreement with Microsoft or they

may have multiple agreements with Microsoft. An ODM/IDH can have one or multiple OEMs or
ULPs as well.

Example : Contoso OEM has a business where they work with downlevel partner ABC TPI.

Contoso OEM is the uplevel partner for ABC TPl and Contoso OEM’s uplevel partner is
Microsoft.

9. ADD NEW DLP

Instruction: Determine if you would like to add a new downlevel partner (or partners) to the
business. New partner(s) will then be able to perform key operations.
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=

Contose OEM1

Do you want to add a DLP? (i ]

MDOS definition of partner types

Acronym

Term

Description

FFKI

Factory Floor Key Inventory

Inventory (FFKI) client on the manufacturing floor. The
MDOS FFKI client is a software install that will connect to
the MDOS cloud via a secure connection through either a
VPN or via the Internet or may be manually transferred
(e.g. via USB). The MDOS FFKI client manages the DPKs
between the MDOS cloud and the physical manufacturing
floor. The MDOS FFKI Client will request DPKs from the
service and will make those DPKs available for injection
into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report
(CBR) required and send that CBR upstream to the Uplevel
Partner (ULP), who will relay that to Microsoft directly
depending on Centralized or Decentralized business setup.

obM/
IDH

Original Design
Manufacturer/
Independent Design House

An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a
company that designs and manufactures devices (tablet,
PC, etc.) based on requirements specified by the OEM,
(such as screen size, processor, memory, performance,
etc.). The devices manufactured by the ODM/IDH are
rebranded by the OEM. ODM/IDH companies allow the
firm that owns or licenses the brand to produce products
without having to engage in the design or running of a
factory.
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Original equipment manufacturer (OEM) is a term used
when one company makes a part or subsystem that is
used in another company's product.

Original Equipment

OEM
Manufacturer

A manufacturer that is licensed through a TPl agreement
to preinstall the Windows operating system onto a

TPI Third-Party Installer computer on behalf of an OEM. TPIs are authorized to use
the OA 3.0 Tool. The OEM sends the DPKs to the Factories
(usually a Third-Party Installer (TPI) factory).

DLP Definition:
Down Level Partner or Downlevel Partner (DLP):
Is the entity that receives keys from the uplevel entity. Down level entities can deploy keys to
downstream partners, manufacture devices, and/or submit CBR/PHR reports. A Down level
partner can be:

e ODM/IDH or TPl in a centralized relationship

e ODM/IDH or TPl in a decentralized relationship

e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model (business model), Contoso OEM has three downlevel
partners; Contoso TPl Mexico, ABC TPI, and Contoso TPl China. Contoso OEM is the uplevel
partner for all three TPIs and Contoso OEM’s uplevel partner is Microsoft since they have a
direct OEM GPA agreement with Microsoft.

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added
to the business. New partner(s) will then be able to perform key operations.

Step-by-step: (Add a new DLP)

Pre-Requisite: TPI/DLP partner should receive an invitation email from ULP. From there, they
can add their DLPs.

1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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O A S & MR ERHTE] 12 Son ity et ¢ | I

No account? Create ane

2. TPI Partner will be greeted with a welcome message to MDOS.

3. Partner: Accept the Terms and Conditions (if you agree), to continue with MDOS
application.

N

& Micrasoft

MDOS TERMS & CONDITIONS

usER PRORILE
Microsoft MDOS Privacy Statement Urer &, Gk OALS

SIGHATURE
Lot upabe e 2006

A Mixosalt, we'a working

1§ Aceept The Microsoft MDXOS Terms. Of Use.

4. Once the Terms and Conditions are accepted, partner will see the message “Do you
want to add a DLP?”
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Contoso OEM3

Do you want to add DLP?

YES NO

v ’ O

5. Select ‘Yes’, refer to the Add another DLP section (below).
6. Select ‘No’, partner will be asked “Do you want to add authorized users?”

o :

CONFIRM ADD USER ADD USER
Do you want to add User ?
YES NO

O ) 0
o By default system will add current user as admin user.

7. Select ‘Yes’ and refer to the Add a new authorized user section.

8. Select ‘No’, MDOS will display a business set up in a tree format.
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[ P rr——————— BEIGIERHRERB] | wecomstoMcomen o2« || @

BUSINESS SETUP TREE

W Chart Start Point (== 1]
Contralize ) om

Decontralize @ o

9. MDOS will display the steps for the partners to migrate the keys.

10. MDOS will allow partners to upload the zip file for migration.

u Microsoft
MICROSOFT v Esmerim.
0 0 0

CONTOSO OEM1 32 Migration & ManageUser [ SubmitOA3DForm 4 Add New Partner

CHOOSE DIS IMPORT FILE

o BROWSE FILE

PASSWORD

Password m STATUS : FILE NOT UPLOADED

No data found

11. Partner will be redirected to dashboard screen to perform the key operations.
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8 Microsoft

MICROSOFT

0 You

Keys Overview

No Data Found

0 wevs

Contoso Meico

Keys Overview

Contoso OEM

UP LEVEL MICROSOFT

&

v
DOWN LEVEL 2

A Gekeys @ AssignKeys

Key History

[rem—

W Fullie I ReportedBound [ Retuned

0 xevs

contaso indiz

Notification

@ mecallkeys 2 6

& 0 0 0

Fulfled Ky Returned Keys

Production Total Keys

porteys | X mportseys X Onderkeys o Mae

LAST 6 MONTHS v

Step-by-step: (Add another DLP)
1. OEM/ULP partner will be presented with a message: “Do you want to add a DLP or

FFKI”.

2. |If partner selects DLP, partner will be asked to fill the DLP form.

MDOS

GEMM INFORMATICA 5.R.|

m Microsoft

o—© :

COMPANY INFO

LAST NAME

»
PARTNER TYPE

FIRST NAME

BUSNESS ADDRESS @)
PAATNER COMPANY NAME

PAATNER REPRESENTATIVE NAME €

PARTNER M5A EMAIL 6

amr e POSTAL CODE 6 PHONE

COUNTRY AND REGION @ STATE@

SELECT COUNTRY & REGION v

3. Once the DLP form is submitted successfully, partner will see a message that the DLP
has been added successfully.
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» Microsoft B Qo 5]
MICROSOFT v e it
0 0
Sid Ponig e
CONTOSO OEM1

t's Done! Thanks!!

4. An email will be sent to the DLP to set up a business with MDOS.

5. Partner will be asked if partner wants to add another DLP. If yes, continue with step 1
else partner must continue with step 6 in Add existing TPl as a new DLP section. (above)

10. ADD DLP OR FFKI

Instruction: Select your centralized DLP factory datacenter or DLP FFKI.

‘Lau{?; & Microsoft .
Contoso OEM1

) : .

PARTNER TYPE

What type of Down Level Partner (DLP) would you like 1o sdd?

Difference between centralized DLP factory datacenter & DLP FFKI
An FFKI partner differs from other factory datacenter partners because:
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e The FFKI can have a business that runs online or offline. The FFKI is not required to
onboard through MDOS web app for initial set up and they would not be required to
maintain an online connection with MDOS, while the DLP factory datacenter will always
be online.

e The FFKI will receive its credentials vis email.

e The FFKl is the only type of partner that can inject the keys into devices and collects CBR
information, where the factory datacenters do not inject keys.

e The FFKI can submit the reports to their uplevel TPI, who then reviews and submits the
final CBR to their uplevel OEM partner.

e The FFKl is not able to add any DLPs, where the factory datacenters may add DLPs.

e The FFKI would also receive additional email communications for their business that
would contain information based on how they communicate with MDOS.

Business setup specific for FFKI

FFKI Partner receives invitation from ULP via email.

FFKI Partner will receive an email with step-by-step guide.
FFKI Partner will receive an email with credentials.

FFKI Partner downloads software.

FFKI Partner will get set up.

FFKI Partner will test.

ounkwnNeE

Example: Contoso OEM owns its own factory, which is called Contoso FFKI. Contoso FFKI is the
main site Contoso OEM uses to manufacture their devices. Contoso OEM sets up Contoso FFKI
as downlevel partners for their business within MDOS. After that, Contoso FFKI receives the
credentials it will use to communicate with MDOS to authenticate. Contoso FFKI is run offline,
hence they need to initially onboard through MDOS and follow the initial online set up. Then
Contoso FFKI can follow the offline mode steps to receive keys and submit CBR’s back to OEM
Contoso. Once the CBR is submitted to Contoso OEM, they provide a final review and submit
the CBR to Microsoft.

11. FILL DLP FORM

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the DLP.
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oy
MDOS

GEMM INFORMATICA S.R.L.

m Microsoft . b

o—© :

oA
PARTNER TYPE COMPANY INFO

FIRST NAME

PARTNER COMPANY NAME

LAST NAME

EUSIHESS ADDRESS €@

< PARTER REPRESENTATIVE NAME €

PARTNER M5A EMAIL 6

COUNTRY AND REGION O

DLP Form Field Explanation

DLP Form

amre FosTAL CODE @ PHion &

DLP Form Fields

Explanation

DLP Company Name

Downlevel partner company name (i.e. Contoso TPI)

DLP Contact Name

Downlevel partner User first and last name

DLP Company Email

Downlevel partner’s corporate email address at authorized
site. (ContosoTPI@TPl.com)

DLP Login Email (MSA)

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign
in to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is
registered as an MSA (i.e. name@yahoo.com,
name@gmail.com, name@qg.com, name@163.com).
Additional information about MSA email accounts.

NOTE: IF the TPl is already onboarded to MDOS, please
verify that this is the MSA that they registered with.

DLP Address Street address where DLP company is based
DLP Country Country where DLP company is based

DLP State State where DLP company is based

DLP City City where DLP company is based

DLP Postal Code Postal code where DLP company is based
DLP Phone DLP company phone number
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12. SUCCESS MESSAGE FOR NEW DLP

Instruction: Your request was successfully received for submitting a new downlevel partner
(DLP). Please ensure the partner follows their next steps to complete the setup process.

TP1 Confirmation

Your request 1o add Newtpi 55 3 decentralized TPI has been submitted. You will
be notified once the TPl partner has been added successfully, The expected
approval time for adding a NEW decentralized TPl is 3 to 5 business days. For
EXISTING decentralized TPI's the approval time is Thr, or less. Once the
decentralized TP is approved they will receive an email natification, Please work
with your TPl to accept the invite to complete the onboarding process. For help
with MDOS issues please contact MDOS support at msoemops@microsaft.com.

Congratulations!
Your request was successfully received for submitting a new downlevel partner (DLP).

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps:

1. Have your partner look for the email from MDOS (sent to the partner’s MSA email).
Make sure the partner reads the Onboarding Training Guide for MDOS.
Partner should click on the registration link (within the email) to get registered.
Ensure your partner fills out the DOC registration form completely.
Ensure you partner completes the MDOS setup process.

WS

NOTE: This process may take up to ~5-10 min. for final approval and activation.
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13. FILL FFKI FORM

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the FFKI.

Contosa OEM1

PARTNER TYPE

What type of Down Level Partner (DLP) would you liks to add?

JMIDD, u Microsoft .

GEMM INFORMATICA S.R.L.

o—©o :

b
PARTNER TYPE  COMPANY INFO

)

FFINAME ADMIN EMAL &
< FIRST HAME PARTNER REPRESENTATIVE NAME

LAST HAME

Privacy Statement

FFKI Form Field Explanation
DLP FFKI Form:

96



Microsoft Digital Operations Services User Manual

FFKI (owns factory) Form
Fields

Explanation

FFKI Admin Name (first, last)

FFKI contact first and last name

FFKI Admin Email

FFKI contact email address. MDOS sends the connection
information to this address.

Login Email (MSA)

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email
account used to sign in to Microsoft services and is
required to sign in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@qq.com,
name@163.com). Additional information about MSA
email accounts.

14. SUCCESS MESSAGE FOR NEW FFKI

Instruction: Your request was successfully received for submitting a new Factory Floor Key
Inventory (FFKI). Please ensure the partner follows their next steps to complete the setup

process.
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DLP Confirmation

] Your request to add v-ranku_UAT3 as a new FFKI has been submitted. You will
be notified once the FFKI partner has been added successfully, your FFKI
partner will receive an email with the invite and steps required to complete.
For help with MDOS issues please contact MDOS support at
msoemops@microsoft.com.

Congratulations!
Your request was successfully received for submitting a new Factory Floor Key Inventory (FFKI).

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps for the FFKI:
1. Have your partner download the Step-by-step Guide on how to set up an FFKI.
Have your partner download the MDOS FFKI Client installation software.
Have your partner review all the documentation.
Ensure the FFKI has completed the pre-level steps.
Have your partner look for the email from MDOS (sent to the partner MSA email) that
contains the login credentials.

uhwN
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6. Make sure the partner reads the FFKI Onboarding Training Guide for MDOS.
7. Make sure the partner reads the User Manual for MDOS — FFKI Section.

NOTE: This process may take up to ~5-10 min. for final approval and activation.

15. ADD ANOTHER DLP

Instruction: Determine if you would like to add an additional downlevel partner (or partners) to
the account. New partner(s) will then be able to perform key operations.

me to Micrasalt D - a x
microsoft com) w|l =2 a -
Jﬁs B Microsoft 7 .
Do you want to add another DLP? i)

m e g & 4 e @ g & g @

DLP Definition:

Down Level Partner or Downlevel Partner (DLP):
A DLP is the entity that receives keys from the uplevel entity. Down level entities can deploy
keys to downstream partners, manufacture devices, and/or submit CBR/PHR reports. A Down
level partner can be:

e ODM/IDH or TPl in a centralized relationship

e ODM/IDH or TPl in a decentralized relationship

e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they

work with. In this supply chain model Contoso OEM has three downlevel partners; Contoso TPI
Mexico, ABC TPI, and Contoso TPI China. Contoso OEM is the uplevel partner for all three TPIs
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and Contoso OEM’s uplevel partner is Microsoft since they have a direct agreement with
Microsoft.

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added
to the account. New partner(s) will then be able to perform key operations.
16. ADD AN AUTHORIZED USER

Instruction: Add an authorized user connected to your MDOS account. An authorized user will
have permissions to access MDOS and perform key actions.

£ & Microsoft [ ]

Contoso OEM1

Do you want to add an authorized user?

What is an Authorized User?
An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).

The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Example: Contoso IDH hired a new purchasing manager, and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.
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Step-by-step: (Add an authorized user)
1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

B3 Microsoft

Sign in to MDOS

NOTE: Partner (OEM/DLP) needs to add the authorized user in MDOS on their behalf.

2. Partner: Click on Admin icon in dashboard header

& Microsoft
wcRosoT ~ v eviL MICROSOFT (8] 25 10 0
oWl 2 — pess s

‘Contoso O & import

O Your d

Keys Overview Key History
1 LisTeMONTHS v
FuLALED

2
ACTIVATION ENABLED

25

TRANSFERRED

Keys Overview Notification

PRI FULPILLED

1

3. Partner: Click ‘+’ icon to add authorized user.
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4. Partner: Enter first name, last name, login email, state, and city.

CREATE NEW USER

FIRST NAME

LAST NAME

LOCATION STATE/PROVINGE LOCATION CITY

ACTIVE USER

5. Partner: Select the roles and permissions to be provided for the authorized user and
click on Save Changes button
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EMAIL FIRST MAME
tet@®rer.com Fsad
ROLE LAST NAME

1DH INVENTORY MAMAGER b Asd

ACTIVE USER vES (8 poy

DPK Permissions User Permissions Site Permissions A

OPE View SHTE Gat

CPE Return

DPE Assign

DPK Recall

DPK Export

OPK tmpaort

DPE Editinfa

DPK Report o

U Pyt o
>

[= ]

6. Once the changes are saved successfully, an email will be sent to the authorized user
(MSA email account) with a hyperlink to log in to MDOS.

17. USER INTAKE FORM

Instruction: Fill out the OA enrollment form to add an authorized user.

[

p—
i [

VIEW ADMIN Al

FIRST NAME 0 FHONE STATE STATUS  ACTION

User Intake Form Field Explanation
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User Intake Form:

User Intake Form Fields Explanation
First Name User first name
Last Name User last name

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign in
to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is registered
as an MSA (i.e. name@yahoo.com, name@gmail.com,
name@qg.com, name@163.com). Additional information

Login Email (MSA) about MSA email accounts.

State State where company is based

City City where company is based

Permissions MDOS permissions that were set by company admin.

18. SUCCESS MESSAGE FOR NEW USER

Instruction: Your request was successfully received for submitting a new user. Please ensure
the user follows their next steps to complete the setup process.

Authorized User Confirmation

We have successfully received your request to add an authorized user. We will
verify your request and provide you confirmation once you complete the
onboarding process.
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Congratulations!
Your request was successfully received for submitting a new user.

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps:
1. Have your authorized user look for the email from MDOS. (Sent to the user’s MSA
email).

2. Make sure the use reads the User Manual for MDOS.
User should click on the registration link (within the email) to get registered.
4. Ensure your user fills out the New User registration form completely.

w

NOTE: This process may take up to ~5-10 min. for final approval and activation for this user.

19. ADD ANOTHER AUTHORIZED USER

Instruction: Add an authorized user connected to your MDOS account. An authorized user will
have permissions to access MDOS and perform key actions.

o

SR LG Bua O 57 NavE

VIEW ADMIN N

FHONE STATE any STATUS  ACTION

T BT

What is an Authorized User?
An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).
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The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Example: Contoso IDH hired a new purchasing manager, and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.

20. DISPLAY BUSINESS SETUP TREES

Instruction: Review your current business setup for accuracy and provide edits if necessary.

BUSINESS TREE | (i ]

% Microsoft

oP mdoscates...

[ Centrdzed ][ MO8 De.Cenralzed soeifiry |

[ —— Centalied Lie] [ # » De-CenrlzedLn s nSubsidary Lie |

CONTINUE +

Business definition:

A business in MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. You must select the business/partner you wish to work with
from the dropdown menu when you sign into the MDOS dashboard.

Example: Contoso IDH/ODM has a business where they work with different OEMs; Contoso
OEM and ABC OEM had both reached out to Contoso IDH/ODM through an MDOS invitation to
invite Contoso IDH/ODM to work with them. Contoso IDH/ODM will setup a centralized
business model with Contoso OEM and a decentralized model with ABC OEM. They also have an
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additional business because they signed an IDH/ODM agreement with Microsoft. So, they now
have three businesses. They are looking to utilize MDOS to help manage all their businesses.
MDOS allows Contoso IDH/ODM to easily identify the DPK owners, and better manage multiple
businesses.

Tip Tool: A business in MDOS is a secure hierarchical grouping of registered entities that allows
those entities to interact and transact to complete the OEM Activation 3.0 features and
functions within the MDOS Service offering. You must select the business/partner you wish to
work with from the dropdown menu when you sign into the MDOS dashboard.

21.DISABLE/ DELETE DLP

Instruction: This functionality will help to delete or disable the DLP from the list of added
IDH/TPI/FFKI/FKI. Up level partner can disable/delete the DLP only when there is no DLP under
them and they don’t have any keys assigned to them.

Example: Contoso OEM is no longer doing business with ABC Design House and wants to
remove it as a down level partner. From the Partner Information page, they select "Disable" for
ABC Design House. After successfully disabling the partner permissions, the status next to the
partner name changes to “Disabled”. Contoso sees the action button for ABC Design House
change to ENABLE, so they may easily re-enable the partner at any time if desired.

In case partner do not need that DLP in future, they can remove it from list of added DLPs.

To Delete DLP, you need to select partner by clicking on radio button and then click on delete
option. A confirmation message box will pop out. After clicking confirm button, selected DLP
will be removed from the list.

From manage business dashboard, up level partner can delete or disable their down level
partner.

DISABLE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.

107



Microsoft Digital Operations Services User Manual

MDOS

Cloud OA OEM 2 & Org Chant MonageUser  + Add 0L
BT

Completed Forms

PARTNLR NAME LOCATION BUSINESS TYPE UCENSE AGREEMENT NUMBER e

STATUS
TEST OOM! Angote Contrakaes 000043684 Coatostsdd) geutook com Pending Acceptance
— — — —_— —_—
| R DAIES S Cennanres SOOI T ASnSRY G AR Com. [ m‘_l».ua
TESTFFKI2 Unites States Contrakins 000043084 o mdngmIcroNa com Ontoard Compieted

SHOW DSASLED DLP

2. Click on disable button.
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3. A confirmation window will open to confirm your selection. Click CONFIRM, the request will
be processed and the partner will be notified through alert.

Disable Partner Cloud OA IDH 1

All the down levels for selected partner will be disabled. Please make sure all the DPKs
assigned to this pariner are recalled before disabling partner.

Would you like to disable partner?

CONFIRM

4. Once the partner has been disabled successfully, the disabled partner will be moved to
‘Disabled DLP’ section, the status of the partner will change to “Disabled”.
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5. To re enable the partner, you need to select the disabled partner from the Disabled DLP list
and then click on enable button.

DELETE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.
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3. A confirmation window will open to confirm your selection. Click CONFIRM, the request to

delete the DLP will be processed.
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Delete Partner TEST FFKI 2

Please make sure al the DPKs assigned 10 this partner are
recabied tefore proceedng

Are You 3Ure You want 10 delete the partner?

=

4. Once the request is processed successfully, the partner will be notified with an alert message
and the DLP partner will not be visible.

22. MDOS DASHBOARD

Instruction: Please review the readiness materials for MDOS.
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Please review the User Manual before beginning to use MDOS.
Refer to the FAQ section for quick answers to common questions.
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23. MDOS SUPPORT (MSOEMOPS@MICROSOFT.COM)

For support, please contact: msoemops@microsoft.com

STEPS FOR ONBOARDING - NEW SUBSIDIARY

These steps apply to the following persona: New Subsidiary
1. RECEIVE EMAIL INVITATION TO JOIN MDOS

You will receive an email invitation to join MDOS via the MSA email account provided to OEM.

M

pwiner Kevrakand f Decenraoed ) Subicharsh ple e bolow he bekom merionsd i

. TECHMICAL SUPPORT
I e eusara/ares e = o s i st amevarad iy oo i th el e v lane s 1 mad 2 MEQEMCPS Qicrmchicar

2. ACTIVATING DOC ACCOUNT
You will receive an email to join MDOS via the MSA email account provided to the GPO.
STEP 1: Find your sign-in PIN (Personal Identification Number). After this welcome email, you

will receive an additional email containing a first-time sign-in PIN .Please make note of the PIN;
it is a six-digit number.
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STEP 2: Select your preferred sign-m method. The Digital Operations Center supports several
types of sign-in methods: depending on your user account type. You may select any qualifying
account of your choice or create a new one.

STEP 3: Sign in for the first time. Supported sign-in credentials Windows Live ID Microsoft Corp
Net with the information from Steps 2 and |, You are ready to sign in to DOC by clicking
www.microsoftoem.com where you will be asked to select a preferred sign-in method. After
making your selection, you will be directed to the sign-in page.

STEP 4: Enter your PIN. Once you have successfully signed in, you will be asked to provide the
PIN number obtained in Step 1. After entering PIN, you will be taken to the Home Page.
The invitation mail will provide you the detailed step (as per below screen).
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Subject: Welcome to the Microsoft Digital Operations Center

Welcome to the Microsoft Digital Operations Center (DOC)!
Your new DOC account has been created. To begin using DOC applications, you will need to complete the following five steps the first time you sign in.

STEP 1 — Find your sign-in PIN (Personal Identification Number).
After this welcome email, you will receive an additional email containing a first time sign-in PIN. Please make note of the PIN; it is a six-digit number.

STEP 2 — Select your preferred sign-in method.
The Digital Operations Center supports several types of sign-in methods, depending on your user account type. You may select any qualifying account of your
choice or create a new one. Please note that your company may have policy guidelines regarding this account selection.

User Account Type Supported sign-in credentials

Microsoft Partner Extranet Windows Live ID Microsoft CorpNet

yourdomain\userid

External customer (OEM, Distributor, etc.) v v

External partner (AR, SPV, etc.) v v

Internal Microsoft employee or vendor v

STEP 3 —Sign in for the first time.
With the information from Steps 1 and 2, you are ready to sign in to DOC by clicking the
preferred sign-in method. After making your selection, you will be directed to the sign-in page.

link: <first time sign-in link>. You will be asked to select a

STEP 4 — Enter your PIN.

Once you have successfully signed in, you will be asked to provide the PIN number obtained in Step 1. After entering your PIN, you will be taken to the Home
Page.

STEP 5 — Browser Configuration.

After you have successfully completed your first-time login, please follow the steps outlined in Section 1 of our “About DOC” guide to ensure DOC runs smoothly
within Internet Explorer: About DOC. You are now ready to start using the Microsoft Digital Operations Center!

Note: Your account must be activated within 30 days of receipt of this email, otherwise your account will be suspended.

Note: If your account is suspended or if your account becomes locked after three unsuccessful sign-in attempts, please contact your Company Administrator. The
Company Administrator is a designated person within your organization defined in your Microsoft agreement.

To learn more about the functionality of varicus applications within DOC, click here: About DOC

Thank you,
Microsoft DOC Support Team

If you have received this email in error, please notify us using the following link: <Digital Operations Center Portal Helpdesk link>

If you have any difficulties with the first time sign-in or using DOC, please contact your Company Administrator or click here: <Digital Operations Ceater Portal
Helpdesk link>

Privacy Statement

Mi ft C. ion, One Mi ft Way, Red d, WA 98052

PLEASE DO NOT REPLY TO THIS E-MAIL, AS IT IS AN UNMONITORED ALIAS.

3. GO TO MDOS

Go to MDOS by typing www.digitaloperations.oa.microsoft.com in your browser.
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B3 Microsoft

Sign in to MDOS

4. LOGIN TO ACCOUNT

Log in using the MSA email account credentials you provided to your COM.

B3 Microsoft

Sign in to MDOS
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5. FOLLOW ONOBAORDING STEPS

Follow the MDOS onboarding process steps.

6. WELCOME TO MDOS

Instruction: Welcome to MDOS - a cloud-based digital key distribution and entitlement service
for Microsoft OEM partners. Please read the overview and capabilities to learn more about this
service.
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MDOS Overview

Welcome to Microsoft Digital Operations Services (MDOS)

MDOS is a web based service that provides Microsoft partners (OEM, ODM/IDH and Third-Party
Installers) the ability to complete the OEM Activation Services 3.0 (OA 3.0) end-to-end process
that is required to order and ship devices installed with Microsoft Windows. The MDOS service
provides partners the ability to digitally order, fulfill, transfer and return digital product keys
(DPKs) as part of doing business with Microsoft. Microsoft is discontinuing physical Certificate
of Authority (COAs) licensing stickers as a way of licensing products. Beginning with Microsoft
Windows 8, partners are now required to use DPKs to manufacture and pre-license the device
at manufacturing time. The MDOS system is a cloud service that can be used by partners to
complete these transactions with Microsoft.

In order to transact with Microsoft, new and existing partners will need to onboard onto the
MDOS system and begin transacting in a digital way. The OA 3.0 activation process is a new way
to license and activate Windows. Before beginning to use this new model, it is important to
understand some key concepts and requirements. Below, is a high-level overview of both the
new OA 3.0 end-to-end process requirements, as well a high-level overview of the capabilities
of the MDOS service.

OEM Activation 3.0 End-to-End

OA 3.0 as noted is a new digital way of manufacturing, pre-licensing, and shipping windows-
based systems. OA 3.0 provides an entire framework for how OEM/ODM partners transact with
Microsoft, as well their downstream manufacturing partners and entities. In OA 3.0, the process
starts by an OEM/ODM, who has already completed a GPA agreement with Microsoft. If you do
not have GPA or Licensing agreement with Microsoft, please contact your Customer Operations
Manager (COM) or your Microsoft Sales Manager to understand what is required to complete a
direct licensing agreement with Microsoft.
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Once a partner has an agreement signed with Microsoft to sell Microsoft Windows and/or
additional products, the next step is understanding the end-to-end process that is required to
complete the OA 3.0 process for Windows shipments. The process starts with a toolset required
to digitally connect to Microsoft. Today, the partner has a choice of whether to build an OA 3.0
client or leverage the existing solution offered by Microsoft, called MDOS. The MDOS solution is
provided for partners that complete under one million transactions a year. For all other
partners, building an OA 3.0 client is required. The remainder of this manual will detail aspects
of the MDOS system, as well provide overview, step-by-step examples, tips, and details about
the specific functionality available in the MDOS service. Below, we discuss the OA 3.0 end-to-
end process for understanding. We will then discuss at a high level how to use MDOS to ensure
your continued success purchasing, manufacturing, and shipping Microsoft Windows to your
end users.

lculate HW Hash for Each
Computer Manufactured
= Adhere Microsoft Genuine

Label .
Ship
Computers

AN O]

Microsot :

Windows
Microsoft Operations Data Repository Activation Services

The Digital licensing and entitlement process starts with the OEM/ODM placing an order to
Microsoft for Microsoft Windows digital product keys (DPKs). This order can either be a form of
credit card at Microsoft, which allows the OEM’s designated partners to order against (Call Off
Order), or it is a direct order from the OEM to Microsoft (Standard Order), either type is
supported. The order process can be completed within the MDOS service, or direct to Microsoft
DOC Portal site. Once the digital order is placed to the Microsoft services, the OA 3.0 DPKs for
Windows will be fulfilled into the MDOS system. The OEM then chooses a partner to complete
the manufacturing portion of the project and will deploy (transfer) the digital product keys from
their system to the factory, where the factory may be owned by the OEM or is a third-party
Installer (TPI). Once the keys have been deployed to the factory, the factory will manufacture
the Windows device and will be required to inject the DPK into the firmware (BIOS/UEFI) of the
device. Once the DPK is injected, the factory will capture a Computer Build Report (CBR), which
contains complete hardware information shipping with the device, as well information about
the now injected DPK. This CBR is sent to Microsoft and is recorded prior to the device reaching
the end user. Once the end user purchases that device and powers on, Windows will request a
machine activation, which ensures the device is a Genuine Microsoft Windows device. The
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activation event occurs and completes and the OA 3.0 process completes. If the machine is
returned for any reason within 365 days, the OEM can request a refund and must send
Microsoft information about the specific DPK being returned and the reason for the return.

There are a variety of use cases and scenarios that are supported by the OA 3.0 end-to-end
process and requires some general understanding before beginning to complete the process
with Microsoft. The OEM/ODM, the entity with a direct relationship and contract with
Microsoft is in control of deciding how much involvement they will have in the end-to-end
process. There are three ways to setup your relationship with your downstream partners
(subsidiaries, servicing centers and/or factories for manufacturing). In MDOS, we define the
relationship of the OEM/ODM and its partners as a Business relationships as a Business. A
business within MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. The OEM/ODM, those that have a direct contract with
Microsoft, choose the type of control and involvement they will have in the OA 3.0 end-to-end
process. The OEM/ODM can choose to have a centralized or decentralized relationship with its
business entities. In a centralized business setup, the OEM chooses to have total control of the
process from Order to Return and all functions in between. The OEM will order, fulfill and
transfer the DPKs to their downstream partners called DLP (Downlevel Partners), as well will
handle all returns on their own behalf. The centralized model allows the parent entity
(OEM/ODM) full control throughout the MDOS system and the end-to-end process. The other
type of business setup is a Decentralized model. The decentralized model requires the OEM to
place the Call Off order with Microsoft. The OEM does not need to manage the order or the
digital product keys at all, instead this model relies on the DLP to manage all DPK orders,
fulfillments, transfers and returns on behalf of their OEM partner. The OEM does not need to
“manage” anything except the call off order with Microsoft, but is responsible for any audits
required by Microsoft and as such the OEM should check in with their DLP’s on a regular basis
to understand what is happening within their business.

In summary, the OA 3.0 end-to-end process is setup by the OEM/ODM, the entity with the
direct contract with Microsoft. The OEM/ODM is required to define the business and yet can
choose to manage the entire end-to-end process directly (centralized) or choose to outsource
the process to their DLP (decentralized).

MDOS Service Overview

Now that you have familiarity with the OA 3.0 end-to-end process requirements and available
business related options, we will explore the high level MDOS capabilities as a tool to complete
your digital business transactions with Microsoft. The MDOS service offering is available to our
smaller OEM/ODM partners, those that complete less than one million shipments of Windows.
The MDOS service is currently free to use for these partners including support of the service
and its feature offerings. MDOS provides electronic email based support from the vendor hired
by Microsoft to complete the service offering, please see support section within the MDOS
manual for additional details and the specific contact information.
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As noted above, partners can choose to onboard to the MDOS service or complete a build of
their own OA 3.0 client, connecting to Microsoft backend web service directly. The MDOS
service is an Azure Cloud based solution that also requires a physical client for the factory floor
manufacturing requirements. MDOS provides the end-to-end solution required to order, fulfill,
deploy, report and return Digital Product Keys required to manufacture Windows devices.
Below we will explore some of the high-level features of the MDOS service offering, and walk
through the onboarding requirements.

Onboarding to MDOS

MDOS provides everything required to complete the digital pre-licensing requirements set by
Windows since Windows 8. To onboard to the MDOS service, you will need to complete your
GPA contract with Microsoft. Once the contract has been signed, Microsoft will send you an
email with your MDOS Registration information, including a link to the DOC site. The DOC is
used to “register” your MSA email account and corporate email account with the system.
Because MDOS is a cloud service, you do not need to “install” any software for the OEM/ODM
entity, rather you access the MDOS service via a browser URL address that will be sent to you
once you have completed your contract with Microsoft. The link you will receive will direct you
to register with DOC and choose which type of partner you identify as. Once the DOC
registration is complete, you will be sent the MDOS direct link URL in order to login for the first
time.

Defining an MDOS Business

Once the OEM/ODM have registered and successfully logged into the MDOS system, the next
step is to define the type of Business that will be used (centralized or decentralized), and which
entities (DLP’s) you will work with to complete your Windows device end-to-end process for
manufacturing and device shipment. Setting up the business is a critical step and one that
should be thought through prior to attempting to setup your Business within MDOS. MDOS
supports multiple businesses; which means that for one business the OEM may choose to work
with Manufacturing Partner A and for another business the OEM may choose Manufacturing
Partner B. The OEM may choose to setup one business as centralized and the other as
decentralized. Each business is secured and keeps all details regarding that business separate,
whether it be DPKs, Log files, and/or Alerts. An OEM can also define how the business behaves
with regard to DPK fulfillment and/or CBR submissions to Microsoft. In other words, the OEM
may choose to order and then manually download DPKs for one business, while setting up
automatic DPK fulfillment for their other business. There are a variety of settings and options
defined within this manual and we encourage you to explore the details of each for a thorough
understanding.

Manufacturing with MDOS

As part of setting up the MDOS Businesses, the OEM/ODM can choose the manufacturing
partner(s) they will work with. Adding the manufacturing partners into the MDOS Business
requires the OEM/ODM to invite the manufacturing entity as a business entity within your
defined business. The OEM/ODM will “invite” the manufacturing partner (TPI) into the business
via the DLP setup within the MDOS service. Once the manufacturing partner accepts the invite,
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they are ready to transact on behalf of the OEM/ODM partner. The MDOS service requires the
manufacturing partner to “configure” themselves within the MDOS cloud service (as a TPI) and
then requires the manufacturing partner to install the physical MDOS Factory Floor Key
Inventory (FFKI) client on the manufacturing floor. The MDOS FFKI client is a software install
that will connect to the MDOS cloud via a secure connection through either a VPN or via the
Internet. The MDOS FFKI client manages the DPKs between the MDOS cloud and the physical
manufacturing floor. The MDOS FFKI Client will request DPKs from the service and will make
those DPKs available for injection into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report (CBR) required and send that CBR
upstream to the Uplevel Partner (ULP), who will relay that to Microsoft directly depending on
Centralized or Decentralized business setup.

Conclusion

In order to manufacture and ship Windows devices, our OEM and ODM partners are now
required to complete these transactions in a digital way, no longer using the COA’s of the past.
The OEM Activation 3.0 end-to-end process is a defined set of steps that are required to
purchase, fulfill, deploy and/or return digital product from Microsoft. The OA 3.0 process
requires the parent entity, that is the entity that has a direct licensing agreement with
Microsoft to connect, order and fulfill digital product keys. The OEM/ODM has a choice of
whether to build their own OA 3.0 client software, or leverage the MDOS service for completing
transactions. The MDOS service is for use by OEM/ODM partners who complete one million or
more Microsoft Windows device shipments per year. Onboarding to MDOS occurs once the
OEM or ODM have successfully completed a licensing agreement with Microsoft. The MDOS
service provides these entities and partners with a system to use to complete end-to-end digital
orders, fulfillments, deployments and returns electronically with Microsoft. The MDOS service
supports setting up Businesses that allow the OEM/ODM the ability to manage their business in
a way that meets their business needs—either centralized, decentralized or a combination of
both—as a subsidiary in a secure way. The OEM/ODM can invite downlevel partner (DLP’s) into
their business to complete functions such as servicing and manufacturing. The reminder of this
manual will provide overviews, examples, step by step instructions and tips for completing your
MDOS features and functions.

MDOS Capabilities and Benefits

Microsoft Digital Operations Service (MDOS) is a cloud-based digital key distribution and
entitlement service for Microsoft partners. It gives partners the ability to order, deploy,
manage, bind, return, and recall Digital Product Keys (DPKs) as needed. MDOS is a self-service
tool that provides easy access to new capabilities and allows partners to scale.

The key benefits of moving to MDOS include:
e Flexible platform: Easy to add new partners and scale your business
o Self-service capabilities
e Efficient inventory management
e User-friendly interface
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e Software as a service — no need to upgrade software, always up to date
e Integrated with other Microsoft platforms

MDOS provides the following capabilities:
e Basic OA 3.0 infrastructure (order, fulfill, transfer, return, report, etc.)
Automated setup/onboarding
ERP system integration*
Integration with other Microsoft platforms (DOC and Connector)*
Low cost scalability to support new Microsoft programs (pricing configurator, DA, cloud
attachments, etc.)
Business Intelligence reporting*
e Self-serve capabilities (Pop-up support, tip tool, chat support, form integration, support
forums, link to documentation, etc.)
e Offline run mode (File-based DPKs)
e MES system integration* (API for FF EMS/MES)
*Some features may not be available today but will be available at a future date.

Example: Contoso OEM has a growing business where they work with multiple downlevel
partners (DLPs) including TPI, IDH/ODM, and FFKIs. The businesses run in different business
models where some are centralized and some are decentralized. Contoso OEM was using the
DIS Chinasoft legacy system, but they are now migrating over to MDOS for its many benefits.

Contoso OEM will now be able to:

e take advantage of the flexible platform that allows them to easily add new partners as
their business grows.

e navigate across different views depending on each business’ structure with a user-
friendly interface.

e use the self-service tool to easily perform key functions (order, fulfill, transfer, return,
report, etc.).

e manage inventory for each business and see a real-time view of inventory levels, key
status details, as well as access business intelligence data—all in one place.

Additionally, Contoso OEM knows that MDOS is also an online service, so updates are made
automatically and they will never have to manually update their software to have the latest
version.

Tip Tool: MDOS is a cloud-based digital key distribution and entitlement service for Microsoft
OEM partners. It gives partners the ability to order, deploy, manage, bind, return, and recall
Digital Product Keys (DPKs) as needed. MDOS is a self-service tool that provides easy access to
new capabilities and allows partners to scale.
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7. MDOS TERMS OF USE

Instruction: Review the MDOS terms of use and sign the acknowledgement to continue this set
up process. Terms must be agreed upon to continue the set up and begin working with MDOS.

MDOS TERMS & CONDITIONS

A usenpROFLE

Microsoft MDOS Privacy Statement

5 Terms Of Use

Collection and Use of Personal Data

MDOS terms of use
Please review the MDOS terms of use and sign the acknowledgement to continue this set up
process. Terms must be agreed upon to continue the set up and begin working with MDOS.

NOTE: To sign the agreement, please be sure to enter your name in the signature field as it is
displayed above. The signature field is case sensitive. An inactive button is greyed out until this
field matches.

For more information:
Read the full MDOS Terms of Use on a separate page.

8. ADD NEW DLP

Instruction: Determine if you would like to add a new downlevel partner (or partners) to the
business. New partner(s) will then be able to perform key operations.
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=

Contose OEM1

Do you want to add a DLP? (i ]

MDOS definition of partner types

Acronym

Term

Description

FFKI

Factory Floor Key Inventory

Inventory (FFKI) client on the manufacturing floor. The
MDOS FFKI client is a software install that will connect to
the MDOS cloud via a secure connection through either a
VPN or via the Internet or may be manually transferred
(e.g. via USB). The MDOS FFKI client manages the DPKs
between the MDOS cloud and the physical manufacturing
floor. The MDOS FFKI Client will request DPKs from the
service and will make those DPKs available for injection
into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report
(CBR) required and send that CBR upstream to the Uplevel
Partner (ULP), who will relay that to Microsoft directly
depending on Centralized or Decentralized business setup.

obM/
IDH

Original Design
Manufacturer/
Independent Design House

An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a
company that designs and manufactures devices (tablet,
PC, etc.) based on requirements specified by the OEM,
(such as screen size, processor, memory, performance,
etc.). The devices manufactured by the ODM/IDH are
rebranded by the OEM. ODM/IDH companies allow the
firm that owns or licenses the brand to produce products
without having to engage in the design or running of a
factory.
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Original equipment manufacturer (OEM) is a term used
when one company makes a part or subsystem that is
used in another company's product.

Original Equipment

OEM
Manufacturer

A manufacturer that is licensed through a TPl agreement
to preinstall the Windows operating system onto a

TPI Third-Party Installer computer on behalf of an OEM. TPIs are authorized to use
the OA 3.0 Tool. The OEM sends the DPKs to the Factories
(usually a Third-Party Installer (TPI) factory).

DLP Definition:
Down Level Partner or Downlevel Partner (DLP):
Is the entity that receives keys from the uplevel entity. Down level entities can deploy keys to
downstream partners, manufacture devices, and/or submit CBR/PHR reports. A Down level
partner can be:

e ODM/IDH or TPl in a centralized relationship

e ODM/IDH or TPl in a decentralized relationship

e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model (business model), Contoso OEM has three downlevel
partners; Contoso TPl Mexico, ABC TPI, and Contoso TPI China. Contoso OEM is the uplevel
partner for all three TPIs and Contoso OEM’s uplevel partner is Microsoft since they have a
direct OEM GPA agreement with Microsoft.

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added
to the business. New partner(s) will then be able to perform key operations.

Step-by-step: (Add a new DLP)

Pre-Requisite: TPI/DLP partner should receive an invitation email from ULP. From there, they
can add their DLPs.

1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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B3 Microsoft

Sign in to MDOS

2. TPl Partner will be greeted with a welcome message to MDOS.

‘.?"3? 8 Microsoft
£
Welcome to Microsoft Digital Operations Services ©

3. Partner: Accept the Terms and Conditions (if you agree), to continue with MDOS
application.
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& Microsoft

MDOS TERMS & CONDITIONS

usen profiLE
Microsoft MDOS Privacy Statement en
SiGHATURE

[ —

1 Acsept The Microssdt MDOS Tesms Of Use.

4. Once the Terms and Conditions are accepted, partner will see the message “Do you
want to add a DLP?”

Contoso OEM1

Do you want to add a DLP? ) ‘

YES NO

5. Select ‘Yes’, refer to the Add another DLP section (below).

6. Select ‘No’, partner will be asked “Do you want to add authorized users?”
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oy 3 Microsoft .
Moos

Contoso OEM1

Do you want to add an authorized user?

YES NO

7. Select ‘Yes’ and refer to the Add a new authorized user section.

8. Select ‘No’, MDOS will display a business set up in a tree format.

= Y |

9. MDOS will display the steps for the partners to migrate the keys.

10. MDOS will allow partners to upload the zip file for migration.
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a2 8 Microsoft .
Hoos

Contoso MDOS OEM3

BROWSE FILE

11. Partner will be redirected to dashboard screen to perform the key operations.
- Q iy o &

& Microsoft
MICROSOFT v UP LEVEL MICROSOFT (D 0 0 0
DowN LEvEL 2 Cereroiond
Contoso OEM & ek @ Amonkes  © Realkes | R Egonkan | R mponkes | X Owerkey | e Mew
0 Your dashboard dato was lost updated: 2017-03- 17 203959
Keys Overview Key History
LAST 6 MONTHS ~
No Data Found
" :
- C
0 kevs 0 kers
Cantoso Mesi Contoso
Keys Overview Notification

Lsgal  Servies & Support

Step-by-step: (Add another DLP)
1. OEM/ULP partner will be presented with a message: “Do you want to add a DLP or

FFKI”.

If partner selects DLP, partner will be asked to fill the DLP form.

g



Microsoft Digital Operations Services User Manual

MBS

Contoso OEM1

PARTNER TYPE

What type of Down Level Partner (DLP) would you like 1o sdd?

JMIDD, m Microsoft .

GEMM INFORMATICA

o—© :

o —
PARTMER TYPE COMPANY INFO
Company Info Li]
FIRST HaNE ST A

EUSIHESS ADDRESS €@
PARTNER COMPANY NAME

< PARTHER REPRESENTATIVE MAME €

PARTNER MSA EMAIL @

amre FosTAL CODE @ PHion &
COUNTRY AMD REGION B SR D

SELECT COUNTRY & REGION v

3. Once the DLP form is submitted successfully, partner will see a message that the DLP
has been added successfully.
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Your request to add Newlpi as a decentralized TPI has been submitted. You will
be notified once the TPI partner has been added successfully. The expected
approval time for adding a NEW decentralized TPl is 3 to 5 business days. For
EXISTING decentralized TPIs the approval time is 1hr. or less. Once the
aecentralized TP is approved they wil receive an email natfication, Please work
with your TPI 1 accept the invite 1o complete the anboarding process. For help
with MDOS issues please contact MDOS support at msoemops@microsoft.com.

4. An email will be sent to the DLP to set up a business with MDOS.

5. Partner will be asked if partner wants to add another DLP. If yes, continue with step 1
else partner must continue with step 6 in Add existing TPl as a new DLP section. (above)

9. ADD DLP OR FFKI

Instruction: Select your centralized DLP factory datacenter or DLP FFKI.

Contoso OEM1

PARTNER TYPE

What type of Down Level Partner (DLP) would you fike to add?

X DATA GENTRE X FACTORY UNEFS)
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Difference between centralized DLP factory datacenter & DLP FFKI
An FFKI partner differs from other factory datacenter partners because:

e The FFKI can have a business that runs online or offline. The FFKI is not required to
onboard through MDOS web app for initial set up and they would not be required to
maintain an online connection with MDOS, while the DLP factory datacenter will always
be online.

o The FFKI will receive its credentials vis email.

e The FFKl is the only type of partner that can inject the keys into devices and collects CBR
information, where the factory datacenters do not inject keys.

e The FFKI can submit the reports to their uplevel TPI, who then reviews and submits the
final CBR to their uplevel OEM partner.

e The FFKl is not able to add any DLPs, where the factory datacenters may add DLPs.

e The FFKI would also receive additional email communications for their business that
would contain information based on how they communicate with MDOS.

Business setup specific for FFKI

FFKI Partner receives invitation from ULP via email.

FFKI Partner will receive an email with step-by-step guide.
FFKI Partner will receive an email with credentials.

FFKI Partner downloads software.

FFKI Partner will get set up.

FFKI Partner will test.

Ok WNE

Example: Contoso OEM owns its own factory, which is called Contoso FFKI. Contoso FFKI is the
main site Contoso OEM uses to manufacture their devices. Contoso OEM sets up Contoso FFKI
as downlevel partners for their business within MDOS. After that, Contoso FFKI receives the
credentials it will use to communicate with MDOS to authenticate. Contoso FFKI is run offline,
hence they need to initially onboard through MDOS and follow the initial online set up. Then
Contoso FFKI can follow the offline mode steps to receive keys and submit CBR’s back to OEM
Contoso. Once the CBR is submitted to Contoso OEM, they provide a final review and submit
the CBR to Microsoft.

10. FILL DLP FORM

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the DLP.
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oy
MDOS

GEMM INFORMATICA S.R.L.

m Microsoft

o—© :

oA
PARTNER TYPE COMPANY INFO

FIRST NAME

PARTNER COMPANY NAME

LAST NAME

EUSIHESS ADDRESS €@

< PARTER REPRESENTATIVE NAME €

PARTNER M5A EMAIL 6

COUNTRY AND REGION O

DLP Form Field Explanation

DLP Form

amre FosTAL CODE @ PHion &

DLP Form Fields

Explanation

DLP Company Name

Downlevel partner company name (i.e. Contoso TPI)

DLP Contact Name

Downlevel partner User first and last name

DLP Company Email

Downlevel partner’s corporate email address at authorized
site. (ContosoTPI@TPl.com)

DLP Login Email (MSA)

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign
in to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is
registered as an MSA (i.e. name@yahoo.com,
name@gmail.com, name@qg.com, name@163.com).
Additional information about MSA email accounts.

NOTE: IF the TPl is already onboarded to MDOS, please
verify that this is the MSA that they registered with.

DLP Address Street address where DLP company is based
DLP Country Country where DLP company is based

DLP State State where DLP company is based

DLP City City where DLP company is based

DLP Postal Code Postal code where DLP company is based
DLP Phone DLP company phone number
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11. SUCCESS MESSAGE FOR NEW DLP

Instruction: Your request was successfully received for submitting a new downlevel partner
(DLP). Please ensure the partner follows their next steps to complete the setup process.

TP1 Confirmation

Your request 1o add Newtpi 55 3 decentralized TPI has been submitted. You will
be notified once the TPl partner has been added successfully, The expected
approval time for adding a NEW decentralized TPl is 3 to 5 business days. For
EXISTING decentralized TPI's the approval time is Thr, or less. Once the
decentralized TP is approved they will receive an email natification, Please work
with your TPl to accept the invite to complete the onboarding process. For help
with MDOS issues please contact MDOS support at msoemops@microsaft.com.

Congratulations!
Your request was successfully received for submitting a new downlevel partner (DLP).

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps:

1. Have your partner look for the email from MDOS (sent to the partner’s MSA email).
Make sure the partner reads the Onboarding Training Guide for MDOS.
Partner should click on the registration link (within the email) to get registered.
Ensure your partner fills out the DOC registration form completely.
Ensure you partner completes the MDOS setup process.

ukrwn

NOTE: This process may take up to ~5-10 min. for final approval and activation.
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12. FILL FFKI FORM

Instruction: Complete all the required fields for your partner to gain access to MDOS. OEM will
fill this out on behalf of the FFKI.

JMIDg,s = Microsoft .

GEMM INFORMATICA S.R.L.

o—©o :

b
PARTNER TYPE  COMPANY INFO

0

FFEINAME ADMIN EMAL &

< FIRST NAME PARTNER REPRESENTATIVE NAME

LAST HAME

FFKI Form Field Explanation

DLP FFKI Form:

FFKI (owns factory) Form Explanation
Fields
FFKI Admin Name (first, last) FFKI contact first and last name
FFKI contact email address. MDOS sends the connection
FFKI Admin Email information to this address.

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email
account used to sign in to Microsoft services and is
required to sign in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@qg.com,
name@163.com). Additional information about MSA
Login Email (MSA) email accounts.
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13. SUCCESS MESSAGE FOR NEW FFKI

Instruction: Your request was successfully received for submitting a new Factory Floor Key
Inventory (FFKI). Please ensure the partner follows their next steps to complete the setup
process.

DLP Confirmation

@ The request 1o add OEM1 Test

Congratulations!
Your request was successfully received for submitting a new Factory Floor Key Inventory (FFKI).

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps for the FFKI:
1. Have your partner download the Step-by-step Guide on how to set up an FFKI.

2. Have your partner download the MDOS FFKI Client installation software.

3. Have your partner review all the documentation.

4. Ensure the FFKI has completed the pre-level steps.

5. Have your partner look for the email from MDOS (sent to the partner MSA email) that
contains the login credentials.

6. Make sure the partner reads the FFKI Onboarding Training Guide for MDOS.

7. Make sure the partner reads the User Manual for MDOS — FFKI Section.

NOTE: This process may take up to ~5-10 min. for final approval and activation.

14. ADD ANOTHER DLP
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Instruction: Determine if you would like to add an additional downlevel partner (or partners) to
the account. New partner(s) will then be able to perform key operations.

o B Microsoft .

Contoso OEM1

Do you want to add another DLP? i ]

DLP Definition:

Down Level Partner or Downlevel Partner (DLP):
A DLP is the entity that receives keys from the uplevel entity. Down level entities can deploy
keys to downstream partners, manufacture devices, and/or submit CBR/PHR reports. A Down
level partner can be:

e ODM/IDH or TPl in a centralized relationship

e ODM/IDH or TPl in a decentralized relationship

e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model Contoso OEM has three downlevel partners; Contoso TPI
Mexico, ABC TPI, and Contoso TPI China. Contoso OEM is the uplevel partner for all three TPIs
and Contoso OEM’s uplevel partner is Microsoft since they have a direct agreement with
Microsoft.

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added

to the account. New partner(s) will then be able to perform key operations.

15. ADD AN AUTHORIZED USER

139



Microsoft Digital Operations Services User Manual

Instruction: Add an authorized user connected to your MDOS account. An authorized user will
have permissions to access MDOS and perform key actions.

£ & Microsoft .

Contoso OEM1

Do you want to add an authorized user?

What is an Authorized User?
An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).

The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

In order to support business continuity within a partners organization, Microsoft recommends
that OEMs have more than one user onboarded to MDOS.

Example: Contoso IDH hired a new purchasing manager, and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.

Step-by-step: (Add an authorized user)
1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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B3 Microsoft

Sign in to MDOS

NOTE: Partner (OEM/DLP) needs to add the authorized user in MDOS on their behalf.

2. Partner: Click on Admin icon in dashboard header

& Microsoft

MICROSOFT v UP LEVEL MICROSOFT
DowWNLVEL 2
Contoso OEM R e v
or cord dote wes 17.03-22040205

Keys Overview Key History

LAST 6 MONTHS v

N ENABLED

25 TRANSFERRED
T
12 wevs
i Contoso India
Keys Overview Netification
FAKI FULFILLED

1

3. Partner: Click ‘+’ icon to add authorized user.
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wacmsorT ~ Wi icRgsoeT 6 & 1692 1625 0
— el ) S
P T A L T T T T
Admin
CRLATE SIS LOG VIEWER
2 1 1
+
<H>

4. Partner: Enter first name, last name, login email, state, and city.

Create New User (i}

USERLOGN Euan O [T

VIEW ADMIN '

FIRST NAME LAST MAME L FIONE STATE an STATUS  ACTION

5. Partner: Select the roles and permissions to be provided for the authorized user and
click on Proceed button

6. Once the changes are saved successfully, an email will be sent to the authorized user
(MSA email account) with a hyperlink to log in to MDOS.
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Authorized User Confirmatic

We have successfully received your request to add an authorized user. We will
verify your request and provide you confirmation once you complete the
onboarding process.

16. USER INTAKE FORM

Instruction: Fill out the OA enrollment form to add an authorized user.

Create New User e

SR LOGN A © [R—
SEcT RoLE ©
Last siaee @
VIEW ADMIN e

FIRET MAME STATUS  ACTION

User Intake Form Field Explanation
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User Intake Form:

User Intake Form Fields Explanation
First Name User first name
Last Name User last name

The user’s MSA email account that is used for DOC
registration. A Microsoft account (MSA) is an email account
used to sign in to Microsoft services and is required to sign in
to MDOS. (i.e. name@outlook.com, name@hotmail.com,
name@msn.com). Or use an email account that is registered
as an MSA (i.e. name@yahoo.com, name@gmail.com,
name@qg.com, name@163.com). Additional information

Login Email (MSA) about MSA email accounts.

State State where company is based

City City where company is based

Permissions MDOS permissions that were set by company admin.

17. SUCCESS MESSAGE FOR NEW USER

Instruction: Your request was successfully received for submitting a new user. Please ensure
the user follows their next steps to complete the setup process.

Authorized User Confirmation

We have successfully received your request to add an authorized user. We will
verify your request and provide you confirmation once you complete the
onboarding process.

144



Microsoft Digital Operations Services User Manual

Congratulations!
Your request was successfully received for submitting a new user.

Please follow the next steps carefully to ensure your setup is completed. Once setup is
complete you may onboard into the MDOS tool and begin using it for your product key
management.

Next steps:
1. Have your authorized user look for the email from MDOS. (Sent to the user’s MSA
email).
2. Make sure the use reads the User Manual for MDOS.
3. User should click on the registration link (within the email) to get registered.
4. Ensure your user fills out the New User registration form completely.

NOTE: This process may take up to ~5-10 min. for final approval and activation for this user.

18. ADD ANOTHER AUTHORIZED USER

Instruction: Add an authorized user connected to your MDOS account. An authorized user will
have permissions to access MDOS and perform key actions.

- B Microsoft .

Contoso OEM1

Do you want to add an authorized user?

What is an Authorized User?
An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).
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The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Example: Contoso IDH hired a new purchasing manager, and wants to add him as new
authorized user in MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the
top navigation bar to see existing users. From there, the admin clicks on the plus (+) button to
add the new user, enters the user’s email address, and sets the roles/permissions to “View
Admin” with ordering permissions. The user receives an email with instructions on how to
onboard to MDOS.

19. DISPLAY BUSINESS SETUP TREES

Instruction: Review your current business setup for accuracy and provide edits if necessary.

= T |

Contoso OEM1

Business definition:

A business in MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. You must select the business/partner you wish to work with
from the dropdown menu when you sign into the MDOS dashboard.

Example: Contoso IDH/ODM has a business where they work with different OEMs; Contoso
OEM and ABC OEM had both reached out to Contoso IDH/ODM through an MDOS invitation to
invite Contoso IDH/ODM to work with them. Contoso IDH/ODM will setup a centralized
business model with Contoso OEM and a decentralized model with ABC OEM. They also have an
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additional business because they signed an IDH/ODM agreement with Microsoft. So, they now
have three businesses. They are looking to utilize MDOS to help manage all their businesses.
MDOS allows Contoso IDH/ODM to easily identify the DPK owners, and better manage multiple
businesses.

Tip Tool: A business in MDOS is a secure hierarchical grouping of registered entities that allows
those entities to interact and transact to complete the OEM Activation 3.0 features and
functions within the MDOS Service offering. You must select the business/partner you wish to
work with from the dropdown menu when you sign into the MDOS dashboard.

20. WAIT SCREEN WHILE DASHBOARD IS CREATED

Instruction: Please stand by while your account is being created in MDOS.

Please stand by while your account is being created in MDOS.
Your account is being set up MDOS. Soon you will have access to the cloud-based digital key
distribution and entitlement service for Microsoft partners.

NOTE: This process may take a few minutes. Please do not close this window or refresh your
browser.

21.DISABLE/ DELETE DLP

Instruction: This functionality will help to delete or disable the DLP from the list of added
IDH/TPI/FFKI/FKI. Up level partner can disable/delete the DLP only when there is no DLP under
them and they don’t have any keys assigned to them.
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Example: Contoso OEM is no longer doing business with ABC Design House and wants to
remove it as a down level partner. From the Partner Information page, they select "Disable" for
ABC Design House. After successfully disabling the partner permissions, the status next to the
partner name changes to “Disabled”. Contoso sees the action button for ABC Design House
change to ENABLE, so they may easily re-enable the partner at any time if desired.

In case partner do not need that DLP in future, they can remove it from list of added DLPs.

To Delete DLP, you need to select partner by clicking on radio button and then click on delete
option. A confirmation message box will pop out. After clicking confirm button, selected DLP
will be removed from the list.

From manage business dashboard, up level partner can delete or disable their down level
partner.

DISABLE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.

fao> § Microsoft *
MoOS
Partner Status
¢ o v 0 1 2
Cloud OA OEM 2 & Org Chan + A% + Asd
Completed Forms
PARTHR NAME LocATION DS SS TYPE LICENSE AGRS IMENT MMBER

TEST OOMt Angota Contrakres 000043684

[F o

TESTIPRI2

2. Click on disable button.
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: "
» # Microsoft
MDOS
Partnar Status
RS0 v 0 1
Appicaton Receved P Accepkan -
Cloud OA OEM 2 & Org Ot
Completed Forms
PARTNR NAME LOCATION BUSNESS TP LICENSE AGRIIMINT NUMBER s STATUS
TEST cout Angote Contatzed 000N (Sotosisd! Boutook com Pencing Acceptance
TesTInG Y Untes Sistes Convaszes wmoasas ¥ Aanam oMt com Ontours Compieted
TESTFFNI2 United States Contrakred 00004 444 ¥ MOUNGIICTONR Com Ontoard Computed

SHOW DISASLED DLP

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request will
be processed and the partner will be notified through alert.

Disable Partner Cloud OA IDH 1

All the down levels for selected partner will be disabled. Please make sure all the DPKs
assigned to this pariner are recalled before disabling partner.

Would you like to disable partner?

CONFIRM

4. Once the partner has been disabled successfully, the disabled partner will be moved to
‘Disabled DLP’ section, the status of the partner will change to “Disabled”.
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o 8 Microsoft
MDOS

Cloud OA OEM 2 & Org Chart R NS

Completed Forms

= — = =
et s i o g P gl
oo = T i o
HoeosARID O
Disabled DLP
[ I e |
PAKTHE R NAME LOCATION. DUSINE S TYPE LICENSE AGREEMENT NUMEER WAL STATUS
= = = e b waes
e oot e ki s

5. To re enable the partner, you need to select the disabled partner from the Disabled DLP list
and then click on enable button.

DELETE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.
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p
= 1 Microsoft x
W00s

Completed Forms

e ot S V% XA AORONET HASOR o =
i i i o TR T
e — o s s
2. Click on Delete button.
m
o
Partner Status
EOMENT S00043604 v 0 2
Cloud OA OEM 2 A SPOSE I TR S
Completed Forms
prpre oo S T DR KON Wkt i sons
i o o F ST FETSE
e A ey TSR I

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request to

delete the DLP will be processed.
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Delete Partner TEST FFKI 2

Please make sure al the DPKs assigned 10 this partner are
recabied tefore proceedng

Are You 3Ure You want 10 delete the partner?

=

4. Once the request is processed successfully, the partner will be notified with an alert message
and the DLP partner will not be visible.

22. MDOS DASHBOARD

Instruction: Please review the readiness materials for MDOS.
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(@) Downioad MDOS User Manual

MICROSOFT DIGITAL OPERATION SERVICES

g Module 1 ’

Introduction

Modube 6

aging Inventory Rancr g Ky

Mo 8 Madue 10

User Management Advance Features

Welcome to MDOS
Helpful Information:

Please review the User Manual before beginning to use MDOS.
Refer to the FAQ section for quick answers to common questions.
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23. MDOS SUPPORT (MSOEMOPS@MICROSOFT.COM)

For support, please contact: msoemops@microsoft.com

STEPS FOR ONBOARDING - IDH/ODM

These steps apply to the following personas: IDH/ODM
1. WHAT MAKES AN IDH/ODM PERSONA UNIQUE?

An IDH/ODM persona has a very complex business model that integrates multiples behaviors of
different partners. An IDH/ODM may have a combination of functions and business models
(centralized & decentralized), creating hundreds of unique scenarios. This can create a
challenge for partners as they would need to navigate through a lot of complexity, and can
make it difficult for Microsoft to provide specific readiness materials, until that specific business
type is determined. However, an IDH/ODM can behave as a traditional OEM, TPI or both at the
same time. Hence, an IDH/ODM can pick from the table below, to determine the scenario that
fits their business model best. This will provide the step require to onboard to MDOS.

2. DEFINITIAION OF PARTNER TYPES

MDOS definition of partner types

Acronym | Term Description

Inventory (FFKI) client on the manufacturing floor. The
MDOS FFKI client is a software install that will connect to
the MDOS cloud via a secure connection through either a
VPN or via the Internet or may be manually transferred
(e.g. via USB). The MDOS FFKI client manages the DPKs

FFKI Factory Floor Key Inventory | floor. The MDOS FFKI Client will request DPKs from the
service and will make those DPKs available for injection

FFKI client will also capture the Computer Build Report

Partner (ULP), who will relay that to Microsoft directly

between the MDOS cloud and the physical manufacturing

into the Windows device being manufactured. The MDOS

(CBR) required and send that CBR upstream to the Uplevel

depending on Centralized or Decentralized business setup.
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IDH/
OobDM

Independent Design House
/ Original Design
Manufacturer

An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a
company that designs and manufactures devices (tablet,
PC, etc.) based on requirements specified by the OEM,
(such as screen size, processor, memory, performance,
etc.). The devices manufactured by the ODM/IDH are
rebranded by the OEM. ODM/IDH companies allow the
firm that owns or licenses the brand to produce products
without having to engage in the design or running of a
factory.

OEM

Original Equipment
Manufacturer

Original equipment manufacturer (OEM) is a term used
when one company makes a part or subsystem that is
used in another company's product.

TPI

Third-Party Installer

A manufacturer that preinstalls the Windows operating
system onto a computer on behalf of an OEM. TPIs are
authorized to use the OA 3.0 Tool. The OEM sends the
DPKs to the Factories (usually a Third-Party Installer (TPI)
factory). TPl may also referred to as “Authorized
Subcontractor”.

3. IDH/ODM SCENARIOS & ONBOARDING MATERIAL

Refer to the table below to determine the appropriate onboarding guide based on your

scenario.

IDH/ODM persona scenario

Onboarding guide

Migrating IDH/ODM with direct MSFT agreement, Migrating centralized OEM
centralized model & no ULP's

Migrating IDH/ODM with direct MSFT agreement, Migrating decentralized OEM
decentralized model & no ULP's

Migrating IDH/ODM with direct MSFT agreement, Migrating centralized OEM
centralized model & ULP's

Migrating IDH/ODM with direct MSFT agreement, Migrating decentralized OEM
decentralized model & ULP's

Migrating IDH/ODM with no direct MSFT agreement, | Migrating centralized or

& ULP's

decentralized TPI
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New IDH/ODM with direct MSFT agreement, New centralized OEM
centralized model & no ULP's

New IDH/ODM with direct MSFT agreement, New decentralized OEM
decentralized model & no ULP's

New IDH/ODM with direct MSFT agreement, New centralized OEM
centralized model & ULP's

New IDH/ODM with direct MSFT agreement New Decentralized OEM
decentralized & ULP's

New IDH/ODM with no direct MSFT agreement & New Centralized or
ULP's Decentralized TPI

Example: Contoso IDH/ODM has multiple ULP’s but no direct agreement with Microsoft.
Therefore, they will refer to the TPl onboarding materials and will onboard as a TPI.

4. MDOS SUPPORT (MSOEMOPS@MICROSOFT.COM)

For support, please contact: msoemops@microsoft.com

STEPS FOR ONBOARDING — NEW FFKI

These steps apply to the following persona: FFKI

1. INTRODUCTION

1.1WHAT IS THE FFKI PERSONA IN MDOS?

Description:

Factory Floor Key Inventory (FFKI) refers to the inventory on the factory floor where devices
are manufactured on a large scale. The number of keys needed on the manufacturing line is
determined by the OEM. The number is based on the line forecast and current inventories on
the Factory Floor Key Inventory system on the factory floor. The keys are protected and
transmitted from MDOS to the Factory Key Inventory system via HTTPS or may be manually
transferred (e.g. via USB). The MDOS FFKI business model does not have a direct agreement
with Microsoft, but they do connect to MDOS directly via APl or support via an offline model.
The FFKI also directly connects to the OA 3.0 tool.

Example: FFKI Mexico works in a centralized business model with Contoso OEM to
manufacture their devices on a large scale. FFKI Mexico does not have a direct agreement with
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Microsoft. Contoso OEM provides the specs for the devices and forecasts that they will need to
build 500 units, so will need 500 keys. Contoso OEM protects and transmits the key information
from MDOS to the Factory Key Inventory system via USB, since FFKI Mexico’s factory floor does
not have a secure internet connection to access MDOS. Once the devices are built and the keys
have been injected, FFKI Mexico provides the CBR back to Contoso OEM via USB. Contoso OEM
and FFKI Mexico are working to get secure internet connection to the factory floor so they can
begin working with keys and reporting in real time.

The MDOS FFKI Client V1.2:

e Interacts with MDOS, and consumes the services relating to key fulfillment, computer
build report, product binding report, and key recall.

e Interacts with Microsoft OA3.0 Tool, and provides interface support to its Assemble,
Report, and Return through the Key Provider Service (KPS) component.

o Works as a production system in a factory’s production line that adopts OA3.0.

e Supports user management, role management, and logging support for security and
traceability.

1.2 HIGH-LEVEL STEPS

Instruction: Follow the high-level steps to get set up as an FFKI client in MDOS.

High-level steps for setting up an FFKI:

1. Invitation: Receive email from MDOS.

2. System Requirements: Review minimum software and hardware required and collect if
necessary.

SQL Server set up: Set up SQL Server on single server or two machines.

Installation verification: verify that the MDOS Client Setup is ready to use.

FFKI Configuration: Internal web service settings and configuration settings.
Advanced functionalities: Diagnosis & testing and network considerations.

oukw

2. SYSTEM REQUIREMENTS

Instruction: Review the system requirements and acquire the software and hardware system
needed before beginning the MDOS installation process.

2.1 SOFTWARE
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The following are the minimum software system requirements for the application server and
database servers.

Application Server:

Windows Server 2008 R2 Enterprise Edition (64-bit) / Windows Server 2012 Enterprise
Edition (64-bit) / Windows Server 2012 R2 Enterprise Edition (64-bit)
1IS7.0/11S7.5/11S 8.0

.NET Framework 4.5

ADO.NET Entity Framework 4.1 (available at http://www.microsoft.com/en-
us/download/details.aspx?id=8363 )

Visual C++® 2013 Redistributable (x86) package (available at
http://www.microsoft.com/en-us/download/details.aspx?id=40784 )

SQL Server 2012 SP1 Features Packs (available at http://www.microsoft.com/en-
us/download/details.aspx?id=35580):

SQL Server 2012 SP1 Native Client

SQL Server 2012 SP1 Command Line Utilities (SQLCMD)

CLR Types for SQL Server 2012 SP1 (both x86 and amd64)

SQL Server 2012 SP1 Shared Management Objects (SMO) (both x86 and amd64)
PowerShell Extensions for SQL Server 2012 SP1

YVVVYVYVYYVY

Database Server:

Note:

Windows Server 2008 R2 Enterprise Edition (64-bit) / Windows Server 2012 Enterprise
Edition (64-bit) / Windows Server 2012 R2 Enterprise Edition (64-bit)

SQL Server 2008 R2 / SQL Server 2012 / SQL Server 2012 SP1 / SQL Server 2014 / SQL
Server 2014 SP1

Application Server and Database Server can be on the same machine or two machines.
All the above software (EXCEPT the operating system and SQL Server) can be installed
automatically by PowerShell script run.ps1 after following preparation steps below.

2.2 HARDWARE

The following are the minimum hardware system requirements for MDOS.

Hardware:

64-bit infrastructure processor

8GB RAM minimum

250GB HD minimum

100M Ethernet adapter x 2 minimum
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e Screen resolution: 1024*768 minimum

3. SQL SERVER SET UP - PREPARATION STEPS

Instruction: Follow the preparation steps to configure the Application Server and Database
Server before installing MDOS Client for a single server or servers on two separate machines

Description: The following preparation steps are required to configure the Application Server
and Database Server using PowerShell script “run.ps1”, before MDOS Client V1.2 can be
installed. (Note: Machines need to have .Net Framework4 and Microsoft SQL Server installed
before script can be run).

The Application Server and Database Servers can be on:
o Single Server — both the Application Server and Database Server are on a single
machine.
o Two Machines — the Application Server and Database Server are on two separate
machines.

3.1 SINGLE SERVER

Instruction: Follow the preparation steps to configure the Application Server and Database
Server when the application and database servers are on a single machine.

Step-by-step:
1. Install the operating system with one of the following server options: Windows Server
2008 R2 Enterprise Edition (64-bit); Windows Server 2012 Enterprise Edition (64-bit); or
Windows Server 2012 R2 Enterprise Edition (64-bit).

2. Logon as administrator, go to Control Panel -> System and Security -> Windows Update
-> Turn automatic Updating on or off -> Select ‘Install updates automatically
(recommended)’ or others.

Note: Do NOT select ‘Never check for updates (not recommended)’.
Important updates

|._a.| IInstaII updates automatically (recommended) J
Download updates but let me choose whether to install them
Check for updates but let me choose whether to download and install them
Newver chedk for updates {not recommended)
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Note: If your operating system is Windows Server 2008 R2, you must install Windows
Management Framework 3.0 (available at http://www.microsoft.com/en-
us/download/details.aspx?id=34595).

3. Install SQL Server one of the following SQL Server options: SQL Server 2008 R2; SQL
Server 2012; SQL Server 2012 SP1; SQL Server 2014; or SQL Server 2014 SP1.

Note: It is highly recommended to select ‘Default instance’ on the Instance
Configuration page and ‘Mixed Mode’ instead of ‘Windows Authentication Mode’ on the
Database Engine Configuration page. Please restart the machine if a restart prompt
message pops up after completing the SQL Server install.

o] SQL Server 2014 Setup - | o

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Default instance I

Product Key

License Terms

(O Named instance: MSSQLSERVER
Global Rules
Microsoft Update
Product Updates Instance ID; |MSSQLSERVER |
Install Setup Files
5 SQL Server 2014 Setup [= = [

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key : Server Configuration ‘ Data Directories | FILESTREAM
License Terms
Global Rules Specify the authentication mede and administrators for the Database Engine.
Microsoft Update Authentication Mode
Eindueilinsates () Windews authentication mode
Install Setup Files - - - -
| ®) Mixed Mede (SQL Server authentication and Windows authentication) I
Install Rules
Setup Role Specify the password for the SQL Server system administrator (sa) account.

Feature Selection

Enter password: sesesrsneee |

Feature Rules
Confirm password: (eeeesssssss |

Instance Cenfiguration

4. Download MDOS Client 1.2 release package from the official channel provided by
Microsoft, and extract it to the local machine.

5. From the Start Screen or Start menu, type “PowerShell” in the Search box, and then

right click the PowerShell item in the search result list. In the context menu that opens,
click “Run as administrator”.
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6. Inthe PowerShell prompt window, use the CD command to navigate to
the .\preparation)\ sub directory from the home directory of the extracted release
package:
CD [ABSOLUTE PATH TO THE HOME DIRECTORY OF THE INSTALLATION
PACKAGE]\preparation\

7. After navigating to the home directory of the preparation folder, type in the following
PS command to enable the PS script execution:

Set-ExecutionPolicy -ExecutionPolicy Bypass -Force;

8. Inthe PowerShell prompt, type in the following command to start the preparation:
Arun.ps1

For example:

S = Preparation =B8] %
“ Home  Share  View release package is extrated here o
:(-:' - 1‘| . ¢ ThisPC » Local Disk (C:) » MDOS_v1.0 » Preparation v ‘ Search Preparation » |

‘¢ Favorites Mame Date modified Type Size
B Desktop . db File folder
4 Downleads . lib File folder
= Recent places . pkg File folder
sp File folder
M This PC & run.ps1 Windows Power5... 20KB

-Force;

9. Make sure that there are no errors displayed in the screen output. If there are any
errors, copy and record the messages from the screen for issue analysis, then resolve all
issues before installing MDOS Client V1.2.

10. Open “Control Panel” -> ”All Control Panel Iltems” -> "Programs and Features” to
confirm that the below programs are installed. If some programs are not in the installed
list, please install it manually using the program installation package
“\Preparation\pkg\”:

161



Microsoft Digital Operations Services User Manual

Organize ~

Name Publisher Instal®d On  Size Version

= Digital Operations Services Client Microsoft Corporation 7772016 49, 7MB 1.0.20160.524
|3 Microsoft SOL Server 2012 Native Client Microsoft Corporation 6/22/2016 6.85MEB  11.1.3000.0
|3 Microsoft System CLR Types for 5QL Server 2012 Microsoft Corporation 3/25/2016 115MEB  11.1.3000.0
3 Microsoft System CLR Types for SOL Senver 2012 (x64) Microsoft Corporation 5/25/2016 176 MB  11.1.3000.0
=7 Microsoft ADO.NET Entity Framework 4.1 Microsoft Corporation 5/25/2016 658 MB  4.1.10331.0
|3 Microsoft SOL Server 2012 Command Line Utilities Microsoft Corporation 5/25/2016 879KE  11.1.3000.0
|3 Microsoft SQL Server 2012 Management Objects (x64) Microsoft Corporation 5/25/2016 23.3MB  11.1.3000.0

Microsoft TelemetryHost Service Microsoft Corporation 4/6/2016 485MB  2.0.235.2

» Microsoft Silverlight Microsoft Corporation 1/12/2016 100MB 51412120
Windows Firewall Configuration Provider Microsoft Corporation 10/18/2015 MIKE 1.23412.0
Microsoft Pin Tool v3 Microsoft IT (ISRM Tools) 10/18/2015 1.29MB  5.1.01

= HelpDesk MSIT 10/18/2015 345ME 1.0

Q System Center Endpoint Protection Microsoft Corporation 10/18/2015 47.214.0

= Microsoft Visual C++ 2005 Redistributable (x64 Microsoft Corporation 10/10/2015 6.83MEB  8.0.61000

[ Windows PowerShell Extensions for SOL Server 2012 Microsoft Corporation 10/10/2015 123MB  11.1.3000.0

jﬁl\dicrnso& Visual C++ 2013 Redistributable (x86) - 12.0.210053 | Microsoft Corporation 10/10/2015 171 MEB 120210051
Micrnsoft Vicual C++ 2013 Redistributable feRd) - 12.0.21005 Microenft Cormoratinn A0S D5MRB - 12.0.27005.1

11. Make sure you DO NOT see “SQL SERVER is not installed” on PowerShell prompt
window as shown in the red outline below.

2012 Native Lhent has been installed
Microsoft sql rver i11 as been installed
Microsoft p r (x64) has been installed
Microsoft C P g has been installed
Microsoft Server 4) has been installed
Microsoft rsi i r Microsoft er 2012 sPl has been installed
Microsoft visual C 01 Minimum Runtime - 12 0.21005 (Redistributable Package) has been installed

Installing Entity Framework 4.
Si is not installed on this Application Server, please go to Database ¢ er to execute .\db\run.cmd in order tol

12. Open the log file at .\preparation\db\SQLOutput_SetMDOSDB.txt to verify there are
no errors logged.

13. Open SQL Server Management Studio and make sure that you can log on to the default
SQL Server instance with the username of “MDOS” and the password of
“DIS@OMSG.msft” in SQL Server Authentication Mode.

Note: If you are unable to login with an “MDOS"” account, please refer to the Errors and
Troubleshooting section of the FAQs for more
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g![unnect to Server E
Microsoft*

2 SQLServer2008r2

Server type: IDatabase Engine j

Server name: I j

Authenticatio: ISGL Server Authentication j
Laair: | MOO5 j
Password I,emmmmmme

¥ Remember password

Connect I Cancel Help Optionz >

3.2 TWO MACHINES

Instructions: Follow the Configuration steps for the Application Server and Database Server
when application and database servers are on two machines.

A. Step-by-step for Application Server:

1.

Install the operating system with one of the following server options: Windows Server
2008 R2 Enterprise Edition (64-bit); Windows Server 2012 Enterprise Edition (64-bit); or
Windows Server 2012 R2 Enterprise Edition (64-bit).

Log on as administrator, go to Control Panel -> System and Security -> Windows Update
-> Turn automatic Updating on or off -> Select ‘Install updates automatically
(recommended)’ or others, but DO NOT select ‘Never check for updates (not
recommended)’.

Important updates

@J IInstaII updates automatically {recommended)

II.: “jl:l 25 gUtomancally = nmenaco)
Download updates but let me choose whether to install them
Check for updates but let me choose whether to download and install them
Newver chedk for updates {not recommended)

Note: If your operating system is Windows Server 2008 R2, you must install Windows
Management Framework 3.0 (available at http://www.microsoft.com/en-
us/download/details.aspx?id=34595).
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3. Download MDOS Client 1.2 release package from the official channel provided by
Microsoft, and extract it.

4. From the Start Screen or Start menu, type in “PowerShell” in the Search box, and then
right click the PowerShell item in the search result list. In the context menu popped up,
click “Run as administrator”.

5. Inthe PowerShell prompt window, use the CD command to navigate to
the .\preparation)\ sub directory of the home directory of the release package extracted:
CD [ABSOLUTE PATH TO THE HOME DIRECTORY OF THE INSTALLATION
PACKAGE]\preparation\

6. After navigating to the home directory of the preparation folder, type in the following
PS command to enable PS script execution:

Set-ExecutionPolicy -ExecutionPolicy Bypass -Force;

7. Inthe PowerShell prompt, type in the following command to start the preparation:
Arun.psl

For example:

Home  Share  View release package is extrated here e
(—. - 1‘| | D| This PC » Local Disk (C:) » MDOS_v1.0 » Preparation | v (‘;| | Search Preparation P |
s
¢ Eavorites Name Date modified Type Size

B Desktop . db File folder
& Downloads . lib File folder
=l Recent places . pkg File folder
sp File folder

M This PC |&4 run.psl Windows Power5... 20 KB

8. Make sure that there are no errors displayed in the screen output. If there are any
errors, copy and record the messages from the screen for issue analysis, then resolve all
the issues before installing MDOS Client 1.2.

9. If thereis any error, you will see "SQL Server is not installed on this Application Server,

please go to Database Server to execute .\db\run.cmd in order to complete the
environment setup for MDOS." on the PowerShell prompt window.
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10.

Microsoft Server ve Client has been installed

Microsoft rver g d Line utilities has been installed

Microsoft P g r 2012 (x64) has been installed

Microsoft p g rver 2012 has been installed

Microsoft Server (x64) h n installed

Microsoft wWindows Powershell Extensions for Microsoft S r 2012 sP1 has been installed

Microsoft Visual C++ 2013 6 Minimum Runtime - 12.0.21005 (Redistributable Package) has been installed
ing Entity Framework 4.1...
r 1s not installed on this Application Server, please go to Database Server to execute .\db\run.cmd in order to]
ete the e ohment setup for MDOS.
D:\MDOS_v1.U\Preparation> _

Open “Control Panel” -> ”All Control Panel Items” -> "Programs and Features” to check
if the below programs are installed. If you find some programs are not in the installed
list, please install them manually. The program installation package can be found at
“\Preparation\pkg\”.

Organize

Mame Publisher Install®d On  Size Version

= Digital Operations Services Client Microsoft Corporation 7772016 497 MEB  1.0.20160.524
|3 Microsoft SOL Server 2012 Mative Client Microsoft Corporation 6/22/2016 6.83MB  11.1.3000.0
|3 Microsoft System CLR. Types for SOL Server 2012 Microsoft Corporation 5/23/2016 1.15MB  11.1.3000.0
|3 Microsoft System CLR Types for SOL Server 2012 (x64) Microsoft Corporation 5/25/2016 1.76 MB  11.1.3000.0

= Microsoft ADO.NET Entity Framework 4.1 Microsoft Corporation 3/23/2016 638 MB  4.1.10331.0
|3 Microsoft SOL Server 2012 Command Line Utilities Microsoft Corporation 5/25/2016 879KB  11.1.3000.0
|3 Microsoft SOL Server 2012 Management Objects [x64) Microsoft Corporation 5/25/2016 23.3MB  11.1.3000.0

Microsoft TelemetryHost Service Microsoft Corporation 4/6/2016 485MB  2.0.235.2
» Microsoft Silverlight Microsoft Corporation 1/12/2016 10MB  5.1.41212.0
m-|Windows Firewall Configuration Provider Microsoft Corporation 10/18/2015 2KB 1.23412.0
5 Microsoft Pin Tool v5 Microsoft IT (ISRM Tools) 10/18/2015 1.29MB  5.1.01
" HelpDesk MSIT 10/18/2015 345MB 101
Q System Center Endpoint Protection Microsoft Corporation 10/18/2015 472140
= | Microsoft Visual C++ 2005 Redistributable (x64 Microsoft Corporation 10/10/2015 6.83 MB  2.0.61000
| Windows PowerShell Extensions for SOL Server 2012 Microsoft Corporation 10/10/2015 1.23MB  11.1.3000.0
jﬁMicrosof‘tVisual C++ 2013 Redistributable (x86) - 12.0.21005 | Microsoft Cerporation 10/10/2015 171 MB 12.0.21005.1
Micrasnft Vicual C++ 2013 Redictributahle Bhd) - 12.0.21005 Micraenft Cornoratinn nAn2ms M5 MR 120210051

1.

Step-by-step for Database Server:

Install the operating system with one of the following server options: Windows Server
2008 R2 Enterprise Edition (64-bit); Windows Server 2012 Enterprise Edition (64-bit); or
Windows Server 2012 R2 Enterprise Edition (64-bit).

Note: If your operating system is Windows Server 2008 R2, you must install Windows
Management Framework 3.0 (available at http://www.microsoft.com/en-
us/download/details.aspx?id=34595).

Install SQL Server with one of the following SQL Server options: SQL Server 2008 R2; SQL
Server 2012; SQL Server 2012 SP1; SQL Server 2014; or SQL Server 2014 SP1.

Note: It is highly recommended to select ‘Default instance’ on the Instance
Configuration page and ‘Mixed Mode’ on the Database Engine Configuration instead of
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‘Windows Authentication Mode’. Please restart the machine if the restart prompt
displays after completing the SQL Server install.

]

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Product Key
License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files

i

SQL Server 2014 Setup

Default instance I

_EI-

) Named instance: MSSOLSERVER
Instance ID: |MSSQLSERVER
SQL Server 2014 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key
License Terms
Global Rules
Microsoft Update
Preduct Updates
Install Setup Files
Install Rules
Setup Role
Feature Selection
Feature Rules

Instance Cenfiguration

{ Server Configuration || Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

(O Windows authentication mode

Mixed Mode [SOL Server authentication and Windows authentication) I

Specify the password for the SQL Server system administrator (sa) account.

Enter password: |"°“"OO"

Confirm password:

3. Logon to this server as “Administrator”, download MDOS Client 1.2 release package

from the official channel provided by Microsoft, and extract it.

4. From the Start Screen or Start menu, type in “CMD” in the Search box, and then right
click the cmd.exe item in the search result list. In the context menu that pops up, click

“Run as administrator”.

5. In the command window, use the CD command to navigate to the .\preparation\db\ sub

directory of the home directory of the release package extracted:
CD [ABSOLUTE PATH TO THE HOME DIRECTORY OF THE INSTALLATION

PACKAGE]\preparation\db\

6. Run the database server preparation script:

\run.cmd
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= | db =108
“ Home Share View
®© - T| <« Local Disk (C) » MDOSFFKIT.1 » Preparation » db v o | Search db
v Favorites Mame - Date modified Type Size
B Desktop ) run.cmd Windows Comma... 1 KB
4 Downloads & RunSglCmd.cmd Windows Comma... 1 KB
“| Recent places | SetFirewallFPS.cmd Windows Comma... 1 KB
%) SetFirewall5QLS5erver1433.cmd Windows Comma... 1 KB
- Libraries | 5etMDOSDE.sql SO File 1 KB
=| Documents | 50LOutput_SetDOSDE bt Text Document 0KB
-, Music | 5QL0utput_SetMDOSDB.tet Text Document 1 KB
e Pictiires
o) Administrator: Command Prompt
icrosoft Windows [Wersion 6.2.92001
- {c) 2012 Microsoft Corporation. All »ights reserved.
: =sWindowsssystem32»cd “G:~MDOS FFHKI 1.1i“Preparation~db"
=~MDOS FFKI 1.1i“Preparationdb>run.cmd_

7. Make sure that there are no error messages displayed in the window output and a log
file named SQLOutput_SetMDOSDB.txt is created in the .\preparation\db\ sub

directory.

8. Open the log file of .\preparation\db\SQLOutput_SetMDOSDB.txt, and verify that
there are no errors logged.

9. Open SQL Server Management Studio. Confirm that you can log on to the default SQL
Server instance with the username of “MDOS” and the password of “DIS@OMSG.msft”
in SQL Server Authentication Mode. You may not be able to connect to SQL Server using
SQL Server Authentication, if you selected “Windows Authentication” while installing
SQL Server. Please try to restart SQL Server Service (Please refer to the Errors and
Troubleshooting section of the FAQs for more about how to restart SQL Server Service).
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Microsoft*

g% Conneck to Server E3

2 SQL Server2008r2

Server type:

Server name:

Authentication:
Login:

Password:

IDatabase Engine
I SOL Server Authentication
MDOS

Ixxxxxxxxxxxxx

Lef LefLed Lo

¥ Remember password

Connect I

Cancel Help Optionz »»

4. MDOS FFKI SET UP - INSTALLATION OF MDOS

Instruction: Follow the steps to install an FFKI client in MDOS.

Step-by-step:

1. Go tothe MDOS Client 1.2 release package extraction folder.

2. Right-click MDOSClientSetup.exe, and select ‘Run as administrator’.

- Favorites
B Desktop
4. Downloads

= Recent places

1M This PC

m Desktop

| Documents

4 Downleads

W' Music

= Pictures

g Videos

Ly Local Disk (C2)

¥ DVD Drive (D:) IR3_S

&h Metwork

&
MName

. Preparation
[m5] MDOSClientSetup.exe

Date modified Type

2/4/2016 10:09 PM  File folder

Troubleshoot compatibility
Pin to Start

Q Scan with System Center Endpoint Protection...

Pin to Taskbar

Restore previeus versions

Send to 3
Cut

Copy

Create shortcut

Delete

Rename

Properties
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Note: If the UAC is turned on for your machine, this dialog may pop up. Select ‘Yes’ to continue.
(] User Account Control

|\w Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  MDOSClientSetup.exe

Publisher: Unknown
File erigin: Hard drive on this computer
(%) Show details Yes || No

Change when these notifications appear

3. After the setup wizard is launched, a welcome screen will pop up. Click Next.
13 Microsoft Digital Operations Services Client Setup [ = | &

Welcome to the Microsoft Digital
Operations Services Client Setup Wizard

The Setup Wizard will install Microsoft Digital Operations
Services Client on your computer. Click Mext ta continue or
Cancel to exit the Setup Wizard.

Back | Mext | | Cancel |

4. When directed to the End-User License Agreement (EULA) window, check the “l accept the
terms in the License Agreement” checkbox to accept the terms and conditions in the
license agreement, and then click Next.
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R e i e e e S

End-User License Agreement
Please read the following license agreement carefully

OA 3.0 Microsoft Digital Operations Services Client
Software Supplement (“Supplement”) to the
Connect Terms of Use

In addition to the Connect Terms of Use, the following terms shall
apply to your access, deployment and use of the MDOS Software
and the MDOS Documentation. By accessing or downloading the
MDOS Software provided by Microsoft or any portion of it, you
agree to and are bound by the terms of the Connect Terms of Use

w

| Print | | Back || Mext | | Cancel |

5. In the Destination Folder window, select the installation location by clicking the Change
button, or you may accept the default value that is pre-populated, and then click the Next

button.
12! Microsoft Digital Operations Services Client Setup | = | 2 -
Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Microsoft Digital Operations Services Client to:

|C:'|Pr0gram Files (x86)\MDOS SolutionMDOS 1.2Y

6. Inthe Custom Setup page (all the components are checked by default), click Next.
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1 Microsoft Digital Operations Services Client Setup \;Ii-

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

=-] m Key Management Tool.

Web Services

Data Poling Service
Key Provider Service
Database

This feature requires 24MB on your
hard drive.

| Reset ” Disk Usage

m
o
i
=
m
=
g
(%]
g
=1
)

Note: For the Database feature; If Database is checked on this page, it will create one
new database. This will be based on the settings that are input in the Configuration
Database dialog box in the next step.

8 Microsoft Digital Operations Services Client Setup | = [ &

8 Microsoft Digital Operations Services Client Setup \Lli-

Custom Setup Configure Database ecti
Select the way you want features to be installed. reate a new database to store product keys

Click the icons in the tree below to change the way features will be installed.

O Windows Authentication

® 0L Authentication
A database stores product keys
come from Cloud OA, To install this SQL Instance Name: focal)
feature will create a new database,
othernise connect to an existing

Authentication Type:

database. Database Name: MDOSKeyStore_CloudOA
This feature requires 0KB on your $
hard drive. Username: MDOS
Password: erseenersrens
Reset I Disk Usage [ Bak ][ mext |[ cancel Back | Mext | [ Cancel

Note: For the Database feature; If Database is unchecked, then it will connect to one of
the existing databases. This will be based on the settings that are input in the
Configuration database dialog box in next step.
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1 Microsoft Digital Operations Services Client Setup == - 18! Microsoft Digital Operations Services Client Setup == -
Custom Setup Configure Database Connection
Select the way you want features to be installed, Cornect to an existing product key database,
Click the icons in the tree below to change the way features will be installed. N
Authentication Type: © windaws Authentication
(® 5QL Authentication
KMT A database stores product keys
Web Services come from Cloud OA. To install this SQL Instance Name: (local)
Data Poling Service feature will create a new database,
otherwise connect to an existing
Key Provider Service = atere Database Name: MDOSKeyStore_CloudOA
This feature requires KB on your
hard diive. :‘/h-. Username: MDos
Password:
Reset I Disk Usage |[ sk | et || cancal Back || MNet | [ Cancel

7. Configure the database connection information and then click Next.

Example: Here are three different potential cases:

1) Case 1: You have your database server and application server on the same
machine, and have executed run.psl successfully. Therefore, all the information
on this page will be pre-populated and you just need to click Next.

2) Case 2: You set up your database on another machine and already execute
run.cmd successfully. Update ‘SQL Instance Name’ and keep the other default
values as shown in the following screenshot.

3) Case 3: You set up the database manually but not through run.cmd. Update all the
information based on your setup.

() Windows Authentication

Authentication Type:

(®) 5QL Authentication
SQL Instance Name: |[Iocal)
Database MName: |MDOSKeySt0re_CIOudOA
Username: |MD05
PESSV\'Ord: ||.............

| Back ” Mext | | Cancel

Note: The default password is D!S@OMSG.msft for MDOS user.

172


mailto:D!S@OMSG.msft

Microsoft Digital Operations Services User Manual

8. On the IIS Configuration page, configure the http port for Internal Web Service. This
is to be used by the MDOS Client to interact with MDOS. The default port is 8032. If
you want to modify the value, please remember the value you enter. You will need to
re-enter the port in the following system setting page again later.

7 Microsoft Digital Operations Services Client Setup [ = [ & e
s Configuration
Setup your web services,

Internal Web Service Port: 3032

| Badk || MNext |

Cancel |

9. On the MDOS Connection page, select the environment and configure MDOS connection
information.
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1% Microsoft Digital Operations Services Client Setup = | = [
Cloud OA Connection
Configure Cloud QA Connection Information.
) ) Production

Environment: .

®) Test
Business Name: |Test123
Client ID: |f9&9ce56-19?b-4‘34b-abb5-fc53d20050‘.
Secret ID: |9cb 24df7d4a346aeale 7 24cees 291882
Site ID: [z
Business ID: [4

| Back || Next | | Cancel

Note:

e The Business Name is self-defined. Other MDOS connection information is
provided by your uplevel partner within MDOS, which is sent by email.

e |f database is unchecked in the Custom Setup page, you will not see this “MDOS
Connection” page.

10. In the confirmation page, click the Install button to start the installation.
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Ready to install Microsoft Digital Operations Services Client

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| omsk || msel | [ canedl |

11. During the installation process, if you see any errors, please be sure to record the error
message prompted before you click the Cancel button to roll back the installation for
MDOS Client 1.2.

Installing Microsoft Digital Operations Services Client

Please wait while the Setup Wizard installs Microsoft Digital Operations Services Client.

Status:

[ Bak | mext | [ cancel

12. When the installation completes, click Finish.
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13 Microsoft Digital Operations Services Client Setup I;Ii-

Completed the Microsoft Digital
Operations Services Client Setup Wizard

Click the Finish button to exit the Setup Wizard.

13. Switch to the Desktop view and verify that the shortcut to start the Key Management Tool
for MDOS has been created and the icon is showing on the desktop.

5. INSTALLATION VERIFICATION

Instruction: Follow these steps to verify that the MDOS Client Setup has been installed and is
ready to be used.

Step-by-step:

1. Go tothe Start Menu and choose “Run” or type “Run” into the Start menu or Task Bar
search option to launch Run. Type “services.msc” in the window and press Enter to
launch the Services management console. Confirm that the “DataPollingService - MDOS”
and “Key Provider Service - MDOS” are both displayed in the service list and both are in
“Running” status.
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File Action

==

View Help

E

= Hsg ¢ mnmn

Services

&, Services (Local)

Name
Data Polling

 DCOM Server Process Launcher

%, Device Association Service

i Device Install Service

% Device Setup Manager

£ DHCP Client

‘. Diagnostic Policy Service

. Diagnostic Service Host

‘i Diagnostic System Host

., Distributed Link Tracking Client

. Distributed Transaction Coordinator

Lo DNS Client

‘o Encrypting File System (EFS)

. Extensible Authentication Protocol

% Function Discovery Provider Host

. Function Discovery Resource Publication

i Group Policy Client

i, Health Key and Certificate Management

% Human Interface Device Service

i Hyper-V Data Exchange Service

L Hyper-V Guest Service Interface

L Hyper-V Guest Shutdown Service

o Hyper-V Heartbeat Service

i Hyper-V Remote Desktop Virtualization ...

i Hyper-V Time Synchronization Service

i Hyper-V Volume Shadow Copy Request...

L2115 Admin Service

% IKE and AuthlP IPsec Keying Modules

o Interactive Services Detection

i Internet Cennection Sharing (1C5)

o Internet Explorer ETW Collector Service

S0 IP Helper

i |Psec Policy Agent

. KDC Proxy Server service (KP5)

5 - DIS

Description

Get fulfillmen...
The DCOMLA...
Enables pairin...

Enables a co...

Enables the d...
Registers and ...
The Diagnosti...
The Diagnosti...
The Diagnosti...
Maintains lin...
Coordinates t...
The DNS Clie..
Provides the ...
The Extensibl...
The FOPHOS..,
Publishes this...
The service is ...
Provides X.50...
Activates and...

Provides a m...
Provides an i...
Provides a m...
Manitors the ...
Provides a pla...
Synchronizes ..
Coordinates t...
Enables this s...
The IKEEXT se...
Enables user ...

Provides net...

ETW Collecto...
Provides tunn...
Internet Proto...
KDC Proxy Se...

i Key Provider Service - MDOS

Status

Running

Running

Running
Running

Running
Running
Running

Running

Running

Running

Running
Running
Running
Running
Running
Running
Running

Running
Running

Automatic
Automatic

Manual (Trig...
Manual (Trig...
Manual (Trig...

Automatic

Automatic (D...

Manual
Manual
Automatic

Automatic (D...
Automatic (T...
Manual (Trig...

Manual
Manual
Manual

Automatic (T...

Manual

Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...

Automatic

Automatic (T...

Manual
Disabled
Manual
Automatic

Automatic (T...

Manual

Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Service
Local Service
Local Syste...
Local Syste...
Metwork 5.

Metwork 5.

Local Syste...
Local Syste...
Local Service
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Metwork 5.

MNetwork 5...

QEM Act
OEM Activa Running  Automatic Local Syste...

Lo KtmRm for Distributed Transaction Coo...

Coordinates t...

Manual (Tria...

MNetwork 5...

2. Go to the Start Menu and choose “Run” or type “Run” into the Start menu or Task Bar
search option to launch Run. Type “INetMgr.exe” and press Enter to launch Internet
Information Services Manager. In the 1IS Manager console, click the “Application Pools”
node in the left panel. Confirm that MDOS Internal AppPool is displayed under the
application pool list in the middle panel, and it is in “Started” status.
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2} » WIN-48NHEQUASLF » Application Pools

File View Help

Application Pools I
e iz |8 9P Ao |
?i Start Page This page lets you view and manage the list of application pools on the server. Application
q:i WIN-48NHEQVASLF (FAREAS| pools are associated with worker processes, contain one or more applications, and provide
@ Application Pools isolation among different applications.
b -[@] Sites
Filter: = 7 Go - [ Show All | Group by: g
£ h Status MET Fram Ianaged Pigel Identity
MDOS Internal AppPool Started w40 Integrated LocalS
DisInternal&ppPool Started w40 Integrated FAREAST\v-der |
@ DIsExternalAppPool Started w0 Integrated LocalSystem
@ DefaultippPool Started w0 Integrated ApplicationPoo
@ Classic .NET AppPool Started v2.0 Classic ApplicationPoo
[ T R [ — san P, FYSESC Y.

3. In lIS Manager, click the “Site” node in the left panel. Confirm that MDOS Internal Web
Service is displayed in the site list in the middle panel and it is in “Started” status.

(&) » WIN-28NHEQVASLF » Sites »

File View Help

I R sies
a ?ii ﬁ:—E;ZEQVASLF (FaRgas | _Fiten " ¥Go - GyShowhll | Groupby: NoGrovping -
@ Application Pools MName M 1D Status Binding
ig MDOS Internal Web Api 5 Started (http) 18032 (https) |
DIS Internal Web Service 3 Started (http) 18002 (https) E
€D DIS External Web Service 4 Started (http) 18001 (hitps) B
&3 Default Web Site 1 Started (http), U..  *:80 (http).808:" (net.tcp),

4. On the site list of the middle panel, select “MDOS Internal Web Service” and click the
“Browse: 8032 (https)” link in the Actions pane.

(8] » WIN-48NHEQVASLF » Sites »

% Sites F

File View Help

Q- H|# 8 . |~
95 Start Page g
Filter: ~ ¥ Go - GShow Al |G : NoG B -
285 WIN-G8NHEQVASLF (FAREAS| | . B sl Coup by No Grouging View Applications
@ Application Pools E%ame D Status Binding View Virtual Directories
N < MDOS Internal Web Api 5 Started (http) :8032 (https) e ——
1 <[8] Sites p P! N ;
€ DIS Internal Web Service 3 Started (http) 18002 (hitps) Manage Website (]
@ DIS External Web Service 4 Started (http) :8001 (https) € Restart 1
&) Default Web Site 1 Started (http), U... *:80 (http),808:" (nettcp), || P Start
B Stop
Browse Websit

[ Browse:8032 (hitps)

Advanced Settings... =
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If there is a security certificate issue, select “Continue to this website (not recommended)”.

@ hitps//localhost:2032/ P - ©|| @ Certificate Error: Navigation... %

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

(2 MDOS Internal Web API %

MDOS Internal Web API

6. FFKI CONFIGURATION

Instruction: Before the MDOS Client is activated and ready for business users, the following
configurations for the FFKI must be completed.

6.1 INTERNAL WEB SERVICE SETTING

Step-by-step:
1. Double click the shortcut on your desktop to launch the MDOS Client.

Note: The default Login ID is “Admin” and password is “123".
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Key Management Tool

Login ID': (admin

Manager : Admin | Nofifications (0)

¥ A Koy Monagement | UserManagement  Log Viewer

bR 460 BB = &

Export Import  Get Report Bind  Recall Revert Edit Optional
Keys Keys Keys Keys Keys Information
Offline Online Return Info Page

i o= QR [ [~]

Licensabe Name Licensable Part Number = Status

Key Type::
1 Product Key ID Product Key Key Type

Status :

PER Status =
MS Fulfilled Date Key Details | Key History
From :

Select = date [EIR

o:

Select a date

OEM PO Number :

=

5]

|

Call Off Reference Number : ™

3. From the main menu, select Options from the tool icon pulldown menu.
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S
ﬂl

Options

Diagnostic

Help

About

Exit b

e e 40

4. When the Options dialog box opens, select System from the left panel and then change

the Host and Port for Internal Web Service to the information that corresponds with
what you used during your installation.

Business

Authentication

Account

~Internal Web Service

Host:

Port :

‘ lacalhost

‘8032

~Data Polling Service

[[] Get fulfillment automatically

A. Data Polling Service setting

Instructions: Set up the Data Polling Service configurations from the System setting panel.

Step-by-step:

181



Microsoft Digital Operations Services User Manual

5. Get Fulfillment Automatically checkbox:
If this checkbox is checked, MDOS Client will get keys from MDOS per the fulfillment
interval (in minutes) that you set.

Note: If this checkbox is left unchecked, MDOS Client will get keys from MDOS per the
fulfillment interval default setting of 10 minutes.

Get fulfillment automatically

Fulfillment interval (minute) : |10

6. Report Automatically checkbox:
If this checkbox is checked, MDOS Client will report CBRs to MDOS per the fulfillment
interval (in minutes) that you set.

Report automatically

Report interval (minute) : 10

7. Delete Logs Automatically checkbox:
If this checkbox is checked, MDOS Client will automatically delete logs (including
operation logs and system logs in MDOS Client) which exceed 3 months. MDOS Client
will check the log created date every 10 minutes. The main purpose for this option is to
provide additional space for the database.

Delete logs automatically (more than 3 months)

B. Old timeline and Hardware Hash length setting

Instructions: Set up the Old timeline and Hardware Hash length configurations from the
System setting panel.

Step-by-step:

8. Old Timeline setting:
If the key fulfillment date exceeds [old timeline] days (default is 180 days), the key will
be displayed as red font in the KMT main window. Meanwhile, the “Exceed timeline”
notification will pop up to notify the user. (Note: this doesn't affect the user who will
use the keys. The user can also edit this field).
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Other

Old timeline (day) : 180

9. “Only report product keys of which hardware hash length is not more than 128"
checkbox:
If this checkbox is checked, MDOS Client will check the hardware hash length while
submitting the CBR to MDOS. If the hardware hash length is greater than 128, MDOS
Client will not report this key. (Currently Microsoft only supports hardware hash length
<=128).

Cnly report product keys of which hardware hash length is not more than 128

Note: It is highly recommended to check this checkbox until Microsoft accepts CBRs
which contain hardware hash length greater than 128 bytes.

6.2 CONFIGURING INTEGRATIONS WITH MDOS API

Instruction: Before the MDOS Client is activated and ready for business users, the following
integrations with MDOS API and business settings must be configured.

Step-by-step:

1. After logging in to KMT, from the main menu, select Options from the tool icon
pulldown menu.
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%~ |

ﬂ Options
+ Diagnostic
. Help

. About

_ Exit 3

2. When the Options dialog box opens, select Business from the left pane. Then in the right
pane, confirm that the information that was input during installation is correct.

| Add || Edit || Remove |

BusinessMame BusinessID
Lab3 2
Lab3 4

[<]

3. If you have more than one business, please click Add button to create a new business.
4. If you want to make additional changes, select the Business in the list and then click the
Edit button above the list. Confirm any changes, click the Save button on the bottom

right to save the changes, and close the dialog.
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2 Edit Business == -

Business Name : |Lab3

SitelD : 2

BusinessID: 2

UseriD: 1

Client ID :

2c13b599-720e-4335-8eb2-8cdacbas6272

Secret ID: 0z6fae53aci448809630018adf5cecd

Status : ‘Adive | - ‘

Save Cancel

Note:

e Businesses will automatically be displayed in alphabetical/numerical order by

Business name.

e If you already have received keys from a business, you are unable to remove this

business. You are also unable to edit SitelD and BusinessID.

7. ADVANCED FUNCTIONALITIES

7.1 DIAGNOSIS AND TESTING

Instructions: Follow the diagnosis and testing steps to confirm a successful set up in MDOS.

Step-by-step:

1. From the main menu, select Diagnostic from the tool icon pulldown menu.
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2] Key Management T

g

2. Inthe Diagnostic dialog box, check the checkbox for “Check status of system
components automatically”. This will ensure the MDOS Client checks whether the four
system components listed below work correctly. If some components don’t work,
notification in MDOS Client main page will pop up to prompt the user.

e Internal Web Service
e Data Polling Service
e Key Provider Service
e Database

2 Diagnostic [ x|

Check status of system components autocmatically I

3. Click the Test internal web service button to test that the Key Management Tool can
successfully establish communication with the Internal Web Service. If it returns
unsuccessful results, please check the failure message and go back to “Option” window
-> System setting, to check the Internal web service setting.
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Check status of systern components automatically

‘ Test internal web service ‘

e, R

‘44 ‘ - ‘ ‘ Connect to CloudOA ‘

S

Testing connection to internal web service ...

Success
-

‘ Copy ‘ ‘ Exit ‘

4. Select the business from the dropdown list, and then click the “Connect to MDOS”
button. Ensure that a Success result message is received. If it returns unsuccessful

results, please check the failure message and go back to “Option” window, to check the
Business setting.
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2] Diagnostic -

Check status of system components automatically

| Test internal web service ‘

| |44 ‘ - ‘ ‘ Connect to CloudCA ‘ I

Testing connection to CloudQA Service ...

Success

| Copy | ‘ Exit ‘

7.2 NETWORK CONSIDERATIONS
Instructions: Follow the steps below to confirm successful access to MDOS.

(i) A. Accessing MDOS via Proxy
Instructions: Follow the steps below to confirm successful access to MDOS via Proxy.

Step-by-step for Accessing MDOS via Proxy:

1. If there is a proxy server between MDOS and the network segment that MDOS Client is
deployed, and all the inbound/outbound access from/to MDOS will first pass through
this proxy server. Please be sure to configure the proxy setting in Key Management Tool
accordingly.
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System - Proxy
) None

Business

() Use IE Proxy Setting

Authentication
(® Customize
I
Host : ‘pmxyurl ‘
Account
Port : ‘80 ‘
User Name : (username ‘
Password : ‘ ‘

[] Bypass proxy server for local addresses

| Save || Cancel || Apply |

2. If there is DNS filter configured in the proxy server, please also ensure that the following
URLs of MDOS API have been explicitly allowed in the filter policy:
For testing: http://pg-digitaloperations-api.oa.microsoft.com
Fort production: https://digitaloperations-api.oa.microsoft.com

(ii) B. Production Line Network Planning

Instructions: Follow the steps below to confirm Production Line Network Planning and
successful access to MDOS.
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Step-by-step for Production Line Network Planning:

1. Deploy Key Provider Service that directly interacts with OA3 Tool in the production line
in a dedicated network segment that is separated from the one that has public network
access;

2. Use reliable network communication mechanism for DPK assembly and reporting with
OA3 Tool as possible;

3. If network is a factor that makes the impediment in your production and OA3.0 process,
please consider using OA3 Tool in its file based mode or the extensive approaches based
on that.

STEPS FOR ONBOARDING — EXISTING TPI ADDED AS NEW DLP

Instruction: Set up an existing TPl as a new DLP in MDOS.

Existing TPI set up as new DLP in MDOS

Once the business is established, to do business with an existing TPI (Third-party Installer), they
need to be set up as a new DLP (Downlevel Partner) in MDOS. The TPI partner will then be able
to perform key operations.

Step-by-step: (Existing TPl added as a new DLP)

1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

Sign in to MDOS

2. Click ‘Add DLP’ to add an existing TPl as new downlevel partner.
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o~ 2 Microsoft .

p—
+ b e
Completed Farms
e wocanon s T LACENSE AGRET MR RN o staws
[o— [p— suvary re— [P—

[r—————

3. Select the ‘Decentralized’ business model.

& Microsoft
WACROSOFT AGREEMENT 5000045514

mdoscatestlab3 company name

What is your Business Model?

suBsIDIARY (@

4. All the existing TPl available for the OEM will be displayed and select the TPI to add
under OEM in MDOS and click ‘Proceed’ button,
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s % Microsoft P
-

0 2

sved  Pending Acceplance Gt Compieled

MICROSOFT AGREEMENT 5000045514 £

mdoscatestlab3 comp name

® . s

Contoso TP 2 Contoso Subsidiary 2

Soid To: 0000128857
Ship Te: 0000129007
Agreement Number.
Agresmant Type; 1
{2015) for Named

Campany Admin Emait: Licansa Agresment End Date:

- o R

tirwse with NEW TP request?

We found similar partnier names in existing down level partrier list. Would you like to add existing TPY o ke to

4= SELECT FROM DSTING TR CONTILE WTH NEW TR

6. Review the summary of the information displayed and click ‘Confirm’ button to submit
the request
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MDOS

OEM Company Name: License Agreement Type:
MDOSCATESTLAZ COMPANY NAME wa
OEM Sold to Number License Agreement Number
to00szeesT seogotss1e
OA 3.0 Contact Emaik License Agreement Start Date:
moscatestiab3 @outioo o w2017
Company Admin Email: License Agreement End Date:
manszses i @outiook com sz
Section 2A: OEM: OA 3.0 Authorized Site(s)

< Lacal TP1/OM Site Mame: Ship to Number:
contoso TPz to0012EE
TPI/OM Cantact Name: OA Company Administrative Email:
TEST mcscatesist etk com
TPI/OM Address: TPI/OM Cantact Email:
TEST macscatestia 13 Beuliook com
Customer Contact Email: MDOS Login Email:
[ —— manscssi 3i2cuk o
Telephone: Transaction Type :
24220 FARTIAL
OA 3.0 Site Type :
L

7. Once the DLP is added successfully, partner will get the success message confirmation.

TPI Confirmation

@  The request to add MDOS TEST TPI 1 as a decentralized TP! has
been successfully submited The expected approval time for a
NEW decentralized TPI ts 3 1o 5 business days. For EXISTING
decentralized TPI's the approval time is 1hr. or less Once the
decentralized TP1 is approved they will recesve an email notification

Please work with your TP1 to accept the relationship to complote
the onboarding process. For help with MDOS issues please contact

MDOS support at msoemops@microsoft com

8. Click on ‘OK’ and partner will be asked if need to add another DLP, if not partner will be
redirected to Wizard dashboard,
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y '
o B Micrasoft
=

MICRGSORT AGREEMENT 5000045514

mdoscatestlab3 company name

Completed Farms

"PARTHER NAME LocATION ‘BUSNESS TYPE LICENSE AGREEMENT NUMBER e

s e
e e o — [ o

Ja— w p— p— —— —
—r — — —

maoscam st ot com [P— arsep vt

STEPS FOR ONBOARDING — NEW AUTHORIZED USER

Instruction: Add a new authorized user to your MDOS account. A new authorized user will have

to onboard with MDOS to be able to receive permissions to access MDOS and perform key
actions.

e m Microsoft

Contoso OEM1

Do you want to add an authorized user 7

(@) [ s e iy defh o i o change e go o e A e secion vl
moos

What is an Authorized User?
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An authorized user will have permissions to access MDOS and perform key actions or read-only
access. Access and permissions must be set by the company administrator (admin).

The Admin section in MDOS provides a view of all your authorized user accounts and lets you
manage users connected to your account from this dashboard. From the Admin page, under
CREATE USERS; you can add, remove, or edit current users. You can also edit user permissions
from this section.

Pre-Requisite: Authorized user should create a profile in DOC.
Below are the steps to activate DOC Account:
You will receive an email to join MDOS via the MSA email account provided to the GPO.

STEP 1: Find your sign-in PIN (Personal Identification Number). After this welcome email, you
will receive an additional email containing a first-time sign-in PIN .Please make note of the PIN;
it is a six-digit number.

Important informatio your new Microsoft DOC account

STEP 2: Select your preferred sign-m method. The Digital Operations Center supports several
types of sign-in methods: depending on your user account type. You may select any qualifying
account of your choice or create a new one.

STEP 3: Sign in for the first time. Supported sign-in credentials Windows Live ID Microsoft Corp
Net with the information from Steps 2 and |, You are ready to sign in to DOC by clicking
www.microsoftoem.com where you will be asked to select a preferred sign-in method. After
making your selection, you will be directed to the sign-in page.

STEP 4: Enter your PIN. Once you have successfully signed in, you will be asked to provide the
PIN number obtained in Step 1. After entering PIN, you will be taken to the Home Page.
The invitation mail will provide you the detailed step (as per below screen).
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Subject: Welcome to the Microsoft Digital Operations Center

Welcome to the Microsoft Digital Operations Center (DOC)!
Your new DOC account has been created. To begin using DOC applications, you will need to complete the following five steps the first time you sign in.

STEP 1 — Find your sign-in PIN (Personal Identification Number).
After this welcome email, you will receive an additional email containing a first time sign-in PIN. Please make note of the PIN; it is a six-digit number.

STEP 2 — Select your preferred sign-in method.
The Digital Operations Center supports several types of sign-in methods, depending on your user account type. You may select any qualifying account of your
choice or create a new one. Please note that your company may have policy guidelines regarding this account selection.

User Account Type Supported sign-in credentials

Microsoft Partner Extranet Windows Live ID Microsoft CorpNet

yourdomain\userid

External customer (OEM, Distributor, etc.) v v

External partner (AR, SPV, etc.) v v

Internal Microsoft employee or vendor v

STEP 3 —Sign in for the first time.
With the information from Steps 1 and 2, you are ready to sign in to DOC by clicking the
preferred sign-in method. After making your selection, you will be directed to the sign-in page.

link: <first time sign-in link>. You will be asked to select a

STEP 4 — Enter your PIN.

Once you have successfully signed in, you will be asked to provide the PIN number obtained in Step 1. After entering your PIN, you will be taken to the Home
Page.

STEP 5 — Browser Configuration.

After you have successfully completed your first-time login, please follow the steps outlined in Section 1 of our “About DOC” guide to ensure DOC runs smoothly
within Internet Explorer: About DOC. You are now ready to start using the Microsoft Digital Operations Center!

Note: Your account must be activated within 30 days of receipt of this email, otherwise your account will be suspended.

Note: If your account is suspended or if your account becomes locked after three unsuccessful sign-in attempts, please contact your Company Administrator. The
Company Administrator is a designated person within your organization defined in your Microsoft agreement.

To learn more about the functionality of varicus applications within DOC, click here: About DOC

Thank you,
Microsoft DOC Support Team

If you have received this email in error, please notify us using the following link: <Digital Operations Center Portal Helpdesk link>

If you have any difficulties with the first time sign-in or using DOC, please contact your Company Administrator or click here: <Digital Operations Ceater Portal
Helpdesk link>

Privacy Statement

Mi ft C. ion, One Mi ft Way, Red d, WA 98052

PLEASE DO NOT REPLY TO THIS E-MAIL, AS IT IS AN UNMONITORED ALIAS.

Step-by-step: (New authorized user persona)

1. User logs in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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B Microsoft

Sign in to MDOS

2. User will be greeted with a welcome to MDOS message.
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% Microsoft

MDOS

MDOS

Welcome to Microsoft Digital Operations Services|®

User 23, Cloud OA LAB

3. User must accept the Terms and Conditions (if they agree) to continue with the MDOS
application.

MDOS TERMS & CONDITIONS

USER PROFILE
User 23, Cloud OA LAB

Microsoft MDOS Privacy Statement

Frese type in e User Profie name in he above text el
(Ex Lastname. Fustname)

1 Accnpt The Microsoft MOOS Terms Of Use

hased from Mictosoft (Keys')

use other pr

Lg

S that transmit
ft may use cookies

€'s hard disk by & web service) or similar techaologies to provide

4. Once the Terms and Conditions are accepted, the user will be able to login to MDOS
application.
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5. Click on ‘Navigate to Dashboard’ so that partner can navigate to dashboard application
to perform the key operations.

MICROSOFT AGREEMENT 5000045514
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@Your dashbos
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Keys Overview

No Data Found

0 xer

Keys Overview

v UPLEVEL

DOWNLEVEL
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Key History

0 rav 0 xevs

P Business 2

Notification

0 page f data is not updated

Contoso Subsidiory

MICROSOFT

3

Q
S| o 0 0

LAST 6 MONTHS v

SECTION 1. INTRODUCTION
1.1. MDOS OVERVIEW

Welcome to Microsoft Digital Operations Services (MDOS)
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MDOS is a web based service that provides Microsoft partners (OEM, ODM/IDH and Third-Party
Installers) the ability to complete the OEM Activation Services 3.0 (OA 3.0) end-to-end process
that is required to order and ship devices installed with Microsoft Windows. The MDOS service
provides partners the ability to digitally order, fulfill, transfer and return digital product keys
(DPKs) as part of doing business with Microsoft. Microsoft is discontinuing physical Certificate
of Authority (COAs) licensing stickers as a way of licensing products. Beginning with Microsoft
Windows 8, partners are now required to use DPKs to manufacture and pre-license the device
at manufacturing time. The MDOS system is a cloud service that can be used by partners to
complete these transactions with Microsoft.

In order to transact with Microsoft, new and existing partners will need to onboard onto the
MDOS system and begin transacting in a digital way. The OA 3.0 activation process is a new way
to license and activate Windows. Before beginning to use this new model, it is important to
understand some key concepts and requirements. Below, is a high-level overview of both the
new OA 3.0 end-to-end process requirements, as well a high-level overview of the capabilities
of the MDOS service.

OEM Activation 3.0 End-to-End

OA 3.0 as noted is a new digital way of manufacturing, pre-licensing, and shipping windows-
based systems. OA 3.0 provides an entire framework for how OEM/ODM partners transact with
Microsoft, as well their downstream manufacturing partners and entities. In OA 3.0, the process
starts by an OEM/ODM, who has already completed a Microsoft License Agreement (GPA) with
Microsoft. If you do not have GPA or Licensing agreement with Microsoft, please contact your
Customer Operations Manager (COM) or your Microsoft Sales Manager to understand what is
required to complete a direct licensing agreement with Microsoft.

Once a partner has an agreement signed with Microsoft to sell Microsoft Windows and/or
additional products, the next step is understanding the end-to-end process that is required to
complete the OA 3.0 process for Windows shipments. The process starts with a toolset required
to digitally connect to Microsoft. Today, the partner has a choice of whether to build an OA 3.0
client or leverage the existing solution offered by Microsoft, called MDOS. The MDOS solution is
provided for partners that complete under one million transactions a year. For all other
partners, building an OA 3.0 client is required. The remainder of this manual will detail aspects
of the MDOS system, as well provide overview, step-by-step examples, tips, and details about
the specific functionality available in the MDOS service. Below, we discuss the OA 3.0 end-to-
end process for understanding. We will then discuss at a high level how to use MDOS to ensure
your continued success purchasing, manufacturing, and shipping Microsoft Windows to your
end users.

The OA 3.0 feature set end-to-end process that is required
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The Digital licensing and entitlement process starts with the OEM/ODM placing an order to
Microsoft for Microsoft Windows digital product keys (DPKs). This order can either be a form of
credit card at Microsoft, which allows the OEM’s designated partners to order against (Call Off
Order), or it is a direct order from the OEM to Microsoft (Standard Order), either type is
supported. The order process can be completed within the MDOS service, or direct to Microsoft
DOC Portal site. Once the digital order is placed to the Microsoft services, the OA 3.0 DPKs for
Windows will be fulfilled into the MDOS system. The OEM then chooses a partner to complete
the manufacturing portion of the project and will deploy (transfer) the digital product keys from
their system to the factory, where the factory may be owned by the OEM or is a third-party
Installer (TPI). Once the keys have been deployed to the factory, the factory will manufacture
the Windows device and will be required to inject the DPK into the firmware (BIOS/UEFI) of the
device. Once the DPK is injected, the factory will capture a Computer Build Report (CBR), which
contains complete hardware information shipping with the device, as well information about
the now injected DPK. This CBR is sent to Microsoft and is recorded prior to the device reaching
the end user. Once the end user purchases that device and powers on, Windows will request a
machine activation, which ensures the device is a Genuine Microsoft Windows device. The
activation event occurs and completes and the OA 3.0 process completes. If the machine is
returned for any reason within 365 days, the OEM is able to request a refund and must send
Microsoft information about the specific DPK being returned and the reason for the return.

There are a variety of use cases and scenarios that are supported by the OA 3.0 end-to-end
process and requires some general understanding before beginning to complete the process
with Microsoft. The OEM/ODM, the entity with a direct relationship and contract with
Microsoft is in control of deciding how much involvement they will have in the end-to-end
process. There are three ways to setup your relationship with your downstream partners
(subsidiaries, servicing centers and/or factories for manufacturing). In MDOS, we define the
relationship of the OEM/ODM and its partners as a Business relationships as a Business. A
business within MDOS is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering. The OEM/ODM, those that have a direct contract with
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Microsoft, choose the type of control and involvement they will have in the OA 3.0 end-to-end
process. The OEM/ODM can choose to have a centralized or decentralized relationship with its
business entities. In a centralized business setup, the OEM chooses to have total control of the
process from Order to Return and all functions in between. The OEM will order, fulfill and
transfer the DPKs to their downstream partners called DLP (Downlevel Partners), as well will
handle all returns on their own behalf. The centralized model allows the parent entity
(OEM/ODM) full control throughout the MDOS system and the end-to-end process. The other
type of business setup is a Decentralized model. The decentralized model requires the OEM to
place the Call Off order with Microsoft. The OEM does not need to manage the order or the
digital product keys at all, instead this model relies on the DLP to manage all DPK orders,
fulfillments, transfers and returns on behalf of their OEM partner. The OEM does not need to
“manage” anything except the call off order with Microsoft, but is responsible for any audits
required by Microsoft and as such the OEM should check in with their DLP’s on a regular basis
to understand what is happening within their business.

In summary, the OA 3.0 end-to-end process is setup by the OEM/ODM, the entity with the
direct contract with Microsoft. The OEM/ODM is required to define the business and yet can
choose to manage the entire end-to-end process directly (centralized) or choose to outsource
the process to their DLP (decentralized).

MDOS Service Overview

Now that you have familiarity with the OA 3.0 end-to-end process requirements and available
business related options, we will explore the high level MDOS capabilities as a tool to complete
your digital business transactions with Microsoft. The MDOS service offering is available to our
smaller OEM/ODM partners, those that complete less than one million shipments of Windows.
The MDOS service is currently free to use for these partners including support of the service
and its feature offerings. MDOS provides electronic email based support from the vendor hired
by Microsoft to complete the service offering, please see support section within the MDOS
manual for additional details and the specific contact information.

As noted above, partners can choose to onboard to the MDOS service or complete a build of
their own OA 3.0 client, connecting to Microsoft backend web service directly. The MDOS
service is an Azure Cloud based solution that also requires a physical client for the factory floor
manufacturing requirements. MDOS provides the end-to-end solution required to order, fulfill,
deploy, report and return Digital Product Keys required to manufacture Windows devices.
Below we will explore some of the high-level features of the MDOS service offering, and walk
through the onboarding requirements.

Onboarding to MDOS

MDOS provides everything required to complete the digital pre-licensing requirements set by
Windows since Windows 8. To onboard to the MDOS service, you will need to complete your
GPA contract with Microsoft. Once the contract has been signed, Microsoft will send you an
email with your MDOS Registration information, including a link to the DOC site. The DOC is
used to “register” your MSA email account and corporate email account with the system.
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Because MDOS is a cloud service, you do not need to “install” any software for the OEM/ODM
entity, rather you access the MDOS service via a browser URL address that will be sent to you
once you have completed your contract with Microsoft. The link you will receive will direct you
to register with DOC and choose which type of partner you identify as. Once the DOC
registration is complete, you will be sent the MDOS direct link URL in order to login for the first
time.

Defining an MDOS Business

Once the OEM/ODM have registered and successfully logged into the MDOS system, the next
step is to define the type of Business that will be used (centralized or decentralized), and which
entities (DLP’s) you will work with to complete your Windows device end-to-end process for
manufacturing and device shipment. Setting up the business is a critical step and one that
should be thought through prior to attempting to setup your Business within MDOS. MDOS
supports multiple businesses; which means that for one business the OEM may choose to work
with Manufacturing Partner A and for another business the OEM may choose Manufacturing
Partner B. The OEM may choose to setup one business as centralized and the other as
decentralized. Each business is secured and keeps all details regarding that business separate,
whether it be DPKs, Log files, and/or Alerts. An OEM can also define how the business behaves
with regard to DPK fulfillment and/or CBR submissions to Microsoft. In other words, the OEM
may choose to order and then manually download DPKs for one business, while setting up
automatic DPK fulfillment for their other business. There are a variety of settings and options
defined within this manual and we encourage you to explore the details of each for a thorough
understanding.

Manufacturing with MDOS

As part of setting up the MDOS Businesses, the OEM/ODM can choose the manufacturing
partner(s) they will work with. Adding the manufacturing partners into the MDOS Business
requires the OEM/ODM to invite the manufacturing entity as a business entity within your
defined business. The OEM/ODM will “invite” the manufacturing partner (TPI) into the business
via the DLP setup within the MDOS service. Once the manufacturing partner accepts the invite,
they are ready to transact on behalf of the OEM/ODM partner. The MDOS service requires the
manufacturing partner to “configure” themselves within the MDOS cloud service (as a TPI) and
then requires the manufacturing partner to install the physical MDOS Factory Floor Key
Inventory (FFKI) client on the manufacturing floor. The MDOS FFKI client is a software install
that will connect to the MDOS cloud via a secure connection through either a VPN or via the
Internet. The MDOS FFKI client manages the DPKs between the MDOS cloud and the physical
manufacturing floor. The MDOS FFKI Client will request DPKs from the service and will make
those DPKs available for injection into the Windows device being manufactured. The MDOS
FFKI client will also capture the Computer Build Report (CBR) required and send that CBR
upstream to the Up level Partner (ULP), who will relay that to Microsoft directly depending on
Centralized or Decentralized business setup.

Conclusion
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In order to manufacture and ship Windows devices, our OEM and ODM partners are now
required to complete these transactions in a digital way, no longer using the COA’s of the past.
The OEM Activation 3.0 end-to-end process is a defined set of steps that are required to
purchase, fulfill, deploy and/or return digital product from Microsoft. The OA 3.0 process
requires the parent entity, that is the entity that has a direct licensing agreement with
Microsoft to connect, order and fulfill digital product keys. The OEM/ODM has a choice of
whether to build their own OA 3.0 client software, or leverage the MDOS service for completing
transactions. The MDOS service is for use by OEM/ODM partners who complete one million or
more Microsoft Windows device shipments per year. Onboarding to MDOS occurs once the
OEM or ODM have successfully completed a licensing agreement with Microsoft. The MDOS
service provides these entities and partners with a system to use to complete end-to-end digital
orders, fulfillments, deployments and returns electronically with Microsoft. The MDOS service
supports setting up Businesses that allow the OEM/ODM the ability to manage their business in
a way that meets their business needs—either centralized, decentralized or a combination of
both—as a subsidiary in a secure way. The OEM/ODM can invite downlevel partner (DLP’s) into
their business to complete functions such as servicing and manufacturing. The reminder of this
manual will provide overviews, examples, step by step instructions and tips for completing your
MDOS features and functions.

1.2. CAPABILITES & BENEFITS

MDOS Capabilities and Benefits

Microsoft Digital Operations Service (MDOS) is a cloud-based digital key distribution and
entitlement service for Microsoft partners. It gives partners the ability to order, deploy,
manage, bind, return, and recall Digital Product Keys (DPKs) as needed. MDOS is a self-service
tool that provides easy access to new capabilities and allows partners to scale.

The key benefits of moving to MDOS include:
e Flexible platform: Easy to add new partners and scale your business
o Self-service capabilities
e Efficient inventory management
e User-friendly interface
o Software as a service — no need to upgrade software, always up to date
e Integrated with other Microsoft platforms

MDOS provides the following capabilities:
e Basic OA 3.0 infrastructure (order, fulfill, transfer, return, report, etc.)
e Automated setup/onboarding
e ERP system integration*
e Integration with other Microsoft platforms (DOC and Connector)*
e Low cost scalability to support new Microsoft programs (pricing configurator, DA, cloud
attachments, etc.)
e Business Intelligence reporting*
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o Self-serve capabilities (Pop-up support, tip tool, chat support, form integration, support
forums, link to documentation, etc.)

e Offline run mode (File-based DPKs)

e MES system integration* (API for FF EMS/MES)
*Some features may not be available today but will be available at a future date.

Example: Contoso OEM has a growing business where they work with multiple downlevel
partners (DLPs) including TPI, IDH/ODM, and FFKIs. The businesses run in different business
models where some are centralized and some are decentralized. Contoso OEM was using the
DIS Chinasoft legacy system, but they are now migrating over to MDOS for its many benefits.

Contoso OEM will now be able to:

e take advantage of the flexible platform that allows them to easily add new partners as
their business grows.

e navigate across different views depending on each business’ structure with a user-
friendly interface.

e use the self-service tool to easily perform key functions (order, fulfill, transfer, return,
report, etc.).

e manage inventory for each business and see a real-time view of inventory levels, key
status details, as well as access business intelligence data—all in one place.

Additionally, Contoso OEM knows that MDOS is also an online service, so updates are made
automatically and they will never have to manually update their software to have the latest

version.

1.3. TERMINOLOGY DEFINITION

Acronyms & Definitions:

System

Acronym | Term Description
The BIOS is a type of firmware used to perform hardware
initialization during the booting process (power-on startup)
BIOS Basic Input / Output on IBM PC compatible computers, and to provide runtime

services for operating systems and programs. The BIOS
firmware is built into personal computers (PCs), and it is the
first software they run when powered on.

Business

A business within MDOS is a secure hierarchical grouping of
registered entities that allows those entities to interact and
transact to complete the OEM Activation 3.0 features and
functions within the MDOS Service offering.
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Bl

Business Intelligence

Business intelligence (Bl) can be described as "a set of
techniques and tools for the acquisition and transformation
of raw data into meaningful and useful information for
business analysis purposes".

Centralized Business

* OEM Corporate conducts all transactions with Microsoft
directly

* OEM Corporate places orders, receives DPKs, distributes
DPKs to OEM or TPl manufacturing sites

¢ OEM /TPI manufactures device and returns the Computer
Build Report (CBR) and Product Bind Report (PBR)

* OEM Corporate submits CBRs to Microsoft

CBR

Computer Build Report

A Computer Build Report (CBR) is a mandatory report that is
sent to Microsoft notifying which keys have been used
(bound), so they can be activated. (See CBR Computer Build
Report section for more details).

COA

Certificate of Authority

Microsoft is discontinuing physical Certificate of Authority
(COAs) licensing stickers as a way of licensing products.
Beginning with Microsoft Windows 8, partners are now
required to use DPKs to manufacture and pre-license the
device at manufacturing time. The MDOS system is a cloud
service that can be used by partners to complete these
transactions with Microsoft.

COM

Customer Operations
Manager

Microsoft employees who manage one or more channel
partner accounts.

Decentralized Business

e OEM Corporate creates relationship with Microsoft, but
third parties can conduct transactions on behalf of OEM

¢ OEM Corporate places blanket orders with Microsoft

* TPI places call-off orders, receives DPKs from Microsoft,
manufactures devices

¢ TPI submits CBR to Microsoft, and a copy to OEM

DOC

New content library and portal created by Microsoft for
Partners. Visit the DOC to access resources or learn more.

DIS

Digital Inventory System

DIS is a client server solution for OA 3.0, which has been
retired and replaced by MDOS
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DOC

Digital Operations Center

An OEM portal website that includes applications and
content used by the OEM Operations team and its
customers to conduct business.

DPK

Digital Product Key

A digital product key, also known as a product key or
software key, is a specific software-based key for a
computer program. It certifies that the copy of the program
is original.

DLP

Downlevel Partner

The entity that receives keys from the uplevel entity.
Downlevel entities can deploy keys to downstream partners,
manufacture devices, and/or submit CBR/PHR reports. A
Downlevel partner can be:

- ODM/IDH or TPl in a centralized relationship

- ODM/IDH or TPl in a decentralized relationship

- Factory Floor (FFKI end entity in business)

ERP

Enterprise Resource
Planning

Enterprise resource planning (ERP) is business process
management software that allows an organization to use a
system of integrated applications to manage the business
and automate many back-office functions related to
technology, services and human resources.

FFKI

Factory Floor Key Inventory

Inventory (FFKI) client on the manufacturing floor. The
MDOS FFKI client is a software install that will connect to the
MDOS cloud via a secure connection through either a VPN
or via the Internet or may be manually transferred (e.g. via
USB). The MDOS FFKI client manages the DPKs between the
MDOS cloud and the physical manufacturing floor. The
MDOS FFKI Client will request DPKs from the service and will
make those DPKs available for injection into the Windows
device being manufactured. The MDOS FFKI client will also
capture the Computer Build Report (CBR) required and send
that CBR upstream to the Uplevel Partner (ULP), who will
relay that to Microsoft directly depending on Centralized or
Decentralized business setup.

HW
Hash

Hardware Hash

A series of alphanumeric characters that identifies the
hardware device. Most of the information used for
hardware hash is based on motherboard and its onboard
devices.

LRM

Licensing & Revenue
Management

Team within MS that oversees licensing process. (SMP
accounts, TPI creation, etc.).

MAT

Multiple Activation Test
Key

Multiple Activation Test Key is also referred to as Test Key or
TKY.
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MBR Mother Board
Replacement
MS
(or Microsoft Microsoft Corporation
MSFT)
A Microsoft account (MSA) enables improved
personalization, provides seamless experiences across
Microsoft products, and allows you to access enhanced
features and settings. A Microsoft account (MSA) is an email
MSA Microsoft Account accc_)un'_c used to sign_in to Microsoft services and is required
to sign in to MDOS. (i.e. name@outlook.com,
name@hotmail.com, name@msn.com). Or use an email
account that is registered as an MSA (i.e.
name@yahoo.com, name@gmail.com, name@qg.com,
name@163.com).
MDOS is a fully cloud based digital key distribution and
MDOS Microsoft Digital Operation | entitlement service for Microsoft partners. It provides the
Services ability to order, deploy, manage, bind, return, and recall
Digital Product Keys as needed.
A nondisclosure agreement (NDA) is a legal contract
NDA Non-Disclosure Agreement | between two or more parties that signifies a confidential
relationship exists between the parties involved.
Original Equipment OEM Activation 3.0 is a trusted way to uniquely bind
OA 3.0 Manufacturer Activation software and service entitlements to hardware, unlocking
3.0 (OEM Activation 3.0) rich opportunities across the OEM Ecosystem.
An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a company
that designs and manufactures devices (tablet, PC, etc.)
oDM/ Original Design based on requirements specified by the OEM, (such as
IDH Manufacturer/ screen size, processor, memory, performance, etc.). The
Independent Design House | devices manufactured by the ODM/IDH are rebranded by
the OEM. ODM/IDH companies allow the firm that owns or
licenses the brand to produce products without having to
engage in the design or running of a factory.
. . Original equipment manufacturer (OEM) is a term used
OEM Original Equipment when one company makes a part or subsystem that is used
Manufacturer .
in another company's product.
The OEM Hardware Report (OHR) generally follows the
OHR OEM Hardware Report Computer Build Report (CBR) and includes additional

hardware data required by Microsoft, such as model
number, screen size, touch screen. Contrary to the name,
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the OHR is not optional, but is now required by Microsoft.
(Refer to your agreement for details).

OPN

OEM Part Number

The number assigned by the Original Equipment
Manufacturer (OEM) for a part they manufacture.

PBR

Product Bind Report

The Product Bind Report (PBR) is the report that is
generated after keys are bound. The bind keys process links
service keys (such as Office 365) with Windows keys (such as
Windows 10 0S).

PC

Personal Computer

A personal computer is a multi-purpose electronic computer
whose size, capabilities, and price make it feasible for
individual use. PCs are intended to be operated directly by
an end-user, rather than by a computer expert or
technician.

PO

Purchase Order

A purchase order is a commercial document and first official
offer issued by a buyer to a seller, indicating types,
quantities, and agreed prices for products or services.

RTM

Release To Manufacturing

RTM is a term used to describe the version of software first
released to hardware manufacturers for bundling. The RTM
process is beneficial in that it helps developers work out any
bugs before general release via manufacturer refinement of
the software.

RMA

Return Material
Authorization

A return merchandise authorization (RMA), return
authorization (RA) or return goods authorization (RGA) is a
part of the process of returning a product in order to receive
a refund, replacement, or repair during the product's
warranty period.

SKU

Stock Keeping Unit

In the field of inventory management, a stock keeping unit
or SKU is a distinct type of item for sale, such as a product or
service, and all attributes associated with the item type that
distinguish it from other item types.

TPI

Third-Party Installer

A manufacturer that is licensed through a TPl agreement to
preinstall the Windows operating system onto a computer
on behalf of an OEM. TPIs are authorized to use the OA 3.0
Tool. The OEM sends the DPKs to the Factories (usually a
Third-Party Installer (TPI) factory).
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partner can be:

- Microsoft agreement (GPA, IDH/ODM or Embedded)
- OEM, ODM/IDH or TPI in a centralized relationship

- OEM, ODM/IDH or TPI in a decentralized relationship

ULP Uplevel Partner

The entity above the downlevel entity. Keys will flow from
this entity to downstream entities. An upper level (uplevel)

machine interaction, is the space where interactions
between humans and machines occur. The goal of this

machine from the human end, whilst the machine
simultaneously feeds back information that aids the
operators' decision-making process.

The user interface, in the industrial design field of human—

Ul User Interface interaction is to allow effective operation and control of the

SECTION 2. ACCESSING MDOS

2.1. LOG IN TO MDOS

Description:
To access MDOS (Microsoft Digital Operation Services), go to the url:
https://digitaloperations.oa.microsoft.com

The log in to MDOS requires using a Microsoft account (MSA) email account and password, and
requires an agreement to the MDOS Terms & Conditions. (See the Onboarding Manual for more
details). From this location, partners may order, deploy, manage, bind, return, and recall Digital
Product Keys as needed.

2.1.1. MSA ACCOUNT

Description:

A Microsoft account (MSA) enables improved personalization, provides seamless experiences
across Microsoft products, and allows you to access enhanced features and settings. An MSA is
an email account (formerly known as Windows Live ID) that is used to sign in to Microsoft
services such as Outlook.com (or Hotmail), Office, OneDrive, Skype, Xbox, Windows and more.
An MSA is also required to sign in to MDOS.
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You can use any email address as the user name for your new Microsoft account, including

addresses from Outlook.com, Yahoo!, or Gmail. If you already sign into Windows PC, tablet, or

phone, Xbox Live, Outlook.com, or OneDrive, use that account to sign in.

A complete list of MSAs includes:

e Qutlook
e Hotmail
e Live

e MSN

e Other emails registered as MSA (i.e. Yahoo! or Gmail)

Examples: name@outlook.com, name@hotmail.com, name@msn.com. Or an email account

that is registered as an MSA (i.e. name@yahoo.com, name@gmail.com, name@qqg.com,
name@163.com).

Resources:

e To learn how to sign up for a new Microsoft account set up, go to Microsoft Accounts.

e To sign into your account, go to the sign in page

e If you're looking for help with your Microsoft account, refer to the Microsoft support
website.

e For additional questions regarding Microsoft accounts and to see Frequently asked
question, go to Microsoft Account FAQs

What you’ll need to set up your account:
e (Create a new account name
e Choose your platform (i.e. @outlook.com)
e (reate a new password

What you can do with your account
e Manage how you sign in to Microsoft
e Edit your personal information (i.e. first and last name, billing info, etc.)
e Edit your billing information
e Go to your Xbox profile
e Go to your Skype profile
e Access MDOS

2.1.2. INITIAL LOG IN TO MDOS

Description:
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https://login.live.com/login.srf?wa=wsignin1.0&rpsnv=13&ct=1486575988&rver=6.7.6636.0&wp=MBI_SSL&wreply=https:%2f%2faccount.microsoft.com%2fauth%2fcomplete-signin%3fru%3dhttps%253a%252f%252flogin.live.com%252flogin.srf%253fwa%253dwsignin1.0%2526rpsnv%253d12%2526ct%253d1457362281%2526rver%253d6.5.6509.0%2526wp%253dMBI%2526wreply%253dhttps%253a%252f%252fwww.microsoft.com%252fen-us%252faccount%252fdefault.aspx%2526lc%253d1033%2526id%253d74335&lc=1033&id=292666&lw=1&fl=easi2
https://support.microsoft.com/microsoft-account
https://support.microsoft.com/microsoft-account
https://account.microsoft.com/account/faq
https://account.live.com/names/Manage?mkt=en-US&refd=account.microsoft.com&refp=profile
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The initial log in to MDOS requires using a Microsoft account (MSA) email account and

password, and requires agreement to the MDOS Terms & Conditions. After the MDOS Terms &
Conditions have been reviewed and agreed to, the log in will go directly to the dashboard Ul

view.

Step-by-Step:

1. Go to https://digitaloperations.oa.microsoft.com URL and the log in window will

open.
[ 1]
[ ]
Sign in

Use your Microsoft account.
What's this?

| tmal\‘ phone, or Skype name |

Next

No account? Create one!

Terms of Use Privacy & Cookies

Microsoft

2. Enter Login ID and Password information in input box and click on the Sign in button.

Enter password

Enter the password for mdostestlab1@outlook.com

| Passwurd |

D Keep me signed in

Forgot my password

Terms of Use Privacy & Cookies

Microsoft

3. If logging in for the first-time, the MDOS Terms & Conditions page will open.
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4. Enter the last name, comma, first name and check the | Accept check box to enable the ‘I
AGREE’ button.

5. Click the ‘1 AGREE’ button to accept the terms and conditions if you agree.
e

& Microsoft

e 25 e e T 00 D@21 wacome o Miasen niga.
e Fyeoites JodsEidp

MDOS TERMS & CONDITIONS

A usmeRonE
Microsoft MDOS Privacy Statement e
SiGHATURE

[ —

Az, pour prvacy, Wil Salanng Sofears 3ng serces ot

 Aczegt The Micross#t MDOS Terms Of Use.

tan fac ram: phan pumbes, and sl addres.

€ Yo il
donmation weed for sthentcation s

2.1.3. SUBSEQUENT LOG IN TO MDOS

Step-by-Step:

1. Go to https://digitaloperations.oa.microsoft.com URL and the log in window will open.
|
[]

Sign in

Use your Microsoft account.
What's this?

| tmaw’ll phone, or Skype name |

Next

No account? Create one!

Terms of Use Privacy & Cookies

Microsoft
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2. Enter Login ID and Password information in input box and click on the Sign in button.

Enter password

Enter the password for mdostestlab1@outlook.com
escsssscsse

|:| Keep me signed in

Forgot my password

Terms of Use Privacy & Cookies

Microsaft

3. After a successful sign in, the Dashboard Ul will open.

u Microsoft

UPLEVEL MICROSOFT
MICROSOFT

=
=

& 138000 18187
vownive et

Contoso OEM

Orders ¥ Inventory Management % Reporting Key ¥ Business Administration

KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS. ~
FULFILLED 00000
1901 N

138000 Se17
112095 )00
.
0 5 v 0 revs 0 v 106090 revs 6000 kev:
O e O T. © ... © XEme 0 29 o

KEYS OVERVIEW NOTIFICATION

4. The default language can be set by selecting the language from the Log In icon.

5. On subsequent sign ins, using the same user login information, the Dashboard Ul will display
in the selected language.
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@ O mdostestlabl@outlook.com

Production Total Keys = Test
English € Llanguage
Chinese-Standard (2 Log Out

Chinese-Traditional

2.1.4. BROWSERS SUPPORTED BY MDOS

Description:

MDOS supports all browsers including:
e Microsoft Internet Explorer (IE)

Microsoft Edge

Mozilla Firefox

Apple Safari

Google Chrome

Although MDOS supports all browsers, it is recommended to use Microsoft Internet
Explorer/Edge in private browser to have better user experience.

2.2. MDOS SECURITY & SUPPORT

2.2.1 SECURITY AT MICROSOFT

Description:

The security of the MDOS system is backed by Microsoft. Security is built into all Microsoft
products and services from the start to ensure a comprehensive, agile platform to better
protect your endpoints, move faster to detect threats, and respond to security breaches across
even the largest of organizations.

Find out more about security at Microsoft:
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e Prevent identity compromise — Help protect against compromise while uncovering
potential breaches. Learn more

e Secure apps and data — Boost productivity with cloud access while helping keep
information protected. Learn more

e Expand device controls — Deliver enhanced security across both company and personal
devices. Learn more

o Safeguard infrastructure — Enforce policies that help keep cloud resources and hybrid
environments safe. Learn more

2.2.2 SECURITY WITHIN MDOS

Description:
MDOS relies on data encryption, multi-factor authentication and security measures to protect
you and your company data.

Here are a few of the ways your information is protected:
e Avetting system is used to confirm information is not compromised and account
information is not stolen.
o A backup system is built into MDOS to prevent data loss.
e Thereis a 99.9% service availability Service Level Agreement (SLA) in place.

Layers of security within MDOS:
e Logical isolation (vs. physical isolation)
e Hardware-backed encryption through Microsoft Azure Key Vault
e End-to-end encryption

2.2.3 SUPPORT FOR MDOS

Description:
Microsoft is committed to providing its partners with the highest service quality. We are proud
to offer the following support services for MDOS:

e 2 years of free support (MDOS service/features)

e Support is available in English 12x5 via email

e Support is available in Chinese 12x5 via email

How to access support documentation
To gain access to the support and training documentations partners MUST request access to
DOC, and MDOS. Partners can access the training content here:
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1. DOC: microsoftoem.com
2. MDOS: digitaloperations.oa.microsoft.com

Contact msoemops@microsoft.com for email support.

To find answers to commonly asked questions, please refer to the FAQ section that can be
found in the MDOS FAQs document.

2.3. PRIVACY STATEMENT

Description:

Partner’s privacy is important, and this privacy statement explains what personal data Microsoft
collects from you, through our interactions with you and through our products, and how we use that
data.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account credentials.

2. Partner will see the Privacy Statement link at the bottom of the MDOS page.

B Microsoft =
eeveL MicRosoFT
MicRasoFT v B & 138000 18187 0
Contoso OEM Ovders ¥ | inventory Management ¥ || Reporting Key % || Business Administration ¥
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
AL 2000
1901
BOUND
138000 se17 oo
HsscED
112095 0
TRANSFERRED
BPORT D
Okn 5 kevs 6000 kevs
e o 8] &) o e 2 8}
KEYS OVERVIEW NOTIFICATION

3. On clicking the link will redirect partner to the Microsoft Privacy Statement page.
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B Microsoft A
Microsoft Privacy Statement
y & Print
Last Updated: April 2018 What's new
Your privacy is important to us. This privacy statement explains what personal data Microsoft collects from you, through our interactions with you and through
our products, and how we use that data.
Microsoft offers a wide range of products, from server products used to help operate enterprises worldwide, devices you use in your home, software students
use at school, and services developers use to create and host what's next. References to Microsoft products in this statement include Microsoft services,
websites, apps, software, servers and devices,
Please read the product-specific details in this privacy statement, which provide additional information about some of Microsoft products. This statement
applies to Microsoft's interactions with you and the Microsoft products listed below, as well as other Microsoft products that display this statement.
Personal Data We Collect
Microsoft collects data to operate effectively and provide you the best experiences with our products.
You provide some of this data directly, such as when you create a Microsoft account, administer your
organization’s licensing account, submit a search query to Bing, register for a Microsoft event, speak a
voice command to Cortana, upload a document to OneDrive, purchase an MSDN subscription, sign up
N for Office 365, or contact us for support. We get some of it by recording how you interact with our
M products by, for example, using technologies like cookies, and receiving error reports or usage data from
e software running on your device. We also obtain data from thid parties
Product-specific details: op of page
C roducts v
mmunicatior How We Use Personal Data
Microsoft uses the data we collect to operate our business and provide you the products we offer, which >

el 16inA AAIA 10 IMIeus A1 DeadiEte And nareanaliz vor synerisncae W alen mav (1< tha Aata

2.3. CONSENT POP-UP FOR MSC MIGRATION INVITATION FOR DLPS

Description:

To support OEMs migrating Down Level Partners (DLPs) to MSC, a "consent pop-up" will appear
when Upper Level Partners (ULPs) log into MDOS requesting them to click accept if they
consent to Microsoft pushing out the MSC invitation email to DLP's on their behalf. This pop-up
will be displayed to all the ULPs when they login to MDOS, if they have any FFKIs who are still
using FFKI1.x tool.

If ULPs click accept on the consent pop-up, Microsoft will send an MSC onboarding email to all
FFKIs who have not upgraded to MSC. If ULPs click reject on the consent pop-up, no email will

be triggered and ULP will not see the pop-up unless MDOS wants to notify the partners again.

Upper Level Partners need to click accept or reject on the consent pop-up to view the MDOS
dashboard.
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Installation Notification - MDOS Smart Client

AL O e show st you havs Factary Fioor (FRK) stes tha have nct
installed MSC (MDOS Factory Floor Smart Client Varsion 2.0). Support
for Factory Floor Inventory Chent ¥ 1.3 ended on December 31, 2018. We
want to help your business t transition to MSC and avoid any disuption
o production
Click *Aecept” to allow the MDOS Support Team to request your FFKI stes
10 install MSE on your behalt
Click “Reject™ if you do not want the MDOS Support Team to request your
FFKI sites 1o install at this tine,

. DASHBOARD Ul OVERVIEW

Description:

The dashboard provides quick links to direct you to key functions. This is the MDOS landing
page and it provides a top navigation bar, status bar, action ribbon, and the main dashboard.

Full dashboard view.

UPLEVEL MICROSOFT
MICROSOFT

. — F *a8000a0

Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Administration ¥

KEYS OVERVIEW

KEY HISTORY

18187 LAST 6 MONTHS v
FULFILLED 200000
1901 17000
BOUND oo
12s0m
138000 5817 100300
. ASSIGHED .
112095 50000
TRANSFERRED i

0 —— [ — — — -
sty gt [ Octaber Navember Doconter
W Fumed I Repoeagound B Reumed
EXPORT DATA

e © 0 O Im. ©

business_ b4-uat2

e) 106090 revs (D 6000 s G)

business_ b7-testiabT FRab3

KEYS OVERVIEW NOTIFICATION

2.4.1 PRIMARY RIBBON — TOP NAVIGATION BAR
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Description:
The top navigation bar provides quick links to key actions:

e Dashboard — Get a quick visual glimpse of your key (DPK) inventory by group.

e Search — Locate keys using search criteria.

e Alert — See a quick status list of your most recent key actions and updates.

e Admin (Administrator) — Manage users or add and remove partners (DLP and ULP).

e Settings — Get a System Ul view of automatic reporting functions.

e Help — Link to the online User Manual for detailed descriptions and step-by-step
instructions.

e Login/Account info — View log in info, log out or log back in under different account,
switch account environments, or change language preferences.

n Dashboard:

Get a quick visual glimpse of your keys counts, grouped by status by clicking on the dashboard
icon (boxes image). This visual display shows you inventory in an easy-to-understand and
interactive chart view. Bar charts and donut charts provide a visual breakdown by color, and
allow you to click to drill down on a status.

B Microsoft
fo— v e crosort & 138000 18187 0
vowneve s Pt
[ s \vantory Management ¥ Reporting Key ¥ Business Adminstration ¥
KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS. v
FULFILLED 0
1901

BOUND

138000 i :
112095 -
TRANSFERRED s

o o O lzZ. © Z.. ©

KEYS OVERVIEW NOTIFICATION

Privacy Statement

n Search:

Use Search icon (magnifying glass image) to find product keys based on search parameters and
perform key operations such as ASSIGN, RECALL, REPORT, RETURN, etc. from the search screen.
You may also search with advanced search functionality. For more information on the search
capabilities, see the Search Keys section in this manual.
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u Microsoft

MICROSOFT v

Contoso OEM

KEYS OVERVIEW

18187

FULFILLED

1901
BOUND
5817
ASSIGNED

112095
TRANSFERRED

138000

. o o &

KEYS OVERVIEW

UPLEVEL MICROSOFT

138000 18187
DOWNLEVEL 5 Fuliod Keys

Orders ¥ Inventory Management ¥ Reporting Key ¥ Business

KEY HISTORY

LAST & MONTHS. ~

e e O . O O

N G

NOTIFICATION

n Alert Icon:

See a quick status list of your most recent key actions and updates by clicking on the Alert icon
(bell image). When a number shows up or changes, click on the alert icon to see a notification
dropdown that contains a summary list of your most recent actions and updates. Click on the
SHOW ALL button to see a complete list. (See Alert Explanation in this manual for more

information)

u Microsoft

MICROSOFT v

Contoso OEM
KEYS OVERVIEW

18187

l 1901

FULFILLED
BOUND
5817
ASSIGNED

112095
TRANSFERRED

138000

. o o &

KEYS OVERVIEW

UPLEVEL MICROSOFT

DOWNLEVEL . >

138000 18187

Orders ¥ Inwentory Mai

Reporting Key ¥ Bus

KEY HISTORY

LAST & MONTHS. ~

e e O . O O

N G

NOTIFICATION
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B Admin (Administrator) Tool:

The Admin icon (person image) provides a view of all your user accounts and lets you manage
users connected to your account from this dashboard. From the Admin page, under CREATE
USERS, you can add, remove, or edit current users. You can also edit permissions.

u Microsoft

=1
]

UPLEVEL MICROSOFT &
.

MICROSOFT AGREEMENT 5199505515 v
DOWNLEVEL

138000 18187 0

Administrator

CREATE USERS

1 1 0

TOTALUSERS  ACTIVEUSERS  INACTIVE USERS

Cloud OA LAB User 3

ﬂ Settings:

Go to this page to view such as CBR AUTOAPPROVAL, ALLOW UPDATES OF HARDWARE
INFORMATION, AUTO SUBMIT CBR, and set time or make adjustment to the time these updates
are pulled and reported each day. (See AUTO SUBMIT CBR, sections in this manual for more
information). Microsoft Certificate no longer required to perform key transactions in MDOS.
The certificate upload section has been disable and will be removed from MDOS in future
release. MDOS will notify the same to the partners on setting page.
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2 Microsoft

vpLEvEL MICROSOFT
MICROSOFT AGREEMENT 5135505515 v & 138000 18187
ownEViL  © : e o
Contoso OEM Ordders ¥ entory ment¥  Reporting Key ¥ Business Adminstration ¥
SETTINGS
MICROSOFT CERTIFICATE
R EXPIRATION DATE: 11/15/2019 CERTIFICATE STATUS:
UPLOADED DATE: A UPLOADED BY: A
CERTIFICATE AUTOMATION
Corthcats Automation Status | OFF
ADVANCE SETTINGS
auromerum O] s susuaT s

Help:

The Help Icon (Question mark symbol) provides a link to the online User Manual. The User
Manual is a comprehensive resource of descriptions, examples, and step-by-step instructions
for all the capabilities available in MDOS. You can also find definitions for acronyms, and links to
other sources, such as FAQs. (See User Manual section below for more information). You may
also find helpful information under the DOC site.

& Microsoft

P LveL MICROSOFT (3] o 25 10
vownivie 2
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5 o MDOS 1

(®) Download MSC User Manual - (E) Download DSB User Manual () Download MDOS User Manual
MICROSOFT DIGITAL OPERATIONS SERVICES

Module 1 ertificate Management

Introduction

Mochie 6

Reporting Keys

s 5
Managing Inventory

Mockle
User Management

198

e
Release Notes

n Login:

From the Log In/Account profile icon (person image on far right), you can view which account
you are currently logged on as. The Production link allows you to switch environments, while
the Language link lets you choose language prefences (English, Chinese-Simplified, or Chinese-
Traditional), and the Log Out link lets you log out of your current account or log back in under a
different account.

a 138000 18187

Test Total Keys Fulfilled Keys = Production

4 Llanguage
s¥  Inventory Management ¥  ReportingKey ¥ B

G+ Log Out

2.4.2 SECONDARY RIBBON — STATUS BAR

Description:
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From the secondary ribbon the status bar will display a recap of your current account
information and key status.

MICROSOFT v n UPLEVEL  MICROSOFT e JQ 0 0 0

DOWNLEVEL 2

n Business Dropdown menu — Select the business/partner you wish to work with
from the dropdown menu.

MICROSOFT N

o Business definition: A secure hierarchical grouping of registered entities that
allows those entities to interact and transact to complete the OEM Activation 3.0
features and functions within the MDOS Service offering. (For more information
about businesses and how to set up a business is available in the onboarding
section of this guide.

o From the Business dropdown menu, you may:

= Edit business name

= Navigate across businesses

= View number of downlevel partners
= Easily identify selected business

B3 UPLEVEL / DOWNLEVEL box — Get a quick view of the ULP and DLP partners you are
working with in this account.

UP LEVEL MICROSOFT

DOWN LEVEL 2

o Upper Level Partner or Uplevel Partner (ULP): Is the entity above the down level
entity. Keys will flow from this entity to downstream entities. An Upper level
partner can be:

= Microsoft agreement (GPA, IDH/ODM or loT)
= QOEM, ODM/IDH or TPl in a centralized relationship
=  QOEM, ODM/IDH or TPI in a decentralized relationship

o Down Level Partner or Downlevel Partner (DLP): Is the entity that receives keys
from the up-level entity. Down level entities can deploy keys to downstream
partners, manufacture devices, and/or submit CBR/PBR reports. A Down level
partner can be:
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=  ODMY/IDH or TPl in a centralized relationship
= ODMY/IDH or TPI in a decentralized relationship
= Factory Floor (FFKI end entity in business)

B Centralized vs. Decentralized Business Models — See the status of which business
model you are currently working with.

o Centralized Model
= OEM conducts all transactions with Microsoft directly.
= OEM places orders, receives DPKs, distributes DPKs to OEM or TPI
manufacturing sites.
=  QOEM/TPI manufactures device and returns computer build report (CBR)
to OEM.
=  OEM submits CBRs to Microsoft.
o Centralized Requirements
= All supply chain members must register in MDOS.
= No special hardware required unless FFKI is required. (Windows client
station).

o Decentralized Business Model
= OEM creates relationship with Microsoft, but third parties (TPI, FFKI, etc.)
can conduct transactions (such as order keys) on behalf of OEM.
= OEM places blanket orders with Microsoft.
= TPl places call-off orders (based on blanket orders), receives DPKs from
Microsoft, and manufactures devices.
= TPl submits CBR to Microsoft and a copy to OEM.
o Decentralized Requirements
= All supply chain members must be registered in MDOS, including OEM.
= No special hardware required.

Example: Centralized Business: Contoso OEM is in a centralized business model with
ABC Factory. Contoso OEM has a direct agreement and relationship with Microsoft and
a direct relationship with ABC Factory. Contoso OEM places orders with Microsoft to
receive their Digital Product Keys (DPKs) directly from Microsoft and sends the keys to
ABC Factory. The factory manufactures the devices and injects the keys. The Computer
Build Reports (CBR) is created by ABC Factory and sent to Contoso OEM for approval
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and submission to Microsoft. Contoso OEM chose this model because they want to be in
control of their business, and manage their DPKs and CBRs directly.

Example: Decentralized Business: OEM ABC is in a decentralized business model with
Mexico Factory and China Factory. OEM ABC places Blanket Orders with Microsoft for
each factory that will be manufacturing client PCs (in this case Mexico Factory and China
Factory). The factories receive the keys directly, manufacture the devices, and inject the
keys. Both factories create their Computer Build Reports (CBR) and submit the CBRs
directly to Microsoft. OEM ABC chose a decentralized model because it has trusted
relationship with both factories, and does not want to manage any of the daily
operations of DPKs. OEM ABC understands their liable for all the operations performed
by their factories on their behalf.

n Account Environment Status — See the status of which MDOS environment you are
currently working in. This should be displayed as Test or Production.

5

e Production - This is the environment where all key activity occurs (order, fulfillment,
etc.) and will be invoiced to the partner. All keys can be activated by the end user.

o NOTE: You should use this environment for all key activity for it to occur. This
should not be used as a test environment.

e Test or Partner Quality (PQ) — This is the environment that may be used to test
updates before they go to production for implementation. Keys will not be invoiced
and in most cases, cannot be activated by the end user.

o NOTE: You should not use this environment for actual key activity as this is
for testing scenarios only.

Production vs. Test or Partner Quality (PQ) environment

Example:

TPI ABC is new to MDOS and about to begin working with Contoso OEM in a centralized
relationship. Contoso OEM wants to do a test-run scenario with their new DLP, before
they officially begin working with them in MDOS. Contoso OEM goes into the partner
quality test environment to place a test Standard Order for keys and assigns the DPKs to
TPI ABC. TPI ABC will set up their MDOS account in the MDOS test environment called
partner quality test environment. The TPI will receive the DPKs, manufacture the
devices, and submit the CBR back to Contoso OEM. Once they confirm the set up and
how they will work together, they both move to the production environment to begin
placing actual orders and using key functions.
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H Key Counts / Key Inventory — see a default view current count of product keys by
Total Keys, Fulfilled Keys, and Returned Keys. (Refer to the Business Intelligence section

for details on customizable key count & inventory searches).

25 10

Total Keys Furlfil

fed Keys

All Key Statuses —
Fulfilled

Assigned
Transferred
FFKI Fulfilled
Consumed

Bound

Marked For Submit

Reported Bound

Activation Enabled

Activation Denied

Marked For Return

Reported Return
Returned

Return Rejected

Product Bound

0

Returned Keys

Ordered keys have been downloaded through MDOS to the OEM. (Note: All
partner DPKs that are ordered, are automatically downloaded to the MDOS
platform).

Keys allocated by ULP to their DLP from current inventory. (ULP view)
Keys allocated by ULP to their FFKI from current inventory. (ULP view)
Keys have been assigned to FFKI (FFKI view)

Keys have been exported and can be bound/injected by DLP.

Keys injected to device. Keys need to be reported in CBR so they can be
activated. CBR is automatically created in MDOS.

Bound keys selected in background process and are ready for CBR submission
(CBR has not been submitted to Microsoft yet).

Bound key submitted to Microsoft and waiting for Microsoft
acknowledgment.

CBR acknowledgement by Microsoft. Keys ready to be activated for
consumption. (final status)

CBR rejected by Microsoft. Keys status changes to Activation Denied.

Keys have been returned to Microsoft. (Still awaiting Microsoft
acknowledgment and approval and possible account credit).

Keys submitted for return to Microsoft, pending approval.
Keys have been returned to Microsoft.

Return has been rejected by Microsoft. Keys status changes to Return
Rejected

PBR acknowledgement by Microsoft for service keys.
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2.4.3 TERTIARY RIBBON — ACTION RIBBON

Description:
The tertiary ribbon is the Action Ribbon. This ribbon will display the most commonly used
actions for product keys:

e— v e MIEROSORT & 138000 18187
DOWNLEVEL € Total Keys Fufled K
Contoso OEM Orders ™ Inventory Management ¥ Reporting Key ¥ Business

w

Order Keys

3

Get Keys

Q. Search Orders

(015 [L 0 Sl [nventory Management #

& Assign Keys

2 Recall Keys

X Return Keys

13 Move To Inventory
2 Revert Keys

% Manage Label

Q, Custom Search

2 DLP Export
2 Export Keys

= A Import Keys —
S wlober

o Get Keys — Download keys that have been ordered and pull them into your inventory.
For direct Microsoft partners or decentralized TPIs. (See Getting DPKs section for more
information — for direct partners and OEMs only).

o Assign Keys — Assign keys to downlevel partners (DLP) from inventory; by quantity, key,
or search criteria. (See Assign Keys section for more information).
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e Recall Keys — Allows OEM/IDH/TPI users to recall the keys from downlevel partners.
(See Recall Keys section for more information).

e Export Keys — Export keys from MDOS into a zip file and store in a secure location for
future use. (See Export Keys section for more information).

e Import Keys — Import keys into the MDOS system from an external file location. (See
Import Keys section for more information).

e Order Keys — Order keys from MDOS for consumption with a standard, blanket, or call
off order. (See Order Keys section for more information).

Keys Overview Key History
LAST 6 MONTHS v
No Data Founc
v '
(R ;

0 xevs O

Conitesn Mesico contoso htia
Keys Overview Notification

2.4.4 QUATERNARY SECTION — MAIN DASHBOARD

Description:

The main dashboard view provides a quick visual glimpse of your keys counts, grouped by
status. This visual display shows you inventory in an easy-to-understand and interactive chart
view. Bar charts and donut charts provide a visual breakdown by color, and allow you to click to
drill down on a specific key status.

[ O ¥ ] iwertory rearagement ¥ ] Reportng ey ¥ ] Bt Awsrsstion ¥

KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS v
FULFILLED 2000
1001

BOUND

138000 817 .
. ASSIGNED .
112095 .

TRANSFERRED .

o Key Overview — See a breakdown of keys by status (Fulfilled, Activation Enabled, Bound,
Returned, etc.) and counts for each in a color-coded donut chart.
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o Key History — Select a date range in the pulldown menu to see a breakdown of keys by
status (Fulfilled, Activation Enabled, ReportedBound, and Returned) and counts for each
in a color-coded bar chart view.

Example: Contoso OEM is looking for a high-level overview of their key status. Contoso OEM
goes to the MDOS dashboard and looks at the Key Overview image to see their total keys, the
donut chart for a quick view by color for each status, and actual counts for each status in the
summary section. By clicking on the yellow section in the chart, they can see that there are 13
keys in transferred status and this is highlighted in the summary section outside the donut
chart. Contoso then clicks on the transferred status in the summary section to go directly to the
search page and see results based on the transferred key status.

Keys Overview

10
FULFILLED

2
ACTIVATION ENABLED

2.5. ALERT EXPLANTION

Description:

Confirmation notifications will appear under the Alert icon (bell image) indicating recent
changes. When a number shows up or changes in the red circle on the Alert icon, click on the
icon to see a notification dropdown that contains a summary list of your most recent actions
and updates. Recent changes may include key status changes, order placement confirmations,
and links to the Download Center exports. Click on the SHOW ALL button to see a complete list
of all recent changes.
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B -

.-_ft 12/14/2018 11:48:45 DPK PBR Report Submitted: You have... |
Reported
d Keys
.._ff 12/14/2018 11:43:14 DPK PER Report Submitted: You have... tion ¥
Reported Al
.u_"j 12/13/2018 10:13:07 Add DLP Please be informed that your req...

SHOW ALL v
A4

Functions that generates MDOS Alerts:
e ULP request accepted by DLP
e DPK Download
e Export Key
e Import Key
o Key Return
e PBR Report
e Key Return Rejected
e Assign Keys To DLP
e Recall Keys By ULP
o Order Keys
e DLP Export Keys

Example: Contoso OEM assigns keys to their downlevel partner, ABC TPl using the Assign Keys -
by Search functionality, so they can search for their fulfilled keys. Once the keys are assigned,
the key status for those keys would then be changed from fulfilled to assigned and would not
show up until searched again. Contoso OEM can easily see that the assign function was
successful as a number shows up or changes in the red circle on the the Alert icon (bell image)
in the top navigation bar. They click on the Alert icon to see a quick status list of their most
recent key actions and updates, then click on the Show All button to see a full list of all key
actions and updates in their history.

Tip Tool: See a quick status list of your most recent key actions and updates.
Step-by-Step:
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1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account

cre

dentials.

2. From the dashboard view, select the business from the Business dropdown menu.

€

MICROSOFT AGREEMENT 5000043775

Microsoft Agreement 5000043775

Microsoft Agreement 5000043832

] UPLEVEL MICROSOFT

59.Please refresh the page if data is not updated.

DOWNLEVEL 10

Keys Overview

Key History

16
FULFILLED 40
2 35
CONSUMED

2
RETURNED

1 10
ACTIVATION 5
ENABLED

0 —

18 December Janu
TRANSFERRED

3. Click on the Alert icon (bell image) in the top navigation bar to see a quick status list of your

most recent key actions and updates.

4. Click on the SHOW ALL button to see a complete list of all recent changes.
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I
12/14/2018 11:48:45 DPK PBR Report Submitted: You have... |
Reported
d Keys
12/14/2018 11:43:14 DPK PER Report Submitted: You have... . v
Reported ation

12/13/2018 10:13:07 Add DLP Please be informed that your req...

SHOW ALL v
A4

5. From the Alerts page, a complete list of all recent changes will display.

> B

6. Check box(es) to select messages and delete once finished.

© Your dashboard data was last updated: 2017-03-17 20:37:13

Alerts
& Delete 1 Total Alerts
(] & /1772017 Request Status. E i has been accepted by Contoso India.
10111 A

<CHD

SECTION 3. GETTING DPKS

3.1. ORDER KEYS

Description:
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The Order Keys functionality in MDOS allows the user to order keys for consumption with a
standard, blanket, or call off order.

e Standard order - A standard order is an order placed by an OEM, specifying a single
ship-to location (OEM or TPI site), and includes a given quantity and requested delivery
date for each line item.

e Blanket order - A blanket order is an order for a product placed by an OEM, specifying a
single delivery location (OEM or TPI site) and an expiration date. Each line item on the
blanket order specifies a maximum quantity of product keys, which the designated
receiving organization can request while the order remains active.

e Call off order - A call off transaction is placed against a blanket order by the ship-to
location (OEM or TPI) that is specified on the blanket order. Each line item on a call off
transaction must specify a requested delivery date and a quantity. The quantity ordered
must be less than or equal to the remaining blanket order quantity for that product.

Before you can order and receive digital product keys from Microsoft, the Company
Administrator at your organization must login to the Microsoft DOC portal and activate your
account using the PIN received in mailbox.

To download product keys, use the Get Keys functionality to download the product keys
ordered in the DOC portal. (See Getting DPKs section for more information).

Direct order model and reduced stock requirements:
e OEMs order keys directly from Microsoft
e large stock levels not required — a small safety stock is sufficient

Decentralized order model:
e OEMs/TPIs can place standard orders and blanket/call-off orders under a single bill-
to/payer (matches current process)

Example:

In a decentralized business model, OEM ABC places a blanket order for 100 keys in MDOS and
selects their downlevel partner (ship to) as Contoso TPI. The order is placed in January 2017 and
OEM ABC sets an expiration date for April 1, 2017. Contoso TPI could go into MDOS in February
2017 and place a call off order to receive (or fulfill) 50 of the keys from the order for
consumption, and place another call off order in March 2017 for the remaining 50 keys.

Therefore, the amount in the call off orders is less than or equal to the amount available in the
blanket order and is called off before the expiration date. Additionally, the OEM would receive
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an invoice for 50 keys in March and a second invoice for another 50 keys in April as that is when
the keys are consumed.

Tip Tool: Order Keys from Microsoft for consumption via a standard, blanket, or call off order.

NOTE:
e Standard orders can only be placed by OEMs, for both centralized and decentralized
businesses.
* Blanket order can only be placed by OEMs. Primarily for decentralized businesses.
¢ Call-off order primarily placed by IDHs. Primarily for Decentralized business model after
a blanket order has been placed.

3.1.1 STANDARD ORDER

Description:

A standard order is an order placed by an OEM, specifying a single ship-to location (OEM or TPI
site), and includes a given quantity and requested delivery date for each line item. Standard
orders can only be placed for both centralized and decentralized businesses.

Tip Tool: Order Keys from MDOS with a standard order. A standard order can only be placed by
OEMs, with either centralized or decentralized business models.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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u Microsoft

=
vpLEvEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
ownEViL  © R
Contoso OEM Orders ¥ entory Management ¥ Reporting Key ¥ Business
@vour dashboard data was last updated: 2018-12-17 12:2417.Please refresh the page if data is not updated,
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED
1901 e
BOUND one
-
138000 sty 1o
AssiGNED
112095

TRANSFERRED

o 0 . © Z.. © .. © Nz ©

Business, B1_UAT2.0D

KEYS OVERVIEW NOTIFICATION

[EE—

3. From the dashboard view, click on Order Keys (under orders menu) from the action ribbon in
the menu bar.

= Microsoft

upisveL wicrosorT )
VICRDSOFT AGREEMENT 5193905515 v 8 138000 18187
ownieve - i e
Contoso OEM menicry Mamagement 3 )] Repartang Key ) ] B m Acknminkation

Order Keys

Q) Seerch Carlers Oudsr Keys Wom Micrasal for consumgtion
KEYS OVERVIEW KEY HISTORY s via & standard, bianbet, or call offorder.

‘ 18187 — LAST § MONTHS v

4. From the ORDER KEYS menu, select STANDARD from the options under CREATE ORDER.

ORDER KEYS

ORDER INFO

BLANKET CALL OFF
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5. From the ORDER KEYS — ORDER INFO screen, fill in required fields. (OEM PO Number, PO
Date, Delivery Date).

6. Then the click CONTINUE WITH LINE ITEMS button.

NOTE: The ORGANIZATION (Ship To) and SHIPPING DESTINATION (Sold To) IDs and associated
agreement details will display. The IDs will vary for decentralized business models, but will
remain the same for centralized business models and these fields will be read-only.

m Microsoft

|
UPLEVEL MICROSOFT
MICROSOFT AGREEMENT 5198905515 v
DOWNLEVEL 6

138000 18187 0

ORDER KEYS

ORDER INFO

AGREEMENT NUMBER. AGREEMENT DESCRIPTION AGREEMENT TYPE

¥ 5199305515 GPA 10T PAX

CONTOSC OEM
OEM PO NUMEER (OFM PO DATE

12/17/2018 | 121772018

CONTINUE WITH LINE [TEMS

Privacy Statement

7. From the ORDER KEYS — ORDER LINE screen, check the box(es) to select line number(s).

If partner is not seeing the line items or could not find the latest SKU’s added to their
agreement, partners can click on ‘Refresh’ icon to sync up newly added SKUs in DOC.

Partner can also search the licensable part number by entering the name or number of that
license in the search box and search accordingly.
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ORDER KEYS

ORDER LINE
SEARCH LICENSABLE NAME / PART NUMBER Click ‘Refresh’ icon ta sync your line items
LIME NUMBER (L \BLE PART NUMBER LICE NAM START [END DATE
w 26016085 FFICE PRG 2016 LC 01 PTK AFOLE 0324720 us/usi20m
SR 40001 0365 Sub OLC OA3 PTK AFOLB 08247208 ws0s/2019
SR Tat-0o087 PG Office 365 Persansl WIW 03081 0A3 OEM os2a2me os/s20m
[SE—) fac.0ss00 WIN PRO 10 GLC 043 PTE osr2arme ox/msia0m
a 0 KWS.00004 WIN HOME 10 OLC OA3 PTK 05/24/2008 037052019
0 = w0015 WIN HOME 10 DL DA3 Nonct FTK oszarzme o520

SELECTED LINE ITEMS
Ne ltems Selected

8. Enter quantity, then click CONTINUE WITH SUMMARY.

SELECTED LINE ITEMS

PO LINE HUI

LICENSABLE PART NUMBER

HSAILE NAME OEM PART NUMBER QUANTITY DELIVERY DATE

o

n WNT-00802 WIN 8.1 04C 0A3 PTK

9. From the ORDER KEYS — SUMMARY screen, review your order then click the CONFIRM MY
ORDER button.

ORDER KEYS

R RDER R c SUMMARY k
OEMPO NUMEER FROM ORGANIZATION AGREEMENT DETAILS TOTAL ORDER AMOUNT
ss MDOS SPE Account-0000130389 5000044083 : Master Licensing Agmt (2015) for
Named : 2019-05-05T07:00:00
OBuFODATE SHEPING DESTINATON DELVERY DATE 0.00Ys
6/19/2018 MDOS SPE Account-0000130389 6/19/2018
PO LINENUMBER  LICENSABLE PART NI NSABLE NAME OEM PART NUMBER. QuanmTY UNIT PRIGE EXTENDED PRICE
m KUS-00004. WIN HOME SL10 OLC 043 PTKEM 1 000 000

Unit prices shown are:
 Inclusive of applicable discounts
 Exclusive of any taxes which may apply
 Subject to change for future dated deliveries
¥ Not final until such time as invoicing occurs

BACK CONFIRM MY ORDER
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10. A final confirmation page will display after your order request is submitted for processing.
Click FINISH or you may click ORDER MORE KEYS.

NOTE: It can take approximately 30 minutes to obtain actual keys. Keys can then be
downloaded and added to inventory.

ORDER KEYS

CONFIRMATION

Order Request is Submitted

11. A confirmation notification will also appear under the Alert icon, indicating recent changes.

OF1
PRIORITY DATE TITLE MESSAGE
i‘t 11/30/2016 Key order Key order request is processed su...
11:32:14 AM done
successfully

SHOW ALL

3.1.2 BLANKET ORDER

Description:

A blanket order is an order for a product placed by an OEM, primarily with decentralized
business models, specifying a single delivery location (OEM or TPI site) and an expiration date.
Each line item on the blanket order specifies a maximum quantity of product keys, which the
designated receiving organization can request while the order remains active.

Tip Tool: Order keys from MDOS with a blanket order (larger bulk order). A blanket order can
only be placed by OEMs, primarily with decentralized business models.

NOTE: Blanket Orders follow the same procedure as that of Standard Orders with the an
additional “Expiry Date” field on the ORDER INFO page.

Step-by-step:
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3. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

4. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

m Microsoft

-
—1
vpLEvEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | : & 138000 18187 0
ownEViL  © = A e
Contoso OEM Orders ¥ entory Management ¥ Reporting Key ¥ Business Adm ton ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is ot updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FLFLED o
1901
BOUND 150000
138000 sty —
RssianieD
112095
TRANSFERRED
(I ot e
0 xevs 5k 0 s 106090 xe

KEYS OVERVIEW NOTIFICATION

Privacy Statement

5. From the dashboard view, click on Order Keys (under orders menu) from the action ribbon
in the menu.

1 Microsatt

UL RO T
MICROSORT ACRUEMENT SIT0SSS e [i]
BWMLVIL L
Contosa OEM B
o
i
KIS SWVIRVIIW KTV HISTORY a

‘ 18187

6. From the ORDER KEYS menu, select BLANKET from the options under CREATE ORDER.
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ORDER KEYS

ORDER INFO

STANDARD CALL OFF

From the ORDER KEYS — ORDER INFO screen, fill in required fields. (OEM PO Number, PO
Date, Expiry Date).

8. Click the CONTINUE WITH LINE ITEMS button.

§ Microsoft

UPLEVEL MICROSOFT
MICROSOFT AGREEMENT 5199305515 v

0

DOWNLEVEL 6

ORDER KEYS
ORDER INFO

All fields are required.

A AGREEMENT NUMBER AGREEMENT DESCRIPTION AGREEMENT TVFE

CONTOSD OEM

¥ 5198905515 GPA 10T PAX

SHIFFING DESTINATION
CONTOSC OEM v
OEM PO NUMEER OEM PO DATE DELVERY DATE

12/17/2018 i 117208

Privacy Statement

8. From the ORDER KEYS — ORDER LINE screen, check the box(es) to select line number(s).

If partner is not seeing the line items or could not find the latest SKU’s added to their
agreement, partners can click on ‘Refresh’ icon to sync up newly added SKUs in DOC.

Partner can also search the licensable part number by entering the name or number of that
license in the search box and search accordingly.
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ORDER LINE
SEARCH LICENSABLE NAME / PART NUMBER Click ‘Refresh’ icon to sync your line items ‘ c ‘

L] UINE HUMBER LICENSABLE PART NUMBER LICENSABLE NAME START DATE END DATE
u] " 2001656 OFFICE PRO 2016 OLC OA3 PTK AFOLE 0872472008 03705201
a » TL4-00013 03659 Suib OLC DAZ PTK AFOLB 052472008 037052019
a £ THM-000BT PKE Office 355 Personal WIW 03081 0A3 OFM 0352472008 05/05/2019

a0 FQC08800 WIN PO 30 0L OA3 PTK 0572472018 os/052019
(=) 50 KWS-00004. WIN HOME 10 OLC OAZ PTK 05247208 05/05/2019
o w0 Kws00as8 WIN HOME 10 OLC O3 NonAct PTK osraarz20e ws/asia0t

SELECTED LINE ITEMS
N ltems Selected

9. Enter the quantity, then click CONTINUE WITH SUMMARY.

SELECTED LINE ITEMS

POLMNENUMBER  LICENSABLE PART NUMBER LICENSABLE NAME OEM PART NUMBER QUANTITY DELIVERY DATE

w WNT-00902 WIN 81 04C OA3 PTK /307200

BACK

10. From the ORDER KEYS — ORDER LINE screen, review your order then click the CONFIRM
MY ORDER button.

SELECTED LINE ITEMS

POUMENUMBER  LICENSABLE PART NUMBER LICENSABLE NAME EM PART NUMBER. MAX QUANTITY EXPIRY DATE

w 26816965 OFFICE PRO 2016 OLC OA3 PTK AFOLE. 4 307200

NUE WITH SUMMARY

11. A final confirmation page with show up after your order request is submitted. Click
FINISH.

NOTE: Takes approximately 30 minutes to obtain actual keys. Keys can then be downloaded
and added to inventory.
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ORDER KEYS
SUMMARY
TestKeyBlan Contoso OEM-0000127047 5000041895 : Master Licensing Agmt (2015) for
Named : 2017-07-31T07:00:00
woon e pa— Qusp
32072017 Contoso OEM-0000127047 320207
PO LINENUMBER  LICENSABLE PART NUMBER UCENSABLE NAME OFM PART NUMBER MAX QUANTITY UNAT PRICE EXTENDED PRICE.

w 20010963 QFFICE PRO 2016 0LC OAT PTK AFOLE 5 0 ]

BACK CONFIRM MY ORDER

3.1.3 CALL OFF ORDER

Description:

A call off order is placed against a blanket order by the ship-to location (OEM or TPI) that is
specified on the blanket order. Call off orders are primarily placed by IDHs with a decentralized
business model after a blanket order has been placed. Each line item on a call off transaction
must specify a requested delivery date and a quantity. The quantity ordered must be less than
or equal to the remaining blanket order quantity for that product.

Tip Tool: Order selected keys (i.e. call off a portion) from a blanket order previously placed in
MDOS. Call off orders are primarily placed by IDHs with a decentralized business model after a
blanket order has been placed.

NOTE: It should take approximately 15 minutes after a blanket order is placed before a call off
order can be made.

Step-by-step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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u Microsoft
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Contoso OEM

@vour dashboard data wa

KEYS OVERVIEW

N

138000

0 xevs )

Business, B1_UAT2.0D

KEYS OVERVIEW

[EE—

last updated: 2018-12

5u (D 0w

vPLEvEL
~
| o
122417, Fiease refesh the page if data is not update
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3. From the dashboard view, click on Order Keys (under orders menu) from the action ribbon in
the menu.

NOTE: Blanket Order must be placed by the uplevel partner before a Call Off order can be made
by the downlevel partner.

B Microwstt

LI

P —————— “ fey 138000 18187 0
BWHLVIL 5 e &
Contass OEM = »
L
x
KIVS OWTRVIDW KEV HISTORY o
‘ 18187 ——————— i

4. From the ORDER KEYS menu, select CALL OFF from the options under CREATE ORDER.

ORDER KEYS

CREATE ORDER

STANDARD BLANKET
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5. From the ORDER KEYS — ORDER INFO screen; all available account information will be
displayed.

6. Fill in required fields. (Call Off Reference Number, Delivery Date).

7. Click the radio button to select the order number to call off, then click the CONTINUE WITH
LINE ITEMS button.
ORDER KEYS

ORDER INFO

All fields are compulsory

MICROSOFT ORDER
FROM CRGANIZATION NUMBER OEM PO NUMBER OEM PO DATE EXPIRY DATE

CONTDSO DEM-00001 27047

1140030972 TESTKEYBLAN 20/03/2017 20/03/2017
SHIPPING DESTINATION
CONTOSO OEM-0068127047
‘CALL OFF REFERENCE NUMBER DELVERY DATE
CALL OFF REFERENCE NUMBER DELIVERY DATE |222
BACK CONTINUE WITH LINE ITEMS

8. From the ORDER KEYS — ORDER LINE screen, check the box to select the order you would like
to pull from.

9. Under SELECTED LINE ITEMS, enter quantity desired.

NOTE: Quantity must be less than or equal to the maximum. Maximum quantity set by uplevel
partner.

10. Click CONTINUE WITH SUMMARY.
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ORDER LINE

1

TOTAL LICENSABLE PART NUMBER LICENSABLE NAME MAX QUANTITY AVAILABLE QTY START DATE END DATE

~ 269-16965 ‘OFFICE PRO 2016 OLC OAS PTK. s s

AFOLE.
SELECTED LINE ITEMS

LICENSABLE PART NUMBER LICENSABLE HAME QUANTITY DELIVERY DATE
269 16965 OFFICE PRO 2015 OLC OA3 PTK AFOLE 4 032002017

CONTINUE WITH SUMMARY

11. From the ORDER KEYS — SUMMARY screen, review the call off order then click the CONFIRM
MY ORDER button.

ORDER KEYS
SUMMARY

FROM CRGANZATICN TOTAL QRGER AMEUNT
Contoso OEM-0000127047
SHIPPING DESTINATION DELIVERY DATE OUSD
Contoso OEM-0000127047 03/20/2017

LICENSABLE PART NUMBER LICENSABLE NAME QUANTITY UNIT PRICE EXTENDED PRICE

265-16965 OFFICE PRO 2076 OLE OA3 FTK AFOLE s o o

12. A final confirmation page with show up after your order request is submitted. Click FINISH.

NOTE: It takes approximately 30 minutes to obtain actual keys. Keys can then be downloaded
and added to inventory.

ORDER KEYS

CONFIRMATION

Order Request is Submitted

Note: You mis be notsied onxe your order @ processed

] I

3.1.4 CREDIT HOLD
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Description:
If the partners account has a credit hold, then the order placed by partner will go on hold which
means partners can place their order, but the product key delivery could be delayed.

Partners need to work with their account managers to remove the hold from the account, once
the hold is removed from their account, partners will receive an email confirmation on removal
of delivery hold post which partners can login to MDOS and hit ‘Get Keys’ so that the keys can
be downloaded successfully in MDOS.

& Microsoft

ORDER CONFIRMATION

MiTosoft has determined that the order will be accepted but
placed on holc. Product key delivery could be delayed. Ave you
sure you want to contire wth ordes?

3.1.5 SEARCH ORDER

Description:

The Search order allows users to search the status of the standard order, blanket order and call
off order placed in MDOS based on search parameters like PO Number, Agreement Number,
MS Order Number, status, submitted date, type of order etc.

Tip Tool: View ordered keys using search functionality.

Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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Microsoft
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3. From the Orders menu, select Search Orders.

upteveL MICROSOFT
MICROSOFT v & 138000 18187
vownive s
Contoso OEM ory Management ¥ Reporting Key ¥ Busi
A Order Kays
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18187 LAST & MONTHS v
FULFILLED
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BOUND
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TRANSFERRED
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KEYS OVERVIEW NOTIFICATION
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4. Under Search Order, the user will see the different search criteria like : PO Number,

Agreement Number, MS Order Number, status, submitted date, type of order etc. Enter search
criteria and click on the SEARCH button.

m Microsoft =
vLeveL MICROSOFT
MICROSOFT AGREEMENT 5135905515 v ' & 138000 18187 0
ownEEL 6 - : o
Contoso OEM Orders ¥ =t L Nagce 2 L
Search Order
ace v supmED oate v
] eancH
: itl AL v
=]

Privacy Statement

5. Search results will display all the orders based on the search criteria. MDOS has newly
introduced quantity column, which will let the partners know the total keys placed for a

particular order. Also, user can differentiate the pending and fulfilled orders based on color of
the quantity column.

e Purple indicates the order is pending for acknowledgement from Microsoft and keys are
not downloaded in MDOS.

e Green indicates the order is approved and the keys are fulfilled in MDOS.
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Search Order
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10171503 34545 x: Wicrasoh Carporation - OFM Internal Micrasot Corpaation - OEM nternl Standard AcTIVE oarajaom
o175 s n- TPLintermal 0000125028 Micrasolt Corporation - OEM Inerns! Standard Acve cenerzom
1orTisa sty 3 Microsobt Corporation - OFM Internal Misrasoft Corporation - OEM nternal Standrd Acve os2om

1% - Order is pending | 1* - Order is fulfilied

= v <CHERED

6. Click on MS Order Number value, user will be able to see the ordered licensable partner
number and the quantity of that licensable partner number.

251



Microsoft Digital Operations Services User Manual

Order Details

ORGANIZATION MS ORDER NUMBER OEM PO NUMBER
MICROSOFT CORPORATION * GEM INTERMAL-0000003001 N01714TES BULK101

AGREEMENT SHIP TO ORGANIZATION OEM PO DATE
TPLINTERNAL 000129029 osy212008

Order Line Items

w Kows-0004 WIN HOME 10.0LC 0A PTK H 2018-09-20700:0000

RETURN TO SEARCH

3.2. FULFILLMENT

3.1.5 FULFILLMENT OVERVIEW

Description:
Fulfillment is the process of Microsoft sending keys to the OEM account through MDOS
(Microsoft Digital Operation Services) after an order is placed.

The MDOS process is a much quicker way to fulfill keys than the previous legacy system, DIS
(Digital Inventory System). Where DIS used to take up to 4 to 10 hours, MDOS takes between
15 minutes and 4 hours. The SLA is shorter for MDOS because it automatically checks for keys
on a scheduled basis.

The Get Keys functionality in MDOS speeds up the process, as it bypasses the scheduled update
and fulfills the keys to MDOS instantly, if the keys are available. This process usually takes 2-3
minutes, and will populate the keys in the dashboard once complete. (See the Get Keys section
for more info).

Example:
ABC OEM has an active DOC Account registered within MDOS so they can begin ordering and
receiving keys. After keys have been ordered in MDOS, the OEM user goes to the main
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dashboard. The user selects Get Keys from the menu bar (action ribbon) to speed up the usual
programmed process and instantly download the keys ordered into MDOS. The OEM’s ordered
keys are not available yet, so the user wait 10 minutes to let the system refresh and try again.
The next time, the keys are ready, so they see a message confirming key request was successful
and the keys populate in the dashboard once complete under the fulfilled status. (Note: Had
the user not pressed Get Keys the process could take up to 4 hours with the timed schedule).

3.1.6 GET KEYS

Description:

Fulfillment is the process of Microsoft sending keys to the OEM account on MDOS (Microsoft
Digital Operation Services) after an order is placed. Get Keys allows keys that have been
ordered to be downloaded to MDOS instantly if the keys are available.

The Get Keys functionality in MDOS speeds up the usual programmed process, as it bypasses
the scheduled update and fulfills the keys to MDOS instantly if they are available. This process
usually takes 2-3 minutes and will populate the keys in the dashboard once complete.

NOTE: If keys are not available for fulfillment, you may need to go through the steps again after
10 minutes to refresh system.

Tip Tool: Use Get Keys to instantly download the keys ordered in the MDOS if they are
available.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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2 Microsoft =
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
DOWNLEVEL 5 b Fuied Keys
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLLED
1901
BOUND ’
138000 el 0
ASSIGNED -
112095 -
TRANSFERRED
s aion . T
W Fultied Repoteuourd [ Astuned

KEYS OVERVIEW

106090 vevs (D

business_ b7-testiab]

e © Z.. © ... ©

NOTIFICATION

3. From the dashboard view, click on Get Keys (under Orders menu) from the action ribbon in
the menu.

m Microsoft
fo— v —— crosort & 138000 18187
vowneve s
Contoso OEM ntory Management ¥ Reporting Key ¥ Business Administration ¥

KEYS OVERVIEW

N

138000

0 keve @

Business 81 UAT2.00

KEYS OVERVIEW

KEY HISTORY

18187 ’ ' LAST & MONTHS ~
FULFILLED
1901
BouND
5817
ASSIGNED

112095

TRANSFERRED

106090 « @ 6000 kev (9
5G_FrRllah3

businessb7-testiab]

o 0= O = 0

NOTIFICATION

4. A confirmation window will pop up to confirm your Key Request. Click CONFIRM.
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KEY REQUEST

Are you sure to send download key request ¢

COMNFIRM

5. A message confirming key request was sent will pop up. Click OK.

6.a. If keys are available, they will show up in dashboard within 2-3 minutes. You may need to
refresh your dashboard (press F5)

6.b. If keys are not yet available for fulfillment, you may need repeat steps again after 10
minutes.

REQUEST SENT CONFIRMATION

Your request to get keys was successfull.
A notification will be sent shortly.

SECTION 4. MANAGING INVENTORY
4.1. ASSIGN KEYS

Description:

The Assign keys functionality provides the ability for uplevel partners (ULP) to allocate keys to
their downlevel partners (DLP) from current inventory. Keys may be assigned by quantity,
specific key, search criteria, tag/label. Keys must be in FULFILLED status in order to assign. Once
the keys are assigned, the status will change from FULFILLED to ASSIGNED.

Example: In a centralized model, the uplevel partner (ULP), ABC OEM, has 1000 keys in fulfilled
status in their current inventory. ABC OEM wants to assign a specific number of keys to their
downlevel partner (DLP), Contoso FFKI for manufacturing. ABC OEM goes into their MDOS
account and selects Assign Keys and selects the By Quantity tab. The OEM then allocates 500
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keys to Contoso FFKI. The key status for the 500 keys would then be changed from fulfilled to
assigned.

Tip Tool: Assign keys to downlevel partners (DLP) from inventory; by quantity, key, or search
criteria.

4.1.1 ASSIGN KEYS BY QUANTITY
Tip Tool: Assign keys by quantity available in inventory to downlevel partners (DLP).
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

2 Microsoft =
veLeveL MicRosoFT
l MICRQSOFT AGREEMENT 5198905515 v | & 138000 18187
bownvE e e
Contoso OEM ST (RS re— Busi
@Your dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
AL -
1901 et
BOUND T
138000 817 Joonac
) ASSGNED -
112095 50000
TRANSFERRED -

KEYS OVERVIEW NOTIFICATION
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3. Click on Assign Keys under Inventory Management Menu.

§ Microsoft

MICROSOFT

UPLEVEL MICROSOFT

v & 138000 18187
e i Ter: Tofol Keys Fulhind Keys R
Contoso OEM Bl Reporting key ¥ Gusiness Adminstration ¥
KEYS OVERVIEW KEY HISTORY @ Recall Keys
< uano
18187 LAST 6 MONTHS ~
FULFLED 5 wore o merory
1901 £ Revert ey
BOUND - age Label
138000 817 a
kssichiep
112095 JEEE =
TRANSFERRED — A Export Keys
— E— — 2 impon kays — _ —
EXPORT OA
0 kevs 5 kevs 0 xevs 0 kevs

KEYS OVERVIEW

Privacy Statement

NOTIFICATION

4. From the Assign Keys screen, click on the BY QUANTITY tab.

NOTE: Keys must be FULFILLED status in order to assign.

Assign Keys

SELECT DLS:

CONTOSO INDIA
KEY TYPE LICENSABLE PART NUMBER
Service 26916063

Service 26816965

Serviee TL4-00013

v

BY QUANTITY BY KEYS
OEM PO NUMBER OEM PART NUMBER AVAILABLE KEVS QUANTITY
TESTKEVBLAN s
TESTREVIZE TESTOEMOFFC s
TESTKEVIZS TSTOEMO3SS s

<Hl>

CLEAR
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5. Select the DLP (Downlevel Partner) from the SELECT DLP dropdown menu.

Assign Keys

SELECT DLS: CONTOSO INDIA N
Service 2 Contoso India
Service 269-16965

6. Enter the quantity of keys to be assigned.

7. Click on the ASSIGN KEYS button.

Assign Keys PO -
SELECT DLS: CONTOSO INDIA A
prop— rrrEy—— oA PO HUAGAR T ) AAARE VS Y
Service 269 16085 TESTKEVBLAN s :
sarvice 260 16065 TESTKEYV123 TESTORMORFC 5 :
Service o001 TesTEYIZY TSTOIMOI8s s I:I
<H>

8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

ASSIGN KEYS

Are you sure you want to assign these keys?

CANCEL CONFIRM
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9. Once the keys are assigned, a “Key(s) assigned successfully” message will briefly pop up in
the green highlighted banner.

successfully

Assign Keys R Byxers
SELECT DLP: ADIOSH_FFKILABO... v
wene UctRSABE T bwaca

M PO NUMBER OEM PART NUMBER AVAILABLE KEYS auanTiTY

Standard KWI-00458 8055

<H>

10. A confirmation notification will also appear under the Alert icon, indicating recent changes.

B Microsoft

F Q

"

CONTOSO GEM_IDH v P LEVEL CONTOSO OEM
DOWNLIVEL | 0 PRIORITY  DATE e mrssAGE

O Your das ot 2017.03-22 03:02:55
Keys Overview Key History T 5
. R :
1 s ¢ G "
LA A
A o
—

4.1.2 ASSIGN KEYS BY KEYS

Tip Tool: Assign keys by product key number or other criteria to downlevel partners (DLP) from
inventory.

Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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l WICROSOFT AGREEMIENT 5136905515

UPLEVEL MICROSOFT

] - & | 1w

18187

Contoso OEM

@vour dashboard data w

KEYS OVERVIEW

N

138000

0 keve

8}

B1_UAT2.OD

KEYS OVERVIEW

last updated: 2018-12

Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminsstration ¥

7122417 Please refres

the page if data is not updated,

KEY HISTORY

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED 5000

LAST & MONTHS v

RaportedBound [ Retuned

e © . © oo

@

NOTIFICATION

3. Click on Assign Keys under Inventory Management Menu.

MICROSOFT

Contoso OEM

KEYS OVERVIEW

N

138000

0 kevs @

usiness_ 81, UAT2. DO

KEYS OVERVIEW

UPLEVEL MICROSOFT
v &
DOWNLEVEL 5 S

138000 18187

Reparting Key ¥ Business Adminatration ¥
KEY HISTORY @ Recall ks
2 Retum Koys
18187 LAST & MONTHS v
FULFILLED 3 Move To Inventory
1901
BOUND
5817
ASSIGNED

e e o=

. (&) 0 ke

business 5 cemod

106090 w

business b7-testiab]

6000 w

56_Fxlioh3

® 6] ©

NOTIFICATION

4. From the Assign Keys screen, click on the BY KEYS tab.
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Contoso OEM Orders ¥  Inventory Management ¥ Reporting Key ¥ Business Administration ¥

Assign Keys S I
Mo o o wsteR P—— - ProoucT ke
- faasare . . . -
s m et s pRooucTkEv I s DG KEY 1 FROM s sronicr v 070 e
1 KEY TYPE
= ] ~

5. Select the criteria that you want to search by, if desired, then click on the SEARCH button to
view all keys eligible for assigning.
Assign Keys

BY QUANTITY BY KEVS

OS06T FULFILLED DATE

o8 PO NUMBER OEM PAST NUMBER LICENSABLE PART NUMBER PRODUCT KEY
RESET

& &
ke avnpate . . . -
W . [—— e p—
] B o v
SHECTOW:  Moossmause omvoDM v
s PRGouCT Kev 1 P— p— e p—— oo
O sooooononses RS —— . - crvasors
u] 297530195691 UK I000K- KOOOC- 000X 10000 service 76916965 TuTuT
SR — [ p———— senke — worur
] 2975301195693 000000 KOO0 X0 IO Service 269-96965 TuTuT
P e - N azma
u] 297s2T700M63 00X IO00K- KO0OC- X000 -H0000K servce 26916951 CFVBSDFS
O oo T —— Stnderd an.oom4 susass
— [ ————— Seiee 028 0008 ™
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6. Select the DLP (Downlevel Partner) from the SELECT DLP dropdown menu.

SELECT DLP:

| MDOSFFKIUSER

O

O
O

O

8000000001
FFKIT11
297530195 i
cloudoalab17 idh - UAT3
2975301195 i
Business_B1_UAT3_DD
2975301195 i
business_h3
800000000149094
2975277001169
3314010750747

N |

MO0 000000000 X000-8C629

K- 0000 X000 KKK

MO0 X00OC-X00000- XOO-Y4GE3

7. Check the box(es) to select the KEY IDs that you would like to assign.

m} 1940002866614

1COC2B66615
= 140002066616
=2 1840002866617
a 1940002866618
m] 2975250093409
[ 2875230083010
m} 2075250083411

25 W

I IOE008 KUK XX XK

K. K00 KK, XIHXH- XK

0 KHXOE- KX KRN X0

XL JOEXR- KO KKK K

0 K008 XXX KX X0

0 KEXO8- KX XK X0

X JOEXR- KO, KKK WO

K. KHR0OK- KK KKK XN XK

Semice.

Semice

Senice

Senvce

Serice

Semier

825.00010

925.0000

9290001

s28.000m

sz9.00010

TsD-02652

T5D.02652

T80 026052

9. A confirmation window will pop up to confirm your selection. Click CONFIRM.
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ASSIGN KEYS

Are you sure you want to assign these keys?

CANCEL CONFIRM

10. Once the keys are assigned, a “Key(s) assigned successfully” message will briefly pop up in
the green highlighted banner.

UPLEVEL MICROSOFT
ICROSGFT AGREEMENT sz0000zs41 v a8 179 25 8
sowmeE  x

Contoso OEM Orders ¥ inventory Management ¥ Reporting Key ¥ Business Administration V'

Key(s) assiged successtully.

Assign Keys e s
0501 LD CABEaFTFLL o OEM PO NUMBER OEM PART NUMBER JCENSABLE PART NUMBER PRODUCT KEY
FROM o RESET
=] |
= 3 KEY TYPE N
=] =
SELECT DLP: MDOSFFKIUSER ~

11. A confirmation notification will also appear under the Alert icon, indicating recent changes.

B Microsoft

CONTOSO OFM - INDIA ~ el CONTOSO OFM
DOWNLEVEL 0

A 0210217
CONTOSO INDIA Py 1AM

Keys Overview Key History

outoaoT  DRK Aesign Keys : CONTOSO OIM has.

\ WEEAM Aogne
3
ASSIGNED 1 p ouezer bRk Assign Keys: CONTOSO OLM has.
a4 wassam Aswgned

4.1.3 ASSIGN KEYS BY SEARCH

Tip Tool: Assign keys using search functionality to downlevel partners (DLP) from inventory.
Step-by-step:
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1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

m Microsoft
upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL s Tex Ko Fulhlid Keys Returned Ke
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FLFLED
1901
BOUND !
138000 el 0
AssiGNED
112095 000
TRANSFERRED "
o Juh T L De
B
5 0 wxvs 0 kevs 106090 wevs
e © e © @ O &)

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the search icon in the top navigation bar.

m Microsoft

-
1
e > &

DOWNLEVEL 6

138000 18187

Contoso OEM

Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminsstration ¥

KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS v
FULFILLED 00000
1901

BOUND
138000 se17
: ASSIGNED
112095
TRANSFERRED

@ 5; (D ?.ulfn; s (D 0 kevs @ 106090 w G) 6000 w (D

business 5 cemod business b7-testiab] Frlioh3

KEYS OVERVIEW NOTIFICATION

Privacy Statement
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4. Select the criteria, if desired, then click on the SEARCH button to view all keys eligible for
assigning.

NOTE: Keys must be FULFILLED status to assign.

UPLEVEL MICROSOFT
MICROSOFT AGREEMENT 5199905515 v @ 138000 18187 0
DOWNLEVEL 5 - Fulfed s Retumed Ky
Contoso OEM Ordors ¥ Invontory Management ¥ Reporting Key ¥ Business Administration ¥
— KEY TYPE g
= KEV STATUS
KEY STATUS v

OEM RMA DATE

[}

5. Results will display all the keys based on the search criteria or will default to show all keys if
no parameters are selected.

SEARCH RESULTS

8
Total Kays ] DXPORT RESULT H
8
FULFILLED B s PRODUCTKEY IO PRODUCT KEY LICESABLE PARY NUMBER Y YR Y STATUS
1250505007406 300006 J00X08 KR XKH-ASHVD ws-0004 STANDARD LD
sswsosontan B p———" w9-00004 STANDARD LD
I258505007414 OODOC- X0 KDL DU - HADDA KW9-00004 STANDARD FULFILLED
3258509007415 H0000C X000 KGO OO 60000 KW9-00004 STANDARD FULFILLED
sasusos0ns20n 0006000 KK OUCK-WHGI ws-00004 STANDARD LD

5 WV <.J>
. |

6. There are two ways to select a key for assighment from search results table:
Option 1) Check the box(es) to select the KEY IDs that you would like to assign. Then
hover over and right click to display menu and click on the option “ASSIGN”.

NOTE: Keys must be in FULFILLED status to assign.
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——
12 SEARCH RESULTS
Totsl Keys assiGn neruRN ous ExpoRT =
12
FULAILLE PRODUCT KEY 1D PRODUCT KEY LICENSABLE PART NUMBER Y TYPE KE¥ STATUS
M o 26816983 et FULFLLED
VIEW KEY
02 o wHr.0WT0 NOKEVTYPE FULALD
ASSIGN
em03 e wr.owr0 NOXEVTYPE FULALLED
RETURN
26804 e wHz.0WT0 NOXEVTYPE FULFILLED
DIS EXPORT
20808 kB 400 10 LABEL WHT.OWT0 NOKEVTYPE FULAILED

Option 2) Check the box(es) to select KEY IDs that you would like to assign. Then click on
the ASSIGN button above your selection.

NOTE: Keys must be in FULFILLED status to assign.

SEARCH RESULTS

25905

Tetal Keys AsSIGN RETURN EXPORT DLP EXPORT EXPORT RESULT

18187

FULFILED LICENSABLE PART NUMBER KV STATUS
1901 “ or-o00 STANDARD FULALLED
5”31 7 saseszIN 000 XX ORI VGDDQ r-a0en STANDARD FULALLED
ASee 3258631322349 HCOOC-X 00 X0 OO0 3V6IQ KI7-00001 STANDARD FULAILLED
25863122350 0000 X004 Y0000 10000 WBATD e STANDARD FULALLED
nseanzzsn 00006 100008 JOD00E P ar.nom STANDARD FULALLED
sssenass XX XXX YOO JRXKH 3093 xar-00m STANDARD FULALED
325631322353 X006 NG00 JODO0L- 00K VONVD 700001 STANDARD FULALLED
3258631322354 0000 X0 00K JOD0 VYD 7-00e1 STANDARD FULALLED

7. The Assign popup box will open. Select the DLP (Downlevel Partner) from the SELECT DLP
dropdown menu, then click CONFIRM.

Assign

SELECT DLS: CONTOSO INDIA

Contoso India

Contoso Mexico

CANCEL
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8. Once the keys are assigned, a “Key(s) assigned successfully” message will briefly pop up in
the green highlighted banner.

9. Once the keys are assigned and ASSIGNED is selected under the KEY STATUS drop down
menu, you can view assigned keys in the search table. The status will also be reflected with
ASSIGNED in the status box of the dashboard.

NOTE: Number of total keys and fulfilled keys will also be reduced in the key count view and
dashboard view.

SEARCH RESULTS

Total Keys FAPORT RESUAT H

8

FULFILLED m wsroDuCTIEY 0 PRODUCT KEY LICIHSABLE PART MUMBER war v warstaTs
p— fr————— p— STANDARD e
— 00000000 KOO XK WAIS3 p— STANDARD FusLs
— 00000000 KX XK HEDDQ — STANDARD FusLs
sasasmsonats 00000000 KX XIXCK 5000 — STANDARD s
sasassansaos 00000000 KX K0Tk WIGHQ s, 00004 STANDARD D

v <D

10. A confirmation notification will also appear under the Alert icon, indicating recent changes.
> o

| Microsoft I

a s ‘

R
CONTOSO INDIA 0 101900 A Assigeed
Keys Overview Key History
3
ASSIGNED ’ A w@ioznr DR Assign Keys : CONTOSO DEM has.

4.1.4 ASSIGN KEYS BY TAG
Tip Tool: Assign keys by tag (label) to downlevel partners (DLP) from inventory.
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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2. Select the Manage Label option under Inventory Management menu.

= Microsoft

ueevL WicRosoFT
VICROSOFT AGREEMENT 5135905575 v & 138000 18187 0
owmEE o i .
Contoso OEM oo P ——
Ovour das s last updated: 2018-12-20 18:44:31 Please refresh the page If data is not updated.

KEYS OVERVIEW KEY HISTORY

18187 Pt LAST 6 MONTHS v
i : » ansge Lsbel
1901 ; )

138000 817 . I

112095
0 ke o 5 oy 0 o D [ 106090 cev o 6000 oy

3. Choose the label in which you want to assign keys or create a new label by clicking on the
CREATE LABEL button.

NOTE: Keys must be FULFILLED status to assign.

Manage Label

T e — |
- orren o N

- ® ssscun

(o)

an - . X

- .

- - .

CmED

5. After selecting the label, a list of keys that can be assigned to that label will be displayed.
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Assign Label Test Label v auantry s W

e o .

s o emion s + -

Hameone s maz . M .

Sommtone wwr o e 0 + s o
Assign Labet

NO KEY(S) SELECTED

6. Enter the quantity of keys which needs to be assigned and click the ADD TO LABEL link
button.

S

Assign Label Test Label Qe s vstan

>

I p— * g
S— P ' * 0w

Cmrames - . -

— - ' .

.- P * worouse v

7. After adding the quantity of keys to the label for each line, click on the ASSIGN LABEL button
below the summary.

Assign Label Test Labet o quay s wean
Commumes. eawy P &
R e & * A0 TO LASEL

s ot ¥ A0 TOME

[ o * oroume

e oy ' ® mewove e

e
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8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

ASSIGN LABEL TO KEYS

Are you sure you want to assign these keys?

9. Once the keys are assigned, a “Keys assigned to label successfully” message will briefly pop
up in the green highlighted banner.

Assign Label Test Label W QuaNTITY s wvsTATE

Vs asigred 10 ool aces

Assign Label

NO KEY(S) SELECTED

ﬂ

10. To search the assigned keys in a label. Click on the SEARCH button from the dashboard and
then click on Advanced Search.

270



Microsoft Digital Operations Services User Manual

1 Microsoft =
upLsveL MicROSOFT ; .
MICROSEIFT AGREEMENT 5189305515 v & 38000 18187 0
oWNEVEL & = e .
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Administration ¥
o KE' PE +
vV TY ~ OEM OPTIONAL INFO
_ RESET
L] CEM PART HUMBER MICROSGFT ORDER NUMBER _
v ADVANCED SEARCH -+
o SELECT D LICENSABLE PART NUMBER M5 PRODULCT KEY ID
» oen RhaA oaTe +
——

11. A pop up window will display. Select the DPK LABEL pulldown menu.

12. Select the desired label from the pulldown options.

OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE
M3 PRODUCT KEY ID FROM MS PRODUCT KEY ID TO
MASKED PRODUCT KEY LABEL
DPK LABEL N
HARDWARE HASH CEM RMA NUMBER

CANCEL CLEAR CONFIRM

13. Click the CONFIRM button.
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14. All the keys assigned to that label will be displayed in the SEARCH RESULTS window.

SEARCH RESULTS

g
m

<l>

4.2. RECALL KEYS

Description:

The recall keys functionality allows IDH/TPI users to recall the keys that have not been allocated
by downlevel partners. Uplevel partners can recall keys from downstream partners in one
simple click where the process was more complicated and required more steps in the past. Keys
must be ASSIGNED status in order to recall. Once the keys are recalled, the status will
automatically change to FULFILLED and then can be assigned to a different DLP.

Example: Contoso IDH wants to recall the keys that have not been used by their downlevel
partner, Contoso FFKI, so the keys can be allocated to another partner. Contoso IDH sees that
there are 100 keys in ASSIGNED status. They click on Recall Keys from the action ribbon in the
menu, then click on the BY QUANTITY tab in the Recall Keys screen. Contoso IDH selects
Contoso FFKI as the DLP (Downlevel Partner) from the SELECT DLP dropdown menu, enters
“100” as the quantity of keys to be recalled, and clicks on RECALL KEYS. From the main
dashboard, Contoso IDH now sees that the key status has changed to recalled for those keys.

Tip Tool: Allows OEM/IDH/TPI users to recall unused keys from downlevel partners.
4.2.1 RECALL KEYS BY QUANTITY

Tip Tool: Recall keys that have not been allocated by downlevel partner by quantity.
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

u Microsoft =1
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
DOWNLEVEL 5 Fulhnd Keys
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
©vour dashboard data was last updated: 2018-12-17 12:24:17Please refresh the page if data is not updated,
KEVS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFILLED a0
1901
BOUND ‘
138000 5817 :
ASSIGNED -
112095 s0000

TRANSFERRED

i O © Z.. © Iz... © X0 O

Business, B1_UAT2.0D

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on Recall Keys from the action ribbon in the menu.

= Microsoft
upLEVEL MICROSOFT
v 8 138000 18187 0
DOWNLEVEL 6 rah
Contoso OEM Ore y Manag: v e yKey ¥ By v
2
©Your dashboard data was last updated: 2( 37.Please refresh the page if data is not updated. =
ecall Keys
KEYS OVERVIEW KEY HISTORY <
o
18187 s LAST 6 MONTHS v
4 e Ly
v 1901, a
2 ou
138000 5817 _ -
112095 X ot

0w ... ) 79, el i ©

Privacy Statement

o] &= o

4. From the Recall Keys screen, click on the BY QUANTITY tab.

5. Select the DLP (Downlevel Partner) from the SELECT DLP dropdown menu.
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Recall Keys

BY QUANTITY L)

QEM PO NUMBIR OIM PART MUMBER AVAILABLE KEVS auANTITY

service TESTREVBLAN z
servica TesTEVIZ TESTOEMOFFC s
Service Tid.0003 TESTREVIZY TSTOMONS 2

<Hl>
(o] I

6. Enter the quantity of keys to be recalled.
NOTE: Keys must be ASSIGNED status in order to recall.

7. Click on the RECALL KEYS button.

B Your dashboard data was last updated: 2017-03-2100:37:48

Recall Keys
y BY QUANTITY BEE)
SELECT DLS: CONTOSO INDIA v
Key TvPE LICENSABLE PART NUMBER OEM PO NUMBER OEM PART NUMBER AVAILABLE KEVS QuANTITY

servce 26516965 TesTREaLAN 2 E
senice 2656565 Tesrena Testotworrc s
serve nacom Testena rsTosuozss 2 D
clear RECALL KEYS

8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

RECALL KEYS

Do you want to recall all the selected keys?

CAMNCEL COMNFIRM

9. Once the keys are recalled, a “Key(s) recalled successfully” message will briefly pop up in the
green highlighted banner.
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Recall Keys .
SELECT DLP: ADJOSH_FFKI_LABOE.. \v
e LKENSABLE PAXY WAER 04 PO BER prp—— onABe v aussmy

Suandas

KWO-00488 e ]

<h>
(] T

11. A confirmation notification will also appear under the Alert icon, indicating recent changes.

PRIORITY DATE TITLE MESSAGE
f 0321207 DPK Assigned Assign Keys : Contoso OEM has
85328 assigned 6 keys to your inventory on

3/21/2017 8:53:28 PM.

03,/20/2017 DPK Recalled Recall Keys : Contoso OEM has.
£ jL #1541 B8 recalled 1 keys frem your inventory

on 3/20/2017 8:15:41 PM.

03/20/2017 DPK Recalled Recall Keys : Contoso OEM has re...
1511 PM

/|\ 03/20/2017 DPK Assign Keys : Contoso OEM has a...
. 74343 PM Assigned
03/20/2017 DPK Recalled Recall Keys : Contoso OEM has re...
£ j A T3141PM
| SHOW ALL
dowe
[ Fuisied Il ReportedBound [l Retumed

4.2.2 RECALL KEYS BY KEYS

Tip Tool: Recall keys that have not been allocated by downlevel partner by product key
number.

Step-by-step:
1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.



https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

2. From the dashboard screen, select the business from the Business dropdown menu in
upper left corner.

u Microsoft =1
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL s Key Fulhed Keys Retuered Key:
Contoso OEM Orders ¥ nventory Management ¥ | Reporting Key ¥ Business Administration ¥
@vour dashbosrd data was last updated: 2018-12-17 12:24:17 Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFILLED 0
1901 e
BOUND 1snne
vasane
138000 el —
ASSIGNED i
112095

KEYS OVERVIEW

Prvacy Statement

TRANSFERRED

5k
Sognik: P81

e © M. ©

NOTIFICATION

3. Click on Recall keys from the menu.

= Microsoft

UPLEVEL MICROSOFT &

138000 18187 0

DOWNLEVEL 6

Contoso OEM ders ¥ M Rey v B v
@ Assi
©Your dashboard data was last updated: esh the page if data is not updated.
© fecall Ky
KEYS OVERVIEW KEY HISTORY S Eae
2
18187 s LAST 6 MONTHS v
D PRID » 0
s Q cutomsen
z
138000 sy =
112095 a
=

&)

Privacy Statement

of &= o
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4. From the Recall Keys screen, click on the BY KEYS tab.

Recall Keys oo e

MICROSOFT FULFILLED DATE OEM PO NUMBER LICENSABLE BART NUMBER PROBUCT KEY RMA DATE
FRom rRom fEsr

— Jp— —— =
MICROSOFT FULFILLED DATE KEY TYPE v RMA DATE
™ WS PRODUCT KEY 10 FROM M5 P WCT KEY 10 TO SELECT DLS m
& BUSINESS_B1_UAT3.OD ]
5. Enter search criteria, if desired, and click on the SEARCH button.
NOTE: Keys must be in ASSIGNED status to recall.
Recall Keys
[ JS— =
MICROSOFT FULFILLED DATE KEY TYPE hd
ﬁ BUSINESS B1_UAT3_ DD N a

6. All keys eligible for recall will display in the table.

L] MS PRODUCT KEY 1D PRODUCT KEY KEY TYPE LICENSABLE PART NUMBER OEM PO NUMBER OEM PART NUMBER SITE NAME
3254505089204 OO0 JOXKKX JOXGHX JO00X-PCHD Standard KW-00004 TESTING KEV oot MDOS LABY
2ursa01037450 XXX JOOHX XX KK Sarvice 26016965 TESTING KEY 1000 MDOS L3

<H>

7. Check the box (es) to select the KEY IDs you would like to recall, then click the RECALL KEYS
button.
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B oo T D P = e

<m>

8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

RECALL KEYS

Da you want to recall all the selected keys?

CAMNCEL

9. Once the keys are recalled, a “Key(s) recalled successfully” message will briefly pop up in the
green highlighted banner.
Recall Keys BY QUANTITY BY KEVS

MICROSOFT FULFALED DATE o - p p RMA DATE

KEY TYPE v
A DATE

" - SEARCH
(a3 M 1 ADJOSH_FFKI_LABOEM1D.. \/ (333

NO DATA FOUND,
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10. A confirmation notification will also appear under the Alert icon, indicating recent changes.

o [T
o Q
PRIORITY DATE TITLE MESSAGE
AN 032172017 DPK Assigned Assign Keys : Contoso OEM has
ls s assigned € keys to your inventory on
3/21/2017 8:53:28 PM.
A 0372072017 DPK Recalled Recall Keys : Contoso OEM has
FAN 1541 DM recalied 1 keys from your inventory

on 3/20/2017 &:15:41 BM.

03/20/2017  DPK Recalled Recall Keys : Contoso OEM has re...

[=

1511 PM

/l\ 03/20/2017 DPK Assign Keys : Contoso OEM has a...

: TATAIPM Assigned

AN 03/20/2017  DPKRecalled  Recall Keys : Contoso OEM has re..

e 73141 M
1 SHOW ALL
¢

W Fuitited M Re und [ Retumed

4.2.3 RECALL KEYS BY SEARCH

Tip Tool: Recall keys that have not been allocated by downlevel partner using search
functionality.

Step-by-step:
1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard screen, select the business from the Business dropdown menu in

upper left corner.

279


https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

2 Microsoft =
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
DOWNLEVEL s T Fuied Keys e
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Administration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FULFLLED
1901 -
BOUND
138000 el
ASSIGNED
112095
TRANSFERRED
ol i . T
W Fultied Repoteuourd [ Astuned

S @ T, © ... © BN O

business 85 semod business_ b7-testiab]

KEYS OVERVIEW NOTIFICATION

3. Click on the Search icon in the top navigation bar.

= Microsoft

UPLEVEL MICROSOFT @)

i T . 138Q00 18187 ) 0
Contoso OEM Ordars v PR (ORI >
©Your dashboard data was last updated: 2018-12-20 18:57:31.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
~ 1901
138000 5817 _
112095

4. From the search screen, enter search criteria, if desired, and click on the SEARCH button.

NOTE: Keys must be in ASSIGNED status to recall.
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MICROSOFT AGRESMENT 5199508515 v SRt — & 138000 18187 0
cownee s e R

Contoso OEM [y Essrm— ey R ——"

CEM PO NUMBER

o T ~ aemorTonALNFD
= KEY STATUS OEM FART NUMEER M IMBER

KEY STATUS 3

o £LECT Oup

QEM RMa DATE

FFKI

business bd-uatd

business_85_oemodm_ 00

business b7-tesdab

56_FFKilab3

5. Results will display all the keys based on the search criteria.

SEARCH RESULTS

7

Total Keys =
7
ASSKGNED PRODUCT KEY 1D PRODUCT KrY LICEMSABLE PART NUMBER vy v Ky sTATUS

(] wm P ——— e seavice ASSIGHED

(] v K008, XXX KX K. KRN s stavice ASSIGHED

(] W 08K KRR KK on s seRvicE ASSIGHED

o 10000 OOKCK XRX-XHONX MK KRINN 20ms seRvict AsviGaED

(] w0 X008, XX KN K. KRN s stavice ASSIGHED

6. Check the box(es) to select the KEY IDs that you would like to Recall. Then click on the RECALL
button above your selection.

——
3 SEARCH RESULTS
Total Keys RECALL | RETURN BPORT v » 6 ® i DXPORT RESULT =
3
ASSIGNED MS PRODUCT KEY 10 PRODUC WY STATUS
M aasesosoereos XOOUX-XI0X: XN IO0CH- BIBND KW-00004 STANDARD ASSIGHED
1258505007411 XOORX-XI0RK: XN XO0CH- WA 393 KW9-00004 STANDARD ASSIGHED
[ azsesosoerens XOOUX-XI0EX N0 KK HEODD W9-00004 STANDARD ASSIGHED

<Cm>

7. The Recall popup box will open. Click CONFRIM.
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Recall

Do you want to recall all the selected keys?

CANCEL CONFIRM

8. Once the keys are recalled, a “Key(s) Recalled successfully” message will briefly pop up in the
green highlighted banner.

SEARCH RESULTS

LICENSABLE PART HUMBER Y YR wev sTaTUS

20910943 ASSIGHED

26800 e —— 26016965 seavice ASSIGHED

26001 KKK XK. KX KX XN 26910945 sevict ASSIGHED

008K 269.10945 seavict ASSIGHED

9. Once the keys are recalled, a confirmation notification will also appear under the Alert icon,
indicating recent changes.

4.3. RETURN KEYS

Description:

Downlevel partners (OEM/IDH/TPI users) may be able to return keys to Microsoft due to
different potential scenarios. In a centralized model, downlevel partners will notify uplevel
partner (OEM) via MDOS, of which keys can be returned. The OEM can then return keys to
Microsoft. In decentralized models, keys are returned directly to Microsoft by the downlevel
partner (DLP) on behalf of their ULP.

Possible Return Scenarios

Return scenario Credit Terms
approved
Stock Balancing Yes 10% limit & if returned within the same month as
(CBR not submitted) DPK fulfillment
Manufacturing Damage | Yes 365-day rule

(CBR submitted)

Standard DPKs used for | Yes 365-day rule
testing purposes

End user return Yes 365-day rule
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End of License /
Agreement expiration

Agreement termination

OA 3.0 replacement
DPKs (MBR)

OA 3.0 multiple
activation test keys (TKY)

Lost or stolen DPKs

Yes

Yes

No

No

No

90-day rule & 365-day rule

10-day rule

The returns process has been simplified. A return reason must be selected, but a reason code is
not needed. The product key ID and integrated credit check are required. The OEM assembles
product keys in batches to request credits for keys returned to Microsoft.

Reasons and rules for returns:

Returns Reason Reason
Code

No ZOA

Documentation

Required

End User Return Z0B

Manufacturing Z0C

Damage

Test Key Z0D

Lost or Stolen Z0E

Other ZOF

Store Product Z0s

Return

Supported Return

Agreement Termination
Agreement Expiration
Product End of Life
Stock Balancing

TKY

MBR

End User Return

Manufacturing Damage

Standard DPKs used for
testing purposes

Lost or Stolen DPKs

Used only when explicitly
instructed to do so by
Microsoft

Used when returning Digital
Attach products (DA) only.

CBR
Required

No

Yes

Yes

Yes

n/a

n/a

PBR

Supplemental

Documentation

No

Yes

Yes

Yes

Yes

No

No

The return reason codes will be visible in the MDOS Returns Ul when a partner hovers over

each return reason code.
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Step-by-step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

B Microsoft

unneveL wicRosorT
MICRGSOFT AGREEMENT 5159908515 v | & 138000 18187 0
DOWNLEVEL s Test Totat Keys Fulfiled Keys Returned
Contoso OEM onders ™ | Reporing Koy ¥ | B Admisration
Oour dashboard data was 13st upa B8-12-1 e refresh the page if data is not updated.
Kevs OVERVIEW Kev HIsTORY
18187 LAST 6 MONTHS. v
e o
: 1901 "
BOUND 1000
138000 s817 1
‘ AssiGHED :
112095
TRANSFERRED

G) 106090 rev

business, b7 testll

KEYS OVERVIEW NOTIFICATION

3. From the Inventory management menu, select Return Keys.

B Microsoft

MicROSOFT v S ricrosert & 138000 18187 0

DOWNLEVEL 6

Contoso OEM

KEYS OVERVIEW KEY HISTORY

18187
. FULFILLED 200000 a
v 1901 o 2 ety

@ To Inve
BOUND

LAST 6 MONTHS '

1
. % Manage Label
il

138000 3817

ASSIGHED

112095

TRANSFERRED

e © 0., @

(D 106090 rvs @

business,b7-testiab

KEYS OVERVIEW NOTIFICATION
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4. From the Return Keys page, you can see the detailed description of return reason when
partner mouse hover on any return reason.

UPLEVEL MICROSOFT
MICROSOFT AGREEMENT 5000044785 v

8 115261 4746
oownLsveL 0 it e
[ ContosoOfMis
Return Keys

Orders v Inventory Management v Reporting Key v Business Administration v

BY QUANTITY BY KEYS
SELECT KEY STATE: FULFILLED v RETURN FROM: CONTOSO OEM100 v
B s 5 i
r— [—— [o— [— Jro—
m—— o :
NO DOCUMENTATION REQUIRED. 4 I
No documentation required
e Sy S W
End user return w/required documentation
Mfg damage w/required documentation
PR - . o™ " it e
o e
s e TR
**If "No™ is selected, keys that will not will not be ps for return with. P “Lost/Stolen” or “Other" returns.

“Lost/Stolen” and "Other” retuns will be returned regardiess of selection. Please ensure the return request is submitted correctly.

MDOS will also display a return disclaimer for ‘keys that will not receive credit’, to add clarity to

the partner for keys that will not receive credit when returned, based on the reason code that
has been selected for the keys being returned.

UPLEVEL MICROSOFT
MICROSOFT AGREEMENT 5000044785 v

5 115261 4746 1
DOWNLEVEL 20 Total Kes Fotfilld Keys Reurned Keys
[comosoommio
Return Keys

Onders v Inventory Management v Reporting Key v Business Administration v

BY QUANTITY BYKEVS
SELECT KEY STATE: FULFILLED ~ RETURN FROM: CONTOSO GEM16D v
Inchude keys thet will not recsive credits O YES  ® NO(Default)
KevTYPE LICENSABLE PART NUMBER OEM PO NUMBER €M PART NUMBER. AVAILABLE KEYS QuanTITY RETURN TYPE DESCRIPTION

seiee o s ! NG DOCUMENTATION REQUIRED v
Standaed kw0458 NEW BULK KEYS NEW KEYS s O o
fe dicnnid fraen ! NG DOCUMENTATION REQUIRED v
Note

e T
*¥f "No" is selected, keys that will not receive credit will not be processed for retum with the exception of “Lost/Stolen” or “Other” returns.

“Lost/Stolen” and "Other” returns will be returned regardless of selection, Please ensure the return reguest is submitted correctly.

Privacy Statement

Example: Contoso OEM has a decentralized business model. They order 300 keys from
Microsoft in early October, but do not use 20 of the keys that were ordered. Since Contoso
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OEM is able to return up to 10% of volume of keys invoiced volume from previous calendar
month and fulfilled from 2 months prior, Contoso requests stock balancing from Microsoft at
the end of October (the fulfilment month), and they request a return through MDOS in late
October. They select Return Keys - By Keys from the Return Keys menu, and select the specific
keys they want to return that are in fulfilled status. Contoso selects the return reason of "No
Documentation Required" from the RETURN TYPE dropdown menu. A “Key(s) returned
successfully” message pops up. Meanwhile, Microsoft reviews the OEM’s request. There is no
request for credit since this was a stock balancing situation. Contoso OEM sees the key status
change to “Returned” in MDOS and via the Returns Acknowledgement email.

Tip Tool: Allows the return of keys to Microsoft. Credit eligibility depends on the age of key and
the return reason.

4.3.1 RETURN KEYS BY QUANTITY

Tip Tool: Return unused keys to Microsoft or uplevel partner by quantity.

Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

NOTE: In centralized model, TPl user will notify uplevel partner of which keys are eligible for
return. In decentralized model, keys are returned to Microsoft.
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u Microsoft

l WICROSOFT AGREEMIENT 5136905515

~ |

Contoso OEM

@vour dashboard data was last updated: 2018-12

KEYS OVERVIEW

N

138000

KEYS OVERVIEW

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

5

Sognik: P81

712:24:17 Please refresh the page if data is not updated,

=
=
upteveL MICROSOFT
& 138000 18187
vownive oo
Orders ¥ Iwentory Management ¥ Reporting Key ¥ Business Admantration ¥
KEY HISTORY
LAST 6 MONTHS v

e O .. © XD O

business_ b7-testiab]

NOTIFICATION

3. From the Inventory management menu, select Return Keys.

u Microsoft
MICROSOFT v

Contoso OEM

KEVS OVERVIEW
18187
FULFILLED
1901
BOUND

138000 5817

ASSIGNED
112095

KEYS OVERVIEW

Privacy Statement

TRANSFERRED

5 kev

Sagnik FFE)

UPLEVEL MICROSOFT

& 138000 18187
vownive et

s Reporting Kay ¥ | Bus
KEY HISTORY

LAST & MONTHS v

2 Move Ta Inventory

& Revert Keys

e O .. © 0 Z0I O NF O

5G_FFRllab3

NOTIFICATION

4. From the Return Keys screen, click on the BY QUANTITY tab.

5. Select the radio button for “Include keys that will not receive credits” if desired. Default will

not include these.
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NOTE: In order to return keys, they must be in Fulfilled, Bound, Activation Enabled, Activation
Denied, Assigned, or Return Rejected status.

= Microsoft

MICROSOFT AGREEMENT 5190905515 v i e & 138000 18187
Return Keys By quanTTy xS
SELECT KEY STATE: FULFILLED ~ RETURN FROM: CONTOSO s

ntlude keys that wil not receive credits O vES

LICEMSABLE PART NUMBER 06M PO NUMBER OFM PART WUMBER AVAILABLE KEYS auasTTy RETURN TYPE DESCRIPTION

Stanasra w7000 WI0-46582.20000 2

HO DOCUMENTATION SEQURID ~
stanasra wz.000m win-scezz.28000 o7 - v
Standand K7-n00m WID48822 35000 su03 S —— “
stanasra L2z6-000m1 Wi-2016.35008 s

WO BOCUMENTATICS

o v

Privacy Statement

6. Enter the quantity of keys to be returned.

7. Select the return reason for each of the keys from the RETURN TYPE dropdown menu.

8. MDOS allows partners to return only store products alone without returning the keys.
Partner has to select the return description as ‘Return of Store Products Only’ which will return
only the store products from MDOS.

9. Click on the RETURN KEYS button.
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Return Keys

BY QUANTITY EYE)
SELECTKEY STATE:  FULFILLED v
Include keys that will not receive credits  OVES ~ ® NO(Default)

ey Tvee LICENSABLE PART NUMBER oEM PO NUMBER OEM PART NUMBER AVAILABLE KEYS. auanTiTy RETURN TYPE DESCRIPTION
Service: 269-16965 TESTKEYBLAN . i NODOCUMENTATION REQUIRED. v
Service 26516565 TesTKEVIZS TESTOEMORTE 2 .

NO DOCUMENTATION REQUIRED. v
Service TL4-00013 TESTKEVIZS TSTOEMO365 ‘ 10 CoCUMENTATION REQURED o

10. Partner can return any number of keys in MDOS, if the key count is more than 5000 keys,

then MDOS will process the key return in batches from the backend and submit it to Microsoft
in batches.

11. A confirmation window will pop up to confirm your selection. Click CONFRIM.

RETURN KEYS

Are you sure you want to return these keys?

CAMCEL COMNFIRM

12. Once the keys are returned, a “Key(s) returned successfully” message will briefly pop up in
the green highlighted banner.

Return Keys

BY QUANTITY BY KEVS
SELECT KEY STATE:  FULFILLED v
Keyis) retumed successullyl
Inchude keys that wil not receive credits O ves  # NO{Default
LICENSABLE PART HUMBER OEM PO NUMBER OEM PARY NUMBER AVAILABLE KEVS auANTITY RETURN TYPE DESCRIPTION
Service 2610948 TSTREYBLAN 5 MO BOSUANTATION MRAUIAE v
Service 269.16343 TesTanz TESTOIMOFFC
MO DOCUMINTATIGN BEQUIRED ~
service 0001 stz TsTotMoNes ] [ —— v

<Hl>
el

13. A confirmation notification will also appear under the Alert icon, indicating recent changes.
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= 3
B Microsoft f Q Jiy
MICROSOFT - UP LEVEL MICROSOFT
PmORTY AT T "
DOWNLEVEL 2 - —
A 0202017 DPKRetum  Retum Keys Rejected : Retum re..
Contoso OEM et kv Rejected
© vour doshboard data wos lost updated: 2017-03-21 02:5000
A 302017
Keys Overview Key History :
A 037202017 Fike Exported  Exported il The cxported fl .
A NS - ” ”
FULFILLED
3
REPORTED RETURN " SHOW ALL

20 5 0

TRANSFERRED

14. Partner can return any number of keys in MDOS, if the key count is more than 5000 keys,
then MDOS will process the key return in batches from the backend and submit it to Microsoft
in batches.

4.3.2 RETURN KEYS BY KEYS
Tip Tool: Return unused keys to Microsoft or uplevel partner by selected product key number.
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

NOTE: In centralized model, TPl user will notify uplevel partner of which keys are eligible for
return. In decentralized model, keys are returned to Microsoft.
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l VICRGSOFT AGREENENT 5195505315

~ |

Contoso OEM

UPLEVEL

DOWNLEVEL

@vour dashboard dat

KEYS OVERVIEW

»

138000

KEYS OVERVIEW

2m8-12

7 122417 Please

18187

FULFILLED
1901
BOUND
5817
ASSIGNED
112095

TRANSFERREL

the page if data

KEY HISTORY

0 revs

NOTIFICATION

MICROSOFT
6

at updated.

©

0 kv

O

138000 18187
ventory Management ¥ Reporting Key % Busi n ¥
LAST & MONTHS v

RaportedBound [ Retuned

4. From the Inventory management menu, select Return Keys.

u Microsoft

MICROSOFT

Contoso OEM

KEYS OVERVIEW

N

138000

O e D

KEYS OVERVIEW

Statement

5 kev

Sagnik FFE)

18187
FULFILLED
1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

UPLEVEL

DOWNLEVEL

KEY HISTORY

0 revs

business_bé-uats

NOTIFICATION

MICROSOFT

©

business, 5 cemod

O

& 138000 18187
Reporting Kay ¥ | Business Adminstration ¥
LAST & MONTHS v

106090 revs

@

4. From the Return Keys menu, click on the BY KEYS tab.
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| Microsoft

e ————— - e vicrosort o 138000 18187 0
DOWMNLEVEL 6 - o P et

Return Keys wv quanTy o ers

MICROSOFT FULFILLED DATE oM PO MUMBER LICENSABLE PART NUMBER PRDDUCT KEV R DATE

erom e
E RESET
OZM PART NUMBER v e M5 PROGUCT KEV 10

KEY TV ~
e [ an pare
o MS PRODUCT K2V 1D FROM ME BAODUCT KEY D10 SELECT RETURN FROM o
CONTOSOFFKI ~

5. Enter the search criteria and Click on the SEARCH button.

NOTE: A key is only eligible for return if it is in Fulfilled, Bound, Activation Enabled, Activation
Denied, Assigned, or Return Rejected status.

6. All keys eligible for return will display in the table.
7. Select the radio button for “Include keys that will not receive credits” if desired. Default will
not include these.

8. Check the box(es) to the select KEY IDs you would like to return.

inchude keys that will nct receive credits O YES  ® NO(Default)

s PRODUCT KEY 10 KEYTIFE  KENSABLE AR MR ISPeRSENT  BeTURN TYPE DescRITION
] smssomosss OO — [ —— o o oo s o
Y- "o F— o

p— et e 200068 R "
— S—————— o o s s o

9. Select the return reason for each of the keys from the RETURN TYPE dropdown menu.
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10. MDOS allows partners to return only store products alone without returning the keys.
Partner has to select the return description as ‘Return of Store Products Only’ which will return
only the store products from MDOS.

Inchude keys that will not receive credits O'YES  ® NO[Detault)

MS PRODUCT KEY 1D PRODUCT KEY KEVTYPE  UICINSABLE PART NUMBER K PARSENT  RETURN TYPE DESCRIFION
[RER— 0000000 OB KD0C ODS8D Actation Ensbied Sundord 09,0000 o [ o
. R [ - No documentation required
End user roturn wirecquired
documantation
O soosazo00a0ssss 000000001000 KACFSS Retum Refected Smdord KW9-00001 Ho
Wit damage wfrequired documentation
Test key wirequired documentation
[Rer S — 0000000000 000K EEEDE et Rejcted Strdord K500 o
Lost or stolen wirequired documentaion
[ Retun Rejected Standard KWA9-00001 Mo Cther
‘Return of Stors Praduts Only
I - o o
Fulftect Stardard s " e NG DOCUMENTATION REQUIRED A4
[SR—— 00X O X6 XK 2812 pa— Sundard 109.0000 Ho O BOCUMENTATON RECLED o

[ 900823000009559 X000CI000C XOO0C IO EFICT nminm Standard KW 00001 o

11. Click the RETURN KEYS button.

Include keys that will not receive credits ) YES (8 NO(Default)

WS PRODUCT KEY ID PRODUCT KEY STATUS  KEVTYPE ICENSABLE PART NUMBER 15 PR SENT RETURM TYPE DESCRIFTION

| Fulfiled  Standard KWo-00438 N

O DOCUMENTATION REQUIRED: v
O mssousisssass 1000 1L VXX 000K JCH Faed it OND00458 Ho M BOCUMENTATION RECURED ~
O assioosme op—p——— Ruled  Servce nasoon Ver [ —— o
[ Fulflled Serace TL4-00013 Neo 'NO DOCUMENTATION REQUIRED A
O seioazso from———— Fateg Servce o003 o W0 DOCUMEITATON MCIID )

5 v by e
o

12. A confirmation window will pop up to confirm your selection. Click CONFIRM.

RETURN KEYS

Are you sure you want to return these keys?

CAMNCEL CONFIRM
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13. Once the keys are returned, a “Key(s) returned successfully” message will briefly pop up in
the green highlighted banner.

Return Keys

BY QUANTITY. Y KEVS

eyl renumed sucessuly
e . CEM PO NUMBER LICEMSABLE PART NUMBER PROCUCT KEY e . RaseT
CEM PART HUMBER KEVTVRE v ROCUCTREVID
s UL CATE . o - SEARCH
] PRODLCT KEY 10 FROM FRODUCT KEV 1070 izi]

ecsdits OVES ® NOWDefsut)

[ — 5 PRODUCT KEY ID RETURM TYPE DESCRIFTION

- x — Service 3 sz HE DOSUMERTATION SESUIRED v
25809 - - Seniee La-00813 2seazieszs MO DOCUMENTATION RECUIRED ~
25810 Prem———— Fulites S Taoom 2scwazesas O ————— v

14. A confirmation notification will also appear under the Alert icon, indicating recent changes.

m Microsoft =

i Q Jis
MICROSOFT v UP LEVEL MICROSOFT
PriomTY  DATE e

MESSAGE.
DOWNLEVEL 2

A 03202017 DPKRetum  Retur Keys Rejected: Return .
‘Contoso OEM s 1647 P Rejected

© vour dashboord data was ost updated: 2017-0

702:50:00

/A 03207017 DPCRetwmed
Keys Overview Key History
p WM M perted | Exooted e The cpored L
12 A &N
FALLED 0

3

REPORTED RETURN s SHOW ALL
20 5 0

TRANSFERRED

4.3.3 RETURN KEYS BY SEARCH

Tip Tool: Return unused keys to Microsoft or uplevel partner using search functionality.

Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

NOTE: In centralized model, TPI user will notify uplevel partner of which keys are eligible for
return. In decentralized model, keys are returned to Microsoft.
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u Microsoft

ASSIGNED

=
=
upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
ownEViL  © o
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
©vour dashboard data was last updated: 2018-12-17 12:24:17.Piease refresh the page if data is nat updated,
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED oo
1901 -
BOUND 150000
138000 sty Tooane

112095 50000
TRANSFERRED

s o sime %) 0 s 8] Owe 3] 106090 23]

business_ bé-uat? business 85 semod business_ b7-testiab]

KEYS OVERVIEW NOTIFICATION

3. Click on the search icon in the top navigation bar.

m Microsoft

UPLEVEL MICROSOFT

MicRasoFT v & 138000 18187 0
prw—— e s Aenemad

Contoso OEM

Orders ™ Inventory Management % Reporting Key % Business Adminsstration ¥

KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS v
FULFILLED 00000
1901

BOUND

138000 se1r
ASSIGNED -
112095 oot
TRANSFERRED

S([“ . e 3:' (D ?M-:N; s (D 0w @ 106090 w G) 6000 w (D

business 5 cemod business b7-testiab] Frlioh3

KEYS OVERVIEW NOTIFICATION

4, From the search screen, enter the search criteria, if desired, and click on the SEARCH button.

NOTE: Keys must be in Fulfilled, Bound, Activation Enabled, Activation Denied, Assigned, or
Return Rejected status to return.
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o UPLEVEL MICROSOFT % 138000 18187 0

DOWNLEVEL 6

Contoso OEM [y Essrm— ey R ——"

MICROSCFT AGREEMENT

= Microsoft

wrieve wicRosorT
MICROSOFT AGREEMENT 5190905515 v & 138000 18187 0
bowmee s 4
Coutinn OGM [T i, anagemen v [ ——

e ULFLLED DATE @ Te 0EM PO FMBER

KTV v OEM OPTIONAL INFO + peser
= e PART UMBER MICROSGFT ORDER NUMBER

v ADVANCED SEARCH +
B covoso v O Roas DaTe +

—
- SEARCH RESULTS
ot Keys ExPORT RESULT =
FuLrLe s PRODUCT KEY 1D e LICINSALLE PART NUMBLR wervee
1901 e—— A ———— 1-00001 STANDARD FulFLED
BOUND
5817 pre—— KO0 000K XXX XXX HEDD 00001 STANDARD FutFLED
ASSIGNED
— OO0 RS TR IR 700001 STANDARD FuALED
e — [ ———— r-00001 sranpazD Fure
— T ———— 1-00001 STANDARD Rl
e—— AR XXX, KEXHX. 39093 r-00001 sTanpARD FutAweD
rem—— OO 000K XK KK VWD 00001 STANDARD FuLALED

6. Check the box(es) to the select the keys you would like to return.

7. Click on the RETURN button above your selection.
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| Microsoft

SEARCH RESULTS

18187

furLE B wsposucrievio FroDuCT Kev LCENSABLE PART NuMEER v v xevsaTus
1901 [ ———— .o0m stanpasD rusueo
soune
5817 2 msenae OO0 X TRV .00 sTaDasD A
ASSIGNED
@ sz DO K XK VI .000m stanpASD o
o— S —— .00m stanpasD o
] a.00m sTanDAsD A
[ —— .00 sranpas Fusueo
0010000 L Y00 VWVD a.00m sTanDASD A
I 10008 X KN HAWVD a.00m stanDASD runo
OO XK 6000 .00m stanpas o
OO0 XL X STPHD a.00m sTanDAsD A
[ ——— .00 sranpas Furuso
ussennnss 0010000 YL X000 VIS a.00m sTanDASD Furues
e —— o000 sranpas Fusue

8. A Return confirmation box will popup. Select the return reason for each of the keys from the
RETURN TYPE dropdown menu.

NOTE:MDOS allows partners to return only store products alone without returning the keys.
Partner has to select the return description as ‘Return of Store Products Only’ which will return
only the store products from MDOS.
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Return

Please confirm your request to return the selected keys.

NO DOCUMENTATION REQUIRED
MNo documentation required
End user return w/required documentation
Mfg damage w/required documentation
Test key w/required documentation
Lost or stolen w/required documentation

Other

Return of Store Products Only

10. Select the radio button for YES to “Include keys that will not receive credits”. Default will
not include these.

11. Click CONFIRM. After clicking confirm the keys will be sent to the uplevel for return.
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Return

Please confirm your request to return the selected keys.

NO DOCUMENTATION REQUIRED hvd

Include keys that will not receive credits ' YES @ NO(Default)

CAMCEL CONFIRM

12. Once the keys are returned, a “Key(s) returned successfully” message will briefly pop up in
the green highlighted banner.

12. From the dashboard view, KEY STATUS will be updated to MARKED FOR RETURN. The
number of keys in MARKED FOR RETURN status in the key count box on the left will also be
updated.

SEARCH RESULTS

16
Tota Keys . : : : : —— :
14
FULFILLED. PRODUCT KEY ID PRODUCT KEY LICENSABLE PART NO, KEY TYPE KEY STATE
2 O 240 XOX0X-XOO00K-H00COE X000 312C4 352.00009 STANDARD MARKED FOR RETURN
0 X300 KX JO0OK XX -BBI6R 35200009 STANDARD FULALLED
0 2. OO0 IOO00 XK. XXX FIBCR 35200009 STANDARD FULALLED
O 2 X000 OO0 XHKKK. KKK TECSF 352.00009 STANDARD FULFILLED
s < . 2B >

13. A confirmation notification will also appear under the Alert icon, indicating recent changes.
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w o A
= Microsoft f Q. Ty
MICROSOFT - UP LEVEL MICROSOFT
Ry " "
. prio oate Tme essace
A 3202017 DPKRetwn  Return Keys Rejected : Return re..
Contoso OEM s sicarrm Rejected
© vour dosh < lost updated: 2017-03-21 02:5000
A N7 0K Retumes s Suomitie: You nave
! i eys toe
Keys Overview Key History
A 03207017 Tk Exported  Exported il The caported fk .
12 A S
FULFLLED L
3
REPORTED RETURN " SHOW ALL

TRANSFERRED

20 5 1

4.3.4 MOVE TO INVENTORY

Description:

The Move to Inventory functionality provides the ability to move product keys back into the
main inventory if the return fails or is rejected, resulting in keys that are in Return Rejected
status.

Returns may be rejected if there is incorrect information supplied (such as incorrect part
number, the key has already been returned, etc.). Once the keys are moved back to the main
inventory location by the downlevel partner, the status will be changed from RETURN REJECTED
to it’s previous key status. The key count under the Return Rejected status will also be reduced
by the same amount.

Tip Tool: Move to Inventory functionality provides the ability to move product keys back into
the main inventory if the return fails or is rejected.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

u Microsoft

weteveL MicRoSOFT
I MICROSOFT AGREENENT 5198505515 ~ |

=
=

& 138000 18187
vownive et

Contoso OEM

Orders ¥

wventory Mansgement ¥ | Reperting Key ¥ | Busi
@vour dashboard

st updated: 2018-12-17 122417

-ase refresh the page if data is not updated,

KEYS OVERVIEW

KEY HISTORY

18187 LAST 6 MONTHS ~
FULFILLED
1901
BOUND

138000 el ’
ASSIGNED .
112095

TRANSFERRED

ﬁ ;;—.1,,.‘ {D 0 wevs {D Oke @ 106090 w (D

business_ b7-testiab]

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the search icon in the top navigation bar.

u Microsoft

-
=
e e Microsort & 138000 18187 0
DOWNLEVEL s Tex Ky Fulhed Kiys
Contoso OEM

Orders ¥ Inwentory Management ¥ Reporting Key ¥ Business Adminsstratios

KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS ~
FULFILLED 00000
1901 '

BOUND
138000 817
; ASSIGNED
112095
TRANSFERRED

i | - O . © .. © Dn © X ©

business_ b7-festiab]

KEYS OVERVIEW NOTIFICATION

Privacy Statement

4. Select the criteria, of RETURN REJECTED from the KEY STATUS pulldown menu, then click on
the SEARCH button to view all keys eligible for moving.
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NOTE: Keys must be RETURN REJECTED status in order to move.

B Microsoft

vpLeveL WicRosorT
MICROSOFT AGREEMENT 5160095515 v & 138000 18187 0
e i st Totol ke Fulflied Keys Retumed &
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Administration ¥

e - [ — caor

KEv TP ~ M OPTIGNAL INFO
05/10/2019 & o ' + RESET
KE¥ STATUS 06 pART UMBER MICROSOFT ORDER NUMBER

—_—
e e ADVANCED SEARCH +
Reported Retum hE unBER MS PROGUCT K2Y (D
O ovea DATE +
Retrieved

=
25905 Retumed
Totsl Keys EcoRT | oH DLP EXPORT EXPORT RESULT H
18187 —
1901 1 e T — w000 r— e
531 7 o 3258631322348 00000000 D00-VEDDG w7.00000 STANDARD ARALED

5. Results will display all the keys based on the search criteria.

SEARCH RESULTS

Total Key: =
2
RETURN REIECTED W PRODUCT KEY D PRODUCT KIY ICENSABLE PART NUMBER KEY TYPE KEY STATUS
201 JO000 JOUO0K- KOO0 KX J000K 269-160063 SERVICE RETURN RUJECTID
20808 JO000K-JO00K- KOO0 00K KI0KK U000 SERVICE RETURN RUECTED

<Hl>
6. Check the box(es) to select the KEY IDs that you would like to assign.

7. Click on the MOVE TO INVENTORY button above your selection.

SEARCH RESULTS

2

Tetal Kis
2
ALTURN RLIECTLE: L FRODUCT KEY LICEMSABLE PART HUMEER
=] a6vaT SRR KA B M- KR K- KA KR 266-0me3 sinvic AETURK RERCTEO
(=T PO KOO0 KIO0HK 00K 003 SERVKE RETURN REIECTED

8. A confirmation window will pop up to confirm your selection. Click CONFIRM.
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Move To Inventory

Are you sure you want to move these keys to Inventory?

CANCEL CONFIRM

9. Once the keys are assigned, a “Key(s) moved to inventory successfully” message will briefly
pop up in the green highlighted banner.

10. A confirmation notification will also appear under the Alert icon, indicating recent changes.

4.3.5 RETURN DESCRIPTION

Pop up return descriptions in MDOS

Partners can see more information on the return reason by hovering the mouse over each
reason, this will allow the partner decide which return reason they need to select to return the
keys successfully.

Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using a valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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Microsoft

UPLEVEL

l WICROSOFT AGREEMIENT 5136905515

v
DOWNLEVEL

Contoso OEM

vas last updated: 2018-12

N

138000

©vour dashboard daf

KEYS OVERVIEW

KEYS OVERVIEW

712:24:17 Please refresh the page if data is not updat

KEY HISTORY

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED 5000

0 wevs

©

NOTIFICATION

Microsort & 138000 18187
Orders ¥ Inwentory Management ¥ Reporting Key ¥ Business Adminestration ¥
ted,
LAST 6 MONTHS v

Saptembs o

RaportedBound [ Retu

106090 vevs

business_ b7-testiab]

0

business 85 semod

O

@

5. From the Inventory management menu, select Return Keys.

m Microsoft
UPLEVEL
MICROSOFT v
DOWNLEVEL
Contoso OEM
KEYS OVERVIEW KEY HISTORY
18187
FULFILLED
1901
BOUND
r2s0nc
5817 "

138000

KEYS OVERVIEW

ASSIGNED

0 revs

business_bé-uats

5 kevs

Sagnik FFE)

©

NOTIFICATION

MICROSOFT

6

rs v [[TRNRRINN  coorting Key ¥ Busine

& issign Keys

138000 18187 0

L

il Ky,

LAST & MONTHS.

=y

£ Revert keys

6000 revs

5G_FFRllab3

106090 revs

business_ b7-festiab]

O

6] 8] 8]

business, 5 cemod
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4. From the Return Keys page, hover over the return code to display a detailed description of
return reason.

UPLEVEL MICROSOFT @
DOWNLEVEL 20

MICAOSOFT AGAEEMENT 5000044785 v

115261

Contoso OEM100 Orders v Inventory Management v Reporting Key v Business Administration v

Return Keys v auanmiTy wvkers

SELECT KEY STATE FULFILLED v RETURN FROM, CONTOSO QEM100 v

sl o tht will et receive eredits O YES @ NO[Default)

No documentation required
ME¥ TYPE LICENSAELE PART NUMBER OEM PO NUMBER DM PART NUMBER AVAILABLE KEYS Retum Code = T0A TURN TYPE DESCRIFTION

Supported key state = Fulilled

senicn 269108 g ' Use this resen cade for MO%k e ponoENTAON REQURED ~ |

balancing, sgreement expiration /

temmination. product end of e TXY. o aor i mentation required
Standard 00458 NEW BULE KEYS NEw KErS 14

Crealt eiginiity = 365 asys from | End user return w/required documentation

nt date + Applcabie Program
ity guide rules Mg damage wirequired documentatin

Stadard W9.00458 AN i

- Un
5 Test key w/required documentation

e

#41§ "No" is selected, keys that will not recerve credit will not be processed for retum with the exception of "Lost/Stolen” or “Other” returns.
“Lost/Stalen” and "Other” returns will be returned regardless of selection. Please ensure the return request is submitted corectly.

Lochuda oo that will not receive credits 0 YES @ NO(Default)

No documentation required
Return Code = ZOA URN TYPE DESCRIPTION

Supported key state = Fulfilled

Use this reason code for stock o poOCUMENTATION REQUIRED v I
balancing, agreement expiration / N
termination, prOdL_lCt end of life, TKY, No documentation required

MBR return scenarios

Credit eligibility = 365 days from ' End user return w/required documentation
fulfilment date + Applicable Program

Eligibility guide rules Mfg damage w/required documentation
Return Credit Flag = NO - Unless st k / ed d tati

instructed by Microsoft E51 KEY w/reqguire ocumentation .
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—

End wuser return w/required

documentation MO DOCUMENTATION REQUIRED L
Return Code = Z0B

Supported key state = Activation | No documentation required

Enabled

Use this reason code for end user . End user return w/required documentatic

return scenarios

Credit eligibility = 365 days from Mfg damage w/required documentaticon

fulfilment date Test kev w/reauired documentation
Return Credit Flag = NO - Unless b

instructed by Microsoft

4.3.6 DISCLAIMER

Disclaimer message in MDOS for Returns that will not receive credit

MDOS will display the disclaimer message to partners on return screens for the credits that will be
received for the keys.

Note
**|f "No" is selected, keys that will not receive credit will not be processed for return with the exception of "Lost/Stolen” or "Other” returns.
“Lost/Stolen” and "Other" returns will be returned regardless of selection. Please ensure the return request is submitted correctly.

Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using a valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

306


https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

u Microsoft

l WICROSOFT AGREEMIENT 5136905515

Contoso OEM

@vour dashboard data wa:

KEYS OVERVIEW

N

138000

0xevs @

B1_UAT2.OD

KEYS OVERVIEW

last updated: 2018-12

UPLEVEL MICROSOFT
v
DOWNLEVEL 6
7 12:24:17 Please refresh the page if data is not updated.
KEY HISTORY
18187
FULFILLED
1901
BOUND
5817
ASSIGNED
112095

TRANSFERRED

5k {D

Sognik: P81

0 wevs

NOTIFICATION

& 138000 18187

tory Management ¥ Reporting Key ¥ Busi
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RaportedBound [ Retuned

@ 106090 vevs (D

business_ b7-testiab]

1. From the Inventory management menu, select Return Keys.

u Microsoft
MICROSOFT v

Contoso OEM

KEVS OVERVIEW
18187
FULFILLED
1901
BOUND

138000 5817

ASSIGNED
112095

KEYS OVERVIEW

TRANSFERRED

5 kev G)

Sagnik FFE)

UPLEVEL
DOWNLEVEL

KEY HISTORY

0 revs

business_bé-uats

NOTIFICATION

MICROSOFT

business, 5 cemod

& 138000 18187

LAST & MONTHS v

G) 6000 G)

5G_FF

© e
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4. From the Return Keys page, the partner can see the return disclaimer message on the left
bottom side of the page.

UPLEVEL MICROSOFT
VICROSOFT AGRERMENT 5000045755 v & 115261 4746 11
DOWMNLEVEL 20 o — Fulfilled K Feturned K
Contoso OEM100 Orders v Inventory Management %  Reporting Key %  Business Administration v
Return Keys BY QUANTITY BY KEYS
SELECT KEY STATE: FULFILLED v RETURN FROM, CONTOSO OEM100 v
Inciuds keys that will nct recsive credits O YES ® NOMetault)
KEY TYPE LICENSABLE PART NUMBER OEM PO NUMBER OEM PART NUMBER AVAILABLE KEYS QUANTITY RETURN TYPE DESCRIPTION
- - ™
Service 260-16065 AR ! IO DOCUMENTATION REQUIRED v
Standord KWs.00458 NEW BULK KEYS NEW KEYS s [P ———— -
Sk Ll Lot ! NG DOCUMENTATION REQUIRED v

*If "No" is selected, keys that will not receive credit will not be processed for retum with the exception of “Lost/Stolen” or “Other” retumns,
“Lost/Stolen” and "Other” returns will be returned regardless of selection. Please ensure the return request is submitted correctly.

Privacy Statement

4.4. EXPORT KEYS

Description:

The export keys functionality provides the user the ability to export keys from MDOS, so they can
work with the files offline. In order to export keys, keys must be in Fulfilled status. Keys can be
exported by quantity, by key, or by using search functionality.

Keys are exported into a zip file and stored in a secure location for future download and use.
(secure method could include FTP site, USB stick, etc.). The user will be notified of the location
where the keys can be downloaded in the notifications section or the download center. (see the
Download Center section for more information).

Example: Contoso TPI’s factory floor needs to work with keys offline because they don’t have a
secure and reliable internet connection to their factory floor. Contoso TPl decides to export only
specific keys from MDOS at this time. Contoso TPl goes to the main dashboard, clicks on Export
Keys from the action ribbon in the menu, and selects the BY KEYS tab. They search for standard

308



Microsoft Digital Operations Services User Manual

keys in fulfilled status and then select the desired key IDs they would like to export and click the
EXPORT KEYS button. After successful export, A confirmation notification appears under the Alert
icon. Contoso TPI clicks the link to access the secure zip file of decrypted keys. (The location link
will be provided via email as well as the Download Center). They can then share the file with their
downlevel factory for production via a secured USB stick.

Tip Tool: Export keys from MDOS into a zip file and store in a secure location for future download
and use. User will be notified of the location from where the user can download the keys.

4.4.1 EXPORT KEYS BY QUANTITY
Tip Tool: Export keys by quantity into a secure location for future download and use.
Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left cornerl. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft
account credentials.

u Microsoft =1
veLeveL MicRosoFT
l MICRQSOFT AGREEMENT 5198905515 v | & 138000 18187 0
bownvE : e
Contoso OEM Orders ¥ ventory Management ¥ Repor Busi n
@Your dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
AL o
1901 et
BOUND T
138000 Sef7 Joooac
: AssicnED -
112095 50000
TRANSFERRED -
e e
0
, D 8 & o 8]
1087200 »
KEYS OVERVIEW NOTIFICATION

[EE—
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3. Click on Export Keys from Inventory management menu.

§ Microsoft

UPLEVEL MICROSOFT
MICROSOFT v

DOWNLEVEL 6

Contoso OEM

KEYS OVERVIEW KEY HISTORY

18187

FULFILLED

1901
BOUND
5817
ASSIGNED

112095
TRANSFERRED

138000

0 kevs e)
Business 81 UATZ 0O

KEYS OVERVIEW

. o =. ©

NOTIFICATION

Statement

0 kevs

business_£5 oemod.

& 138000 18187 0
[T TENE T Reporting Key ¥ Business Adminestration ¥
& hecll ke
LAST & MONTHS v

2 Move To Invertony
& Revert eys

% Manage Label

om search

P Dscsnoe

© ZX0n 9

St O

4. From the Export Keys screen, click on the BY QUANTITY tab.

Export Keys

ICENSABLE PARY NUMBER O1M 1O NUMBIR

BY QUANTITY BY KEvS

OFM PART NUMBER

Standw wN1.0M10 Tsnanz TSTOtMWIN

5. Enter the quantity of keys to be exported.

6. Click on the EXPORT KEYS button.

AVAILABLE KEYS auaNTITY

NOTE: In order to export keys, keys must be in Fulfilled status.

Export Keys

KEY TYPE LICENSABLE PART NUMBER OEM PO NUMBER ‘OEM PART NUMBER

Standard WNT0W070 TESTREVIZY TSTOEMWIN

BY QUANTITY BY KEYS

AVAILABLE KEYS QuANTITY

’ :

7. A confirmation window will pop up to confirm your selection. Click CONFIRM.
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EXPORT KEYS

Are you sure you want to export selected keys?

CONFIRM |

8. Once the keys are exported, a “We are processing your download request, the system will
notify you as soon as it is ready to download.” message will briefly pop up in the green

highlighted banner.
Export Keys
= e oo o s prprre— prpr— amm

<h>

9. After successful export, the keys will be retrieved, decrypted, zipped and saved into a secure
location. The location link will be provided via email.

10. A confirmation notification will appear under the Alert icon, where you may also access the
link.

& Microsoft m Q f

MICROSOFT v UP LEVEL MICROSOFT

PRIORITY  DATE e MESSAGE
DOWN LEVEL 2

A 03202017 DPKReturm  Return Keys Refected : Return re..
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0 vour dashbaard data was last update

G2uaNT e Sportes
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FULFILLED »
3
REPORTED RETURN
5 “
TRANSFERRED
0 — S — —
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11. Exported keys can also be downloaded at any time by accessing the Download Center from
the Business Administration menu.

u Microsoft =1
e v UPLEE Microsort & 138000 18187 0
DOWNLEVEL i Tex Ky Fulfiied Keys
Contoso OEM

KEYS OVERVIEW

KEY HISTORY

18187 LAST & MONTHS v
FULFILLED "
1901 175000

BOUND s

138000 817

112095

KEYS OVERVIEW NOTIFICATION

4.4.2 EXPORT KEYS BY KEYS

Tip Tool: Export keys by product key number into a secure location for future download and
use.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

312


https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

m Microsoft

l VICRGSOFT AGREENENT 5195505315

~ |

Contoso OEM
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KEYS OVERVIEW
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138000
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712:24:17 Please refresh the page if data is not
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NOTIFICATION

updated,

-
—1
- a 138000 18187 0
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5T S MO v
- e - - .

© X5 O

3. Click on Export Keys from Inventory management menu.

m Microsoft
MICROSOFT v

Contoso OEM

KEYS OVERVIEW
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138000 817
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112095
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Privacy Statement
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MICROSOFT 6[%
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4. From the Export Keys screen, click on the BY KEYS tab.

Export Keys

TPULPILLED DATE

MICROSOFT FULFILLED DATE .
o OEM PO HUMBER

v TE

B (o

#MA DATE
o

OEM PARY HUMSER

M5 PRODUCT KEY 10

ABLE PART NUM:

MS PRODICT KEY 1D FROM

5. Enter search criteria, if desired, and click on the SEARCH button.

EY QUANTITY

PRODUCT KEY

MS PRODIICT KEY 0 TO

NOTE: In order to export keys, keys must be in Fulfilled status and key type must be Standard.

Export Keys

BY QUANTITY
ROSITT UTLED AT ¢ SRS P LD DT CEM PO HUMEER OEM FART NUMSER LKENSABLE PART HUMEER
= &
B - - . :
6. All keys eligible for export will display in the table.
Export Keys v auanTy -

MICROSOFT FULAILLED DATE
eRom

-
RA DATE
rram

o e GEM PO NUMBER

fzs)
RMtA DATE
™

KEVTIE

KEY TYPE
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WS PRODUCT K&V D

ICENSABLE PAAT NUMBER

MS PRODILCT KEY 1D FAOM

PRODUCT KEY

FRODUCT KEY 1D T0

a 32806312247

O sesesymazsan
[m
O sesseamzzssa

a 325631522381

a 3258631322382

O sessasmazssy

a 1258631TISA

O saseamezsss

[m

00K XK XK. XAXRK. TIBK Standard
00K KOO KHTXXVEDOR Stanascs
00K KK XHOKN. KRR W30 Standard
[ ——— stanssrs
00K KRN XK. KKK, PETXS Stansars
000K XL XX KKK 15083 Standard
000K KK XK. KIXREVIVD Standard
0O XK XX KR VIIND Standard
0K KX KARNX G000 Stansard
000K XKL KN KX STPHD stanssrs

w7000

wr-000m
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Ko

w7-on0m

Kr.o00m

wr-o00m

wr-0m

wr-o00m

Wi0-a6622.24000

WI0-46622-24000

W0-46622.24000

wio-s6622.24000

WI0-48622.24000

WI0-46622-24000

W0-a6622.24000

WI0_g6622.24000

W0-46622-24000

wio-s6622.24000

7. Check the box(es) to select the KEY IDs you would like to export and click the EXPORT KEYS

button.

PRODUCT KEY

LICENSABLE PART NUMBER

O 2806

KK J00RKK KKK KNH-HIKKT

KOO0 XXX KHOK-VHEOV.

XUD0E00E0X000 000K PBAHH

X0 00000000 XXOC-DHHTH

Standara w7070
Standard WNT01070
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0EM PO NUMBER

TesTKEN23

TesTKEN2S

TESTKEVI23

TESTKEVI23

OEM PART NUMBER

TSTOEMWIN

TSTOEMMWIN
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CALL OF REFERENCE

ss9s0203174012

859901203174013

899901203174014

899901203174015

MS PRODUCT KEY 1D

< |
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8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

EXPORT KEYS

Are you sure you want to export selected keys?

CANCEL COMNFIRM

9. Once the keys are exported, a “We are processing your download request. The system will
notify you as soon as it is ready to download.” message will briefly pop up in the green
highlighted banner.

‘We are processing your download request. The system will natify you when it is ready to download.

EXpO!’T Keys BY QUANTITY oY KEVS
MICRCSOFT FULFILLED DATE MICROSOFT FULFILED DATE
— b, 08w PO numBER Otu paRT NUMBER LICENSASLE PART NUMBER FRODUCT KeY
— — RESET
- =
Ava DATE ma AT . [F——— S P —
s b v Tve M5 PRODUCT KEY M5 PRODUCT KEY 1D FAGH 145 PRODUCT KEF ID TO e
[} B ke v

L] M5 PRODUCT KEY 18 ey TYeE UCENSABLE PART NUMBIR OEm PO NUMBIR OEM PART NUMBER CALL OFF REFERENCE

zsesamzINT OO H00CK- D X0DKX- T3S Standana x7-00001 wno-s6622.24000

a 1288831922350 X0 AOO00CK. XK XXCEX WBATD. Standara K47.00001 WI0-46622.24000

10. After successful export, the keys will be retrieved, decrypted, zipped and saved into a
secure location. The location link will be provided via email.

11. A confirmation notification will appear under the Alert icon, where you may also access the
link.
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m Microsoft
MICROSOFT v UP LEVEL MICROSOFT
PriomTY  DATE e messace
DOWNLEVEL 2
A 032072017 OPKRetum  Return Keys Rejected : Returnre..
Contoso OEM AN SEOM Reiected
0 vour dashboard data was last up

e exportea ieis
Keys Overview

Key History

12

SHOW ALL
FULFILLED J
3
REPORTED RETURN

TRANSFERRED

0 xevs 5 kv

Contaso Mesica Contoso India

Keys Overview Notification

11. Exported keys can also be downloaded at any time by accessing the Download Center from
the Business Administration menu.

m Microsoft

-
1
- > &

DOWNLEVEL 6

138000 18187

Contoso OEM

Orders % Inventory Management % Reporting Key % [

= Manage Business
KEYS OVERVIEW

KEY HISTORY & Downlosd Center

18187 LAST 6 MONTHS v

FULFILED

1901
BOUND

138000 5817

ASSIGNED
112095
TRANSFERRED

Z;—.”,.‘ (D ?.“‘-—[.-\: s (D 0 kevs @ 106090 w G) 6000 w (D

business 5 cemod business b7-testiab] 56_Fxlioh3

KEYS OVERVIEW NOTIFICATION

4.4.3 EXPORT KEYS BY SEARCH

Tip Tool: Export keys using search functionality into a secure location for future download and
use.
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Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

B Microsoft =
upsviL MicROSOFT
l MICRQSOFT AGREEMENT 5198905515 v | & 138000 18187 0
bownvE e i
Contoso OEM Ovders ¥ ] Inveniocy Management ¥ ] Reporting Key ™ ) Business Adminkimtion ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
ruLFLLED
1901
BOUND #0000
138000 g7
ASSONED
112095

TRANSFERRED

) kevs 5 ke 0 revs 0 e 106090 rers
e @ i O L e O = O

business bé-uats business 85 oemod. business_ b7-festiab]

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the search icon in the top navigation bar.
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8 Microsoft =
upLeveL MICROSOFT
MICROSOFT v & 138000 18187
ownEViL  © Pt K
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLED 20000
1901 o
BOUND e

138000 817

ASSIGNED
112095
TRANSFERRED

W Fulied ReporietBound [ Rsumes

e o 8

G) 0 kevs @ 10609
business, 5 cemod

KEYS OVERVIEW NOTIFICATION

4. From the search screen, enter search criteria, if desired, and click on the SEARCH button.

NOTE: In order to export keys, keys must be in Fulfilled, Consumed, or Assigned status and key
type must be Standard.

5. The search results will display all the keys that are eligible for export based on the criteria.

= Microsoft

wrieve wicRosorT ,
MICROSOFT AGREEMENT 5190905515 v & 138000 18187
bowmee s - o
Contoso OEM o ity | e
o T v OEM OFTIONAL INFO +
B O FART MUMBER [ ——
KEY STATUS e ADVANCED SEARCH +
S—
& conToso v CEM RMA DATE +
s
25905 SEARCH RESULTS
Total Keys ExFoRT RESULT =
e s rooucy evio ucusAmErART uMBER e
1901 —— FR——— 0000 STANDARD FulrLeD
soue
5817 -
xssicheD
[ — . J— s
— F— - oo furien
— O ——— - - e
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6. Check the box(es) to the select the keys you would like to export.

7. Click on the EXPORT button above your selection.

SEARCH RESULTS
15

feter

10

FULFILLED PRODUCT KIY 1D PRODUCT KEY LICINSABLE PART NUMBER ey Tvee KEY STATUS

2737 0L B0 X000 0K 000K 269.16965 sERvICE RETURN REJECTED
CONSUMED

2798 K008 XXX J00KX HXHH 000K 260.6965 SEAVICE FULALLED
RETURN REJECTED

4 e JI008-KOXC 00X KO- WITTH WNT-21070 STANDARD. COMSUMED.

M e 008 XX T00KX, KKK HIKT WHT.21070 STANDARD. coMSUMED.

26804 UL YO0 X0 KK THEDY. WNZ_0070 STANDARD. FuLALLD

8. A confirmation window will pop up to confirm your selection. Click CONFIRM.

Export

Are you sure you want to export selected keys?

CANCEL CONFIRM

9. Once the keys are exported, a “We are processing your download request. The system will
notify you as soon as it is ready to download.” message will briefly pop up in the green
highlighted banner.

10. After successful export, the keys will be retrieved, decrypted, zipped and saved into a
secure location. The location link will be provided via email.

11. A confirmation notification will appear under the Alert icon, where you may also access the
link.
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m Microsoft

MICROSOFT

Contoso OEM

17-03-2102:53:29

© Your dashboard data was last upd

Keys Overview
‘ 20 '
0 xevs

Contaso Mesica

Keys Overview

Q y
o UPLEVEL  MicRosOFT
vwomr oate rme essace
oowN LevEL 2
A\ 03/20/2017  DPK Returm Return Keys Rejected : Return re...
LA 64T PM

Freipenen

Key History

12 SHOW ALL
roLsE .

3

REPORTED RETURN

TRANSFERRED

5 kev:

Contoso India

Notification

12. Exported keys can also be downloaded at any time by accessing the Download Center from
the Business Administration menu.

m Microsoft
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UPLEVEL MICROSOFT
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4.5. IMPORT KEYS

Description:
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The Import keys functionality allows a downlevel partner (DLP) to import keys into the MDOS
system from an external file location. The keys must be in Consumed status to be imported and
the file format from where the keys are being imported must be XML or ZIP.

Example: Contoso Factory is the FFKI for ABC Design House (the IDH). Contoso Factory would
like to import keys that were previously exported from MDOS and have been bound (in bound
status). The keys are saved in two separate XML files, so they are both put into a ZIP file.
Contoso Factory imports the keys into MDOS by going into the dashboard and selecting the
Import Keys from the action ribbon in the menu. They browse to locate and select the
“1234567890.xml” file and click the IMPORT button. Contoso Factory sees a confirmation
message that the import was successful.

Tip Tool: Import keys into the MDOS system from an external file location.
Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

B Microsoft =
l VICROSOFT AGREEMENT 5195505575 - | i - a 138000 18187 0
DOWMNLEVEL 6 Key Fulhlied Keys fieturned Key
Contoso OEM Orders ¥ entory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashbasrd data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFILED P
1901
BOUND T
25000
138000 sa17 oo
ASSIGNED o
112095 50000
TRANSFERRED -
i Fapor 7
0 ke 5 [ 0
e © O .. © . O ]

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on Import Keys from Inventory management menu.

NOTE: Keys must be in Consumed status to be imported.
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u Microsoft =
upLEvEL MICROSOFT
MICROSOFT v & 138000 18187
DowNEVEL & it
Contoso OEM Reporting Kay ¥ Business
KEYS OVERVIEW KEY HISTORY © Recall Keys
2 Retum Keys
18187 LAST & MONTHS ~
FULFLLED 1 Move To mertory
1901 ' et e
BOUND
138000 5817 -
ASSIGNED
112095

TRANSFERRED

W Fulied ReporietBound [ Rsumes

i;m . G) E”(m s G) 0 kevs @ 106090 revs G) 6000 revs G)

business, 5 cemod business_ b7-festiab] 5G_FFRllab3

KEYS OVERVIEW NOTIFICATION

Privacy Statement

4. From the Import Keys screen, click BROWSE FILE to select the file to import.

NOTE: File format must be XML or ZIP to import.
Impart OA 3.0 Tool Output file

Please upload file in aml/.zip format

o

CHOOSE FILE

5. Once file has been selected, click the IMPORT button.

mport OA 3.0 tool output file

BROWSE FILE IMPORT
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6. Once the file is imported a “File imported successfully” message will briefly pop up in the
green highlighted banner.

Import OA 3.0 tool output file

7. A confirmation notification will also appear under the Alert icon, indicating recent changes.

m Microsoft Q ._’P I
MICROSOFT v UP LEVEL MICROSOF (
e PRIOKITY  DATE me MESSAGE
A Q02017 Impartkey  bmport Key: 40 keys imporied s
CONTOSO OEM A it
Keys Overview Key History
,-\ @020 DPKRetum  Return Keys Refoctod : Retum re_
£AY LissieM Rejected
1626
FULFILLED “ ﬁ 0N/ DK Return Redun Keys Rejected : Retur re..
A s Rejected
CONSUMED b
\ QAN DPKRetwn  Return Keys Refcted : Retun e
40 “ A s Rejected
BOUND
1 A T FieExported  Erported e Te expoted e

ACTIVATION DENIED
7 ) ——

RETURN REIECTED SHOW ALL
13 —
TRANSFERRED

SECTION 5. REPORTING KEYS

5.1. CBR (COMPUTER BUILD REPORT)

Description:

A Computer Build Report (CBR) is a mandatory report that is sent to Microsoft notifying which
keys have been used (bound), so they can be activated. This report is required by Microsoft to
obtain the following details: OEM ID, Hardware Hash, Product Key ID, and Key State. Once the
CBR is submitted and validated, Product Key IDs will be registered in Microsoft’s activation
service, and Windows can be activated by the end user. The CBR process is manual, unless you
are set up for auto reporting. (See Auto-submit CBR section for more details).

CBRs can be sent by an OEM or other OA 3.0 Authorized Party. CBRs are also accepted from

Third-Party Installers (TPI) on decentralized model with an OEM. TPI’s are required to have their
active DOC Account to communicate with Microsoft services.
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A CBR is followed by an OEM Hardware Report (OHR) which includes additional hardware data,
such as screen size, processor touchscreen, PEV (promotion code). OEM Hardware Report,
provides additional optional reporting fields that can be reported as part of the CBR and OHR.

Example: Contoso OEM works in a decentralized business model with FFKI Mexico to
manufacture their devices. Contoso OEM has provided the key information to the factory and
the devices are manufactured and the keys have been injected. Therefore, Contoso OEM needs
to submit a Computer Build Report (CBR) to Microsoft to activate the keys for the consumer.
FFKI Mexico provides the CBR back to Microsoft directly on behalf of Contoso OEM. The factory
provides the OEM ID, Hardware Hash, Product Key ID, and Key State (which is now bound) in
MDOS. Contoso OEM now has the ability to search for keys that are in Bound status or Marked
for Submit status. Contoso OEM will be able to check the key status in real time and perform
other services like return or entitle keys with services.

Tip Tool: Computer Build Report (CBR) submits a usage report to Microsoft for keys that are in
Bound status. Once validated, keys will be activated for use.

NOTE: Always use durable, reliable and secure communication methods when submitting a CBR
to ensure all complete and accurate data is submitted to Microsoft. Valid Computer Build
Reports must be submitted by the earlier of; (a) within 24 hours after shipping the device, or (b)
4 hours prior to end user activation.

5.1.1 SUBMIT CBR BY SEARCH

Tip Tool: Submit Computer Build Report (CBR) to Microsoft using search functionality to locate
bound keys.

Step-by-step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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2. From the dashboard view, select the business from the Business dropdown menu.
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3. Option 2) You may also click on the Bound Keys in the Key Overview from the dashboard

view.
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Keys Overview Key History
e LAST 6 MONTHS. ~
FULPLLED
1
o
1
BOUND
3
RETURN REJECTEL
5 — — — — —
TRANSFERRED -
C ]
0 wovs 5 e
[—— Contoso ndia
Keys Overview Notification

4. From the search screen, select BOUND status from the KEY STATUS pulldown menu and click
on the SEARCH button.

NOTE: Keys must be in Bound status to be sent in CBR.

UPLEVEL MICROSOFT
MICROSOFT AGRECMENT 5199909515 v & 138000 18185
DOWNLEVEL & Test Potal Keys Fulfilled Keys
Contoso OEM Orders ¥ Iventory Management ¥  Reporting Key ¥ Business Admi
T — - PR— P —
a KTV hd OEM OPTIONAL INFO + J—
B
KEY STATUS ~ ADVANCED SEARCH +
L SELECT DLP UCENSASLE PART NUMBER M5 PRODUCT KEY ID
& o ~ -
—

5. Check the box(es) to the select the keys you would like to send in the report.

NOTE: To see more data on a specific key, hover over the key and right click on View Key to pull
up additional key details (such as product key ID, 5x5 number, hardware hash, etc.) and key
history.

6. Click on the REPORT button above your selection.

MICROSGET FULFILED DATE xev IR o6 b0 uMBER AL OFF REFERENCE
o KETvRE v OEM GPTIONAL INFO
= XEV STATUS OEM PART NUMBIR MICROSOFT DRDER NUMBER
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™ saecTow LICENSABLE BART NUMSER S PRODLCT KEV 1D
B sconcowowno v OB AA BaTE
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SEARCH RESULTS

Tomi Keys 2 oxeomr || ¢ v v oxeoRT ResuLT s
FuLELLED B s pRoDUCT KEVID PRODUCT KEY UICEMSABLE PART NUMBER v TeE KEYSTATUS.
2 O usenae U0 000X KO TIES w00 stanoasD e
coNsuMED
1901 sssennzn K008 J0U00L X000 X000 VEDD wr.000m sTANDARD consuMED
soUND
v wr-o00m sTANDATD. consumED
ASSIGNED u} o wr-o00m stTanDaTD e
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7. A Report confirmation window will pop up to confirm your selection. Click CONFIRM.

Report

Are you sure you want to submit selected keys to MS?

CONFIRM

8. Once the CBR has been submitted, a “Report sent successfully” message will briefly pop up in
the green highlighted banner.

SEARCH RESULTS

Total Keys Key(s) reported successhully
10
FULFILLED is
CONSUMED PRODUCT KEY 1D PRODUCT KEY LICENSABLE PARY NUMBER Kevve KEY sTATUS
1
[m R [rr———— 26516085 semce RETURN RERCTED
MARKED FOR SUBMIT
3 O e X J00X. KO0 X X000 20816865 SERVICE FULALED
RETURN REJECTED
0 e pres—p———— wr-owra STanoasD consumen

9. The number of Bound Keys in the Keys Overview section will reduce after the report has sent.

SEARCH RESULTS

Total Keys tulty
10
FULFILLED =
1
CONSUMED ® ewoovcray PRODUCT KEY LICINSABLE PARY NUMBLR wev T wevsTATUS
1
26 0008 100K DL KK 269-16365 stmact RETURN REECTED
MARKED FOR SUBMIT
3 E ) AX0EKX JOO00K- KOUOOC XK JOOCK 16996965 SERVCE FULFILLED
RETURN REJECTED
200 0008 IO OO X WXTTH Wiz sTaNDARD coNsumED

10. From the dashboard view, KEY STATUS will be updated from BOUND to MARKED FOR
SUBMIT. The number of keys in the MARKED FOR SUBMIT status box on the left will also be
updated.

HINT: You may need to search again to see the keys in this status.
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© Your dashboard data was last updated: 2017-03-21 0456:31

Keys Overview Key History
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FULFILLED 20
REPORTED BOUND "
3 10
RETURN REIECTED
TRANSFERRED

11. KEY STATUS will change from MARKED FOR SUBMIT to REPORTED BOUND once the key is
picked and the CBR has been submitted to Microsoft.

SEARCH RESULTS

15

Total Keys i=
10
FuLFILLED m sroovararm PRODUCT KEY LICENSABLE PART NUMBER v vee v starus.
2 O 6w X000 XXX KKK XIRRIXKK 269.16065. seavice RETURN REJECTED
REPORTED BOUND
3 O e AKX I000XKK 26316565 seRvice e
RETURN REJECTED
] e T wz.oi070. STANDARD AErORTEDBOUND
O e 000K XX X0GOK J0OD0K HSKXT wnz.oom0 STanDARD REPORTEDBOUND
‘ (] 26804 OO0 KUK IOV YHEOV wN7.01070 STANDARD. FULFILED

12. KEY STATUS will change a final time from REPORTED BOUND to ACTIVATION ENABLED after
acknowledgement by Microsoft (or ACTIVATION DENIED if rejected).

SEARCH RESULTS
15

Total Keys " =

10

FULFILLED B eropucrkevio PRODUCT KeY UICENSABLE PART NUMBER xev Tree Kev sTaTUS

2 0 e 00X OO KXHOOIND 265-16%65 sevice RETURN REIECTED

ACTIVATION

3 [m 006K XX A KO0 X0 260-16965 sevice FuLPLLED

RETURN REJECTED
(= 0K KKK HEHEK- KKK WTTH W7-0070 STANDARD ACTIVATIONENABLED.
(RS XO0ORK. XXX AR KOHSAT w070 STANDARD ACTIVATIONENABLED.
O zee0s 000K XX A NONAYHEDN. w1070 STANDARD FuLFLLED

NOTE: The OHR should be submitted at the same time as the CBR. To submit the OHR follow
these steps:

13. Check the box(es) to select the ACTIVATION ENABLED keys and click on the OHR button
above your selection.

NOTE: Only ACTIVATION ENABLED keys are eligible for OHR submission.

328



Microsoft Digital Operations Services User Manual

SEARCH RESULTS

10
FULFILLED B eaoovorkerio PRODUCT KeY UGENSABLE PART NUMBER. KevTyre KersTATUS
2 0O 29 XL IR K 269.16965 service RETURN REJECTED
ACTIVATION ENABLED
3 (R X000 XD XK 269-16065 seavice AL
RETURN REJECTED
[~ YOO XK XIXNRKXXKWXTTH wNT-01070 STANDARD. ACTIVATIONENABLED
] 26 X000 OO0 KX HST WNT-0070 STANDARD ACTVATIONENABLED

14. An OHR dialog box will open

15. Fill in additional hardware data in OHR dialog box, such as screen size, processor
touchscreen, PEV (Promo Code).

15. Click CONFIRM. Details will be sent to Microsoft.

OHR

DESKTOP STANDARD

PC MODEL/SKU NO.

SCREEN SIZE TOUCH SCREEN @ives O

CANCEL || I:> CONFIRM

5.1.2 SUBMIT CBR BY QUANTITY

Tip Tool: Submit Computer Build Report (CBR) to report bound keys to Microsoft by quantity.

Step-by-step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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u Microsoft

upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL & Key Fullied Keys Returned Kr
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED :
1901 e
BOUND one
138000 el —
AssiGNED '
112095

KEYS OVERVIEW

TRANSFERRED

5k

Sognik: P81

o © .. © 20z ©

NOTIFICATION

u Microsoft
e v e Microsort & 138000 18187 0
DOWNLEVEL & Ky Fullied Keys feturned Ky
Contoso OEM Orders ¥ dn ton ¥
KEYS OVERVIEW Kev HisTORY
18187 LAST & MONTHS v
AL
1901
BOUND i
138000 5817 ;
HsscED
112095 000
RANFERRED .
o
0 0 xevs 0 rev 106090 revs
PO ) e O . © 0= O O

KEYS OVERVIEW

Privacy Statement

NOTIFICATION

4. Enter the quantity of keys to be reported.

NOTE: Keys must be in BOUND status in order to be reported in the CBR.
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Report Keys

BY QUANTITY

v TYPE LICINSADLE PART HUMBER OEM PO MUMDER OIM PART HUMBIE AVAILADLE KEYS auanTITY

uuuuuuuu oW TESTRENIZS TSTOMMWIN

<H>

5. A confirmation window will pop up to confirm your selection. Click CONFIRM.

REPORT KEYS

Are you sure you want to report these keys?

CAMCEL CONFIRM

6. The selected bound keys will be reported to Microsoft.

7. Once the report has been sent, a “Key(s) reported successfully” message will briefly pop up in
the n highlighted banner.

Report Keys

BY QUANTITY

NO DATA FOUND.

NOTE: The number of Bound Keys in the Keys Overview section of the dashboard will reduce
after the report has sent.

5.1.3 AUTO SUBMIT CBR

Tip Tool: Auto submit CBR (Computer Build Report) functionality allows automatic CBR
approval and submission by the uplevel partners, where the process is normally manual.

Step-by-step:
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1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

m Microsoft
upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL s Tex Ko Fulhlid Keys Returmed Key
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FLFLED
1901
BOUND !
138000 el 0
AssiGNED
112095 50000

TRANSFERRED

P £ B O Ze. © Za.. ©

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the settings icon in the top navigation bar.

& Microsoft

MICROSOFT AGREEMENT 5189805515 ~
DOWNLEVEL 6

Contoso OEM Srders ¥ | invemtory Mas

UPLEVEL MICROSOFT @ 138000 18185

™  Reporting Key ¥ Busin

SETTINGS
MICROSOFT CERTIFICATE
CN-POOEMEVCI09 EXPIRATION DATE: 11/15/2019 CERTIFICATE STATUS: Tast
UPLOADED DATE: hia UPLOADED BY: ha.

CERTIFICATE AUTOMATION

Cenficate Automation Status | OFF TURN ON

ADVANCE SETTINGS

ALLOW UPDATION OF HARDWAR INFORMATION A
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4. Under the SYSTEM menu, check the box to select CBR AUTOAPPROVAL for approvals to be
automated.

NOTE: User must be admin or have admin permissions.
5. Check the box to select AUTO SUBMIT CBR to turn on automated submission for the CBR.

6. Select Hours and Minutes from the pulldown menu, to set time of day report will be pulled
and/or submitted each day.

NOTE:

e Once CBR AUTOAPPROVAL is selected by OEM, key information will go directly go into
the report as soon as key status changes to Bound, at the selected time each day.

e Once CBR AUTOSUBMIT is selected by OEM, key information will go directly to
Microsoft (skipping OEM) as soon as key status changes to Bound, at the selected time
each day.

e Both options must be select for automated approval and submission to occur.

o The OHR reports should be part of the original CBR.

& Microsoft

wreves MicosaFT
NICROSOFT AGREEMENT 5199903515 v ! & 138000 18185 0
DOWNLEVEL O bt od Kers etumed

Contoso OEM e T TR T

SETTINGS

MICROSOFT CERTIFICATE

[R— P —— EXPIRATION DATE: 111572015 CeRTIHCATE STATUS: est

UPLOADED DATE: e, UPLOADED BY: HA

CERTIFICATE AUTOMATION

Cenficate Automation Status | OFF

ADVANCE SETTINGS

5.2. OHR — OEM HARDWARE REPORT

Description:
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The OEM Hardware Report (OHR) follows the Computer Build Report (CBR) and includes
additional hardware data required by Microsoft, such as model number, screen size, touch
screen. The OHR is required by Microsoft. (Refer to your agreement for details).

An OHR should be submitted at the same time as the CBR. However, it can be updated after the
CBR has been submitted in two circumstances; if the OHR Update functionality is turned on
under settings. The OHR Update will allow a downlevel partner to update data and the report
will automatically submit any time an update is made. (See OHR Update section for more
details). Or a separate OHR update (also known as a Data Update) can be submitted, at a later
time, to account for any missing or incorrect data originally submitted in the CBR. (Details can
be found here).

The OEM partner is ultimately responsible for the data and accuracy of the report. Content that
is supplied by the downlevel partners should be reviewed by the OEM before submission.

OEM Hardware Report, provides additional optional reporting fields that can be reported as
part of the Computer Build Report (CBR). This includes additional hardware details fields such
as, OEM Extended Identifier, Country, PEV (Promotional Code), Channel Relationship ID, and
Selling Location.

Example: Contoso OEM has submitted their Computer Build Report (CBR), which provided the
OEM ID, Hardware Hash, Product Key ID, and Key Status. Next, Contoso adds the OEM
Hardware Report (OHR). Contoso selects the keys and the OHR button. From the OHR dialog
box they select “Desktop” as the device, enter “10"” for the screen size, select “yes” for
touchscreen, and add the PEV (promotion code) of "|RE31|". They decide they would like to
add additional data under the OEM Optional Information option. They click on the Optional
Information button next and the OEM Optional Information report window opens. Here they
provide “ABC123” as the OEM Extended Identifier, “China” as the Country for manufacturing,
“Japan” for the selling location, and then submits the report.

Tip Tool: OEM Hardware Report (OHR) follows a CBR and includes additional hardware data
that is required by Microsoft. The OHR is not optional, but is required by Microsoft.

5.2.1 OHR SUBMIT BY SEARCH
Tip Tool: Submit an OEM Hardware Report (OHR) using search functionality.
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

334


https://myoem.microsoft.com/oem/myoem/en/product/client/Pages/DP-OA30PartnerTrainingDataUpdateDOCJune.aspx?Download=True
https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

u Microsoft

gy

upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | 138000 18187
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Contoso OEM Onters ™ | inwantory Management ¥ | Raporting Key % || Butinass
@vour dashboard data was last updated: 2018-12-17 12:2417.Please refresh the page if data is not updated,
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FuLPLLED :
1901 e
BOUND one
138000 v o
112095 50000
TRANSFERRED
0 kevs 5k 0 s Oke 106090 xe

KEYS OVERVIEW

NOTIFICATION

3. Click on the search icon in the top navigation bar.

2 Microsoft =
upteveL MICROSOFT
MICROSOFT v & 138000 18187 0
vownive Pt K
Contoso OEM Orders ¥ Iiwentory Management ¥ Reporting Key ¥ By
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLED
1901
BOUND.
138000 817 0
: kssichiep
112095 50000

KEYS OVERVIEW

Prvacy Statement

TRANSFERRED

0 .. O . O

NOTIFICATION

Dm0 e O

4. From the search screen, select ACTIVATION ENABLED status from the KEY STATUS pulldown
menu and click on the SEARCH button.

335



Microsoft Digital Operations Services User Manual

NOTE: Keys must be in ACTIVATION ENABLED status to be sent in OHR. (Refer to section 2.12
SUBMIT CBR for steps to get to this status)

5. Check the box(es) to the select the keys you would like to send in the report.

6. Click on the OHR button above your selection.

" KEVTVPE v OEM ORTIONAL INFO + RESET
[ (o884 PART NUNBER MICROSOFT GRDIR NUMBER
T smector UICENSABLE PART NUMBER M PROBUCT KEY 1D SEARCH
= CONTOSO OEM ~ OEM RMA DATE +

SEARCH RESULTS

18185

s ArTURN DGO OHR o1 LxPORT EXPORT RESULT

(CTIVATION ENABLED B s PRODUCT KV ID PRODUCT KLY LICINSABLE PART NUMBER ey TvRe KLY STATUS

7. An OHR dialog box will open.

8. Fill in additional hardware data in OHR dialog box, such as screen size, processor
touchscreen, PEV (Promo Code).

NOTE: If a Promotion Code (Promo Code) is to be included in the Program Eligibility Value (PEV)
field, the following format should be used:
e Upto 60 characters can be entered in the field
e Up to 11 unique 4-digit Promo Codes can be submitted in the field with “|” delimiter
= Eg. Single Promo Code: |NR12|
=  Multiple Promo Codes:|NR12|AN23|

Only keys that are eligible for the promotion should be submitted with the associated Promo
Code(s) in the Program Eligibility Value field. Eligible Promo Codes will be included in the
agreement documentation and will have been vetted and signed by the Partner prior to being

used in active promotions.

9. Click CONFIRM. Details will be sent to Microsoft.
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OHR

DESKTOP STANDARD

PC MODEL/SKU NO.

SCREEN SIZE TOUCH SCREEN

CANCEL || CLEAR e CONFIRM

NOTE: After completing the OHR, you may enter optional information as part of the OEM
Optional Information report.

6. After entering the OHR information, click on OPTIONAL INFORMATION button above your
selected keys.

7. An OPTIONAL INFORMATION popup box will open.
8. Fill in the additional details desired and click CONFIRM.

Optional Information

PC MODEL/SKU NO. OEM EXTENDED IDENTIFIER

CHINA INR12|

DESKTOP STANDARD

CHAMNEL RELATIONSHIP ID SELLING LOCATION

SCREEN SIZE TOUCH SCREEN ®ves O

REMOVE CLEAR - NFIRM

5.2.2 OHR UPDATE BY BULK
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Description:

The OEM Hardware Report (OHR) generally follows the Computer Build Report (CBR) and
includes additional hardware data required by Microsoft, such as model number, screen size,
touch screen. Please refer to your agreement and Ops Handbook ent for more details on OHR
requirements. The OHR Update By Bulk functionality allows the partners to update the OHR
information in bulk quantities.

Tip Tool:
Allows OEM/TPI users to update the OHR information in bulk quantity
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

u Microsoft

=
upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
ownEViL  © e o
Contoso OEM Ortiers ¥ [ invericey Marmgement ™ ] Reporting Key ] Beines acim
@Your dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED
1901
BOUND 150000
138000 bl Tomuac
) ASSIGNED -
112095 50000
TRANSFERRED 2ow0
W Ravaidioc i
5
O e D i &) 8] 8] 8]

KEYS OVERVIEW NOTIFICATION

3. From the Reporting Key menu, select OHR update.
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upLeveL MICROSOFT
MICROSOFT v & 138000 18187
ownEViL  © - Pt e
Contoso OEM Orders ¥ Inventory Management ¥ stration ¥
2 Report keys
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FULFILLED & Bundie Keys
1901 2 R
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138000 5817 X Offine mport
0 AssicieD
112095 50000
TRANSFERRED
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0 =L O
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4. From the OHR update page, click on search to get the available key list.

OHR Updates

BY QUANTITY

ACTIVATION ENABLED v

UHR Updates

8Y QUANTITY

RESET

ACTIVATION ENABLED

- KEYTYPE LICENSABLE PART NUMBER OEM PO NUMBER OEM PART NUMBER AMAILABLE KEVS
Standard FaC-08300 kv onme 2
Standard TEST KEVS
Standard KW3-00004. w2 '
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5. Select the keys for which you need to perform OHR update, and then click on OHR update
button.

6. A popup box will appear where you need to fill the option hardware info (i.e. PC model,
screen size).

Update OHR

DESKTOP STANDARD

PC MODEL/SKU NO.

SCREEN SIZE TOUCH SCREEN

CANCEL || CLEAR CONFIRM

7. Enter the OHR details and click on confirm button.
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Update OHR

DESKTOP STANDARD

CONTOSO

SCREEN SIZE TOUCH 5CREEN ® YES

CANCEL || CLEAR CONFIRM

5.3. OFFLINE IMPORT

Description:

The Offline Import functionality provides the ability to submit a Computer Build Report (CBR) or
Product Bind Report (PBR) when offline. This option can be utilized when there is no network
connectivity or if the proper bandwidth is not available. A partner can download the file details
required and send data in an XML format to their uplevel partner in MDOS. (For more
information, see the CBR (Computer Build Report) section of this manual).

The offline process is not recommended. The submission process through MDOS is still the
recommended method. The CBR Auto-Submit process is ideally preferred.

Example: Contoso Factory is the FFKI for ABC Design House (the IDH). Contoso Factory does not

have reliable network connectivity from their remote location, so they utilize the Offline Import
functionality to submit a Computer Build Report (CBR) back to their uplevel partner ABC Design
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House. Contoso Factory has previously downloaded the file details that are required, so they
are able to create the CBR report offline in an XML format to ABC Design House. ABC Design
House then can import the data, add additional report details if desired, and submit the report
to Microsoft.

Tip Tool: Submit an offline Computer Build Report (CBR) or Product Bind Report (PBR) to
uplevel partners.

NOTE: File details that are required must be previously downloaded from MDOS by DLP.

5.3.1 CBR IMPORT

Tip Tool: Submit a Computer Build Report (CBR) to uplevel partners from a file that was
previous compiled while offline. File details that are required must be previously downloaded
by DLP.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

u Microsoft

I VICROSOFT AGREEMENT 5195505515 - | R Microsort & 138000 18187 0
cowneve oot

Contoso OEM Orders ¥ ¥ Bus 4 tion ¥

@Your dashbooard data was | 018-12-17 12:24:17.Please refresh the page if st

KEYS OVERVIEW KEY HISTORY

18187 LAST 6 MONTHS v
FULFILLED 00000
1901 s

BOUND

138000 o7 o
112095 ..

S unn O | e © o © fr.. © s 9 e 0

KEYS OVERVIEW NOTIFICATION

3. From the Reporting Key menu, select Offline Import

342


https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

§ Microsoft
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4. From the Offline Import screen select CBR IMPORT FILE.

NOTE: This option should be used only in exceptional cases when there is no network

connectivity.
LN N

Offline Import

BROWSE FILE

BROWSE FILE

5. Click BROWSE FILE to locate the CBR Import file received from DIS to import into the MDOS

system.
()

Offline Import

aa

TO_CLOUDGA AT 2017210

IMPORT

R FALE

CHOOSE FILE
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NOTE: The CBR Import file received from DIS has the complete information of the keys to be
imported to MDOS system with the respective site, business, and key status.

6. Once selected, click IMPORT.

@ Your dashboard data was last updated: 2017-03-21 05:50:10

Offline Import

CBR IMPORT FILE

TO_CLOUDOA AT 201721036300XML BROWSE FILE

PER IMPORT FLE

EXAMPLE: CBR Import file

<?xml vermion="1.0" encoding="utf~8%"2>
<ExportKeyList xminsixsd=“"http://www.wd.org/2001/XMLAchema™
Mmlnsixsi="htop://www. w3 . 0org/2001/XMLSchema-instance™>
<CreatedDate>2016-06-12T02:39:07.549335223</CreatedbDate>
<Keya>
<ExportXeyInfo>
<CloudOAProductKeyId>55162</CloudOAProductRke yId> measr S Product Key 10
<CloudOoASitelId>1041</CloudOASiterd>
<CloudOABusinessld>1012</CloudOABusinessId>
<CloudOAUserId>0</CloudOAUser Id>
“<ProduotReyId>32306205745908</ProduotleyId>
<ProductRey>
TINUMESwATRVNSEBZ11TYTRVeWS r RmSQUXBGONKEROF2K1 FCb3panvVgORTIEULTS
RA==</ProductKey>
<ProductReyitate>Bound</Productkeyitate> _%
<HardwareHash>MAAAAAEAAGABAAEAAAACA</Hardwar he
<oEMOpticonalInfo>
<rield>
<Name>ZPC_MODEL_IKU</Name>
<Value>ABCDEFGHIJRLMI11222333443</Value>
</Field>
<rield>
<Name>ZMANUF_GEC_LOC</Name >
<Value>CHNIABOFT</Value>
</Field>
<field>
<Name>ZPGM_ELIG VAL</Name>
<Value> </Value>
</Field> INR]zI
<rield>
<Name>ZOEM_EXT_ID</Name>
<Value>30000123</Value>
</Field>
<Field>
<Name>ZCHANNEL REL_ID</Name>
<Value>Chinafoft</Value>
</Fielild>
<Field>

7. Once the import is complete, a “CBR xml file imported successfully” message will briefly pop
up in the green highlighted banner.

8. All the keys in the CBR file will now be updated with the respective information from the
XML.
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Offline Import

5.3.2 PBR IMPORT

Tip Tool: Submit a Product Bind Report (PBR) to uplevel partners while offline.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

§ Microsoft

weteveL MicRoSOFT
I MICROSOFT AGREENENT 5198505515 ~ |

DOWNLEVEL 6

138000 18187

Contoso OEM Orcers ¥ | inventory Management % || Reporting Key % || Business Adr

@vour dashboard data was last updated: 2018-12-17 12:24:17 Please refresh the page if data is not updated.

KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLLED 2
1901 i
BOUND S0
138000 bl
. ASSIGNED
112095 s0000

TRANSFERRED

o st Saplembe Octoben Nowerbes Decomber

W Fulited I Regodedbound [ Retuned

o.{[ o 8] ;: %) Ows 8] 0xevs 3] 106090 s (T 6000 s o

business 85 semod business_ b7-testiab] 5G_FFloh3

KEYS OVERVIEW NOTIFICATION
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3. From the Reporting Key menu, select Offline Import

m Microsoft

=]
sacnosoet v —_— picRasert & 138000 18187 0
DOWNLEVEL & Tex Totat Ky Fulfiled Kieys Retumed X

Contoso OEM

Grows ¥ [ iarory aragerent ¥ e r—

KEYS OVERVIEW KEY HISTORY

18187 - LAST & MONTHS v
FULFILLED 0000 s
1901 e P
BOUND oo

138000 3817 onone

- ASSIGNED .

112095 ’
TRANSFERRED 25001

— O O

business_bi-uats

@ 106090 revs G) ?JGDE; . G)

businessb7-testiab]

KEYS OVERVIEW NOTIFICATION

4. From the Offline Import screen select PBR IMPORT FILE.

NOTE: This option should be used only in exceptional cases when there is no network
connectivity.

© vour dos

Offline Import

BROWSE FILE

5. Click BROWSE FILE to locate the PBR Import file received from the FKI/FFKI via DIS to import
into the MDOS system.

6. Once the file is selected, click the IMPORT button.
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Offline Import

CBAMPORTFILE

CHODSE FILE BROWSE FILE

13368852211 ML BROWSE FILE | IMPORT

EXAMPLE: PBR Import file

|<?x:ml version="1.0" sncoding="utf-8"72>
<PbrExportContent xmlns:i="http://www.w3.org/2001/XMLSchema—
instance"
xmlns="http://schemas.ms.it.ocem/digitaldistribution/2010/10">
<CloudohBusinessTId>1025</CloudCRBusinessTd>
<CloudCaSiteId>1023</CloudOASiteId>
<CloudCAUserId>0</CloudOAUserId>
<CreatedDateUTC>2016-06—-12T02:43:27.8187172</CreatedDateUTlC>
<Content i:type="ProductBindingReportRegquest">
<CustomerBindingUnigueID>
a6587bB89-01fd-45c1-87c4-9342cccela2l</CustomerBindingUniqueID>
<SoldToCustomerID>1 </SoldToCustomerID>
<ReceivedFromCustomerID>1 </ReceivedFromCustomerID>
<TotalLineltems>2</TotalLineltems>
<ProductBindings>
<ProductBinding>
<WindowsProductKeyID>2586002112613</WindowsProductReyIDeca== Product key
<ServiceProductReyID>2261047765001</ServiceProductReyID> 4:3::: Service key to be
</ProductBinding> binded
<ProductBinding>
<WindowsProductReyID>2586002113614</WindowsProductReyID>
<ServiceProductReyID>2961047765002</ServiceProductReyID>
</ProductBinding>
</ProductBindings>
</Content>
</PbrExportContent>

7. Once the import is complete, the key will be bound to the service key(s) defined in the file.

8. A “PBR XML uploaded successfully”, message will briefly pop up in the green highlighted
banner.
Offline Impart

T EZAASE FRLE

B il “

5.4. PBR ACKNOWLEDGEMENT

Description:
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The Product Bind Report (PBR) Acknowledgement (formerly called Offline Export) is the offline
reporting of keys that have been bound. The PBR process is required once binding is complete
so the report can be submitted to Microsoft for processing and payment. (For more information
on how to bind keys, refer to the Bind Keys section).

The PBR process is usually seamless as it is created in the background after binding occurs.
However, the offline reporting method can be utilized when there is no network connectivity or
if the proper bandwidth is not available. The offline process is not recommended. The
submission process through MDOS is still the recommended method.

During the PBR process, the downlevel partner will download files and send an offline PBR to
the OEM partner. The OEM will then upload the files and send the report to Microsoft via
MDOS.

Tip tool: The Product Bind Report (PBR) Acknowledgement is the offline reporting of keys that
have been bound.

Step-by-step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

B Microsoft
= <] wiE microsorr
DOWNLEVEL 2
Contoso OEM & Getkeps | @ Asign¥eys
0 Your dashboard data was lst updated: 2017-03-21 £1805
Keys Overview Key History
10 LasT 6 MoNTHS v
FULFILLED
consuMED
20 3
RETURN REECTED
5
TRANSFERRED
. Fu
0 xers Ske
Contoso Mexico
Keys Overview Notification

3. From the More dropdown menu, select PBR Acknowledgement.
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§ Microsoft
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4. Enter search criteria, if desired, and click on the SEARCH button.

5. All PBR submitted keys will be displayed with the respective status of “Not Sent”, “Sent”, or
“Acknowledgement Received”.

PBR Acknowledgement Export

P UNIGUE 1D ATE(UTC) CREATED DATE [UTC)

L PER REPORT UNIOUE 1D MS REPORT UNIGUE 1D MS RECEIVED DATE UTC CREATED DATE UTC STATUS VIEW DETAILS

<H>

6. Select the keys to be exported and click on EXPORT.

7. An EXPORT TO window will pop up. Select the downlevel partner (DLP) from the dropdown
menu.

EXPORT TO

CONTOS0 OEM

CONTOSO OFM

CONTOSO INDIA
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8. Once the export is in process, a “We are processing your request” message will briefly pop up
in the green highlighted banner.
2. The PBR export file will be created which will be used by the downlevel (FKI/FFKI) for further
processing.
3. Once the file has been downloaded, click on the VIEW link under VIEW DETAILS to see the
bound key details.
4. Partners will be able to view the PBR status of the each key, click ‘VIEW’ link as per the
below screenshot,

o rosr s s eross a0 s oRoe oo oar nc
sv CHEEEE >

5. A popup window will open with PBR acknowledgement details. This window will show the
PBR bundle status in the reason description. If the bundle is successful, the status will be
‘Bound’. If the PBR bundling fails, the failure reason will be displayed under ‘Reason
Description’

PBR ACKNOWLEDGEMENT DETAILS

EXPORT TO EXCEL

BSNOISIIEE  WINHOMEWOLC  KWS-00M4SE 29750004558 OFFICE PRO 206 0L 26996965 x2av
OA3 Nonict PTX of

6. Partners also have the option to export the results to excel file as MDOS only shows the top
5 records in the display screen.
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PBR ACKNOWLEDGEMENT DETAILS

WINDOWS SERVICE

WINDOWS WINDOWS LICENSABLE SERVICE SERVICE LICENSABLE MASKED REASON

PRODUCTKEYID  LICENSABLENAME  PARTNUMBER PRODUCTKEY ID  LICENSABLENAME  PARTNUMBER  PRODUCTKEY  DESCRIPTION

3258505488873 WINHOMETOOLC  KW9-00004 2075301004580  OFFICEPRO 2016 0LC  269-16965 FXBVD BOUND
OA3 PTK OA3 PTK AFOLE

3256505488874 WINHOMEI0OLC  KW9-00004 2075301004561 OFFICEPRO 2016 0LC 26916965 Q6900 BOUND
0A3 PTK 0A3 PTK AFOLE

3258505488875 WINHOMEIOOLC  KW9-00004 2075301004582 OFFICEPRO 2016 0LC  269-16965 PGYK3 BOUND
OA3PTK 0A3 PTK AFOLE

3258505488876 WINHOMET0OLC  KW9-00004 2075301004583 OFFICEPRO 2016 0LC  269-16965 RICHD BOUND
OA3PTK OA3 PTK AFOLE

3256505488877 WINHOMEI0OLC  KW9-00004 2075301004584 OFFICEPRO 2016 OLC 26916965 D690Q BOUND
OA3 PTK 0A3 PTK AFOLE

CLOSE

PBR ACKNOWLEDGEMENT DETAILS

WINDOWS
WINDOWS WINDOWS LICENSABLE SERVICE SERVICE SERVICE LICENSABLE ~ MASKED
PRODUCTKEY ID LICENSABLENAME PARTNUMBER PRODUCTKEY ID  LICENSABLENAME PARTNUMBER PRODUCTKEY
899901203174015 WIN NEXT CVF WNT7-01070 2975301002221 OFFICE PRO 2016 OLC 269-16965 DHHTH
UNACTIVATABLE OLC 0A3 PTK AFOLB

OEM

| CLOSE |

5.5 DLP EXPORT

Description:

The DLP export functionality is meant to be used by an OEM who has an offline business with
downlevel partners. The OEM can export keys and transfer those keys to their downlevel
partners while offline. This functionality then allows a downlevel partner to export/receive keys
while also offline.



Microsoft Digital Operations Services User Manual

The difference between a DLP export and a Product Bind Report (PBR) Acknowledgement
(formerly called Offline Export), is that with a PBR Acknowledgement, the DLP can export the
keys from the cloud at any time.

Additionally, the key status will change to “FFKI Fulfilled” after the DLP export has completed.
Whereas the key status will change to “Consumed” when the PBR Acknowledgement offline
export is used.

Tip Tool: DLP export functionality allows the OEM to export keys and transfer those keys to
their downlevel partners while offline.

5.5.1 DLP EXPORT BY SEARCH

Tip Tool: Use search functionality to export keys and transfer to downlevel partners while
offline.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

m Microsoft
vpLEvEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | : & 138000 18187 0
ownEViL  © = et o e
Contoso OEM Orders ¥ entory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is ot updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FLFLED o
1901
BOUND 1snne
-
138000 sty —
AssiGNED -
112095 50000
TRANSFERRED -
(I ot 7
) kEvs 5 0 wxvs 0w 106090 « 6000 x
KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the search icon in the top navigation bar.
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8 Microsoft =
upLeveL MICROSOFT
MICROSOFT v & 138000 18187
ownEViL  © Pt K
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLED 20000
1901 o
BOUND e

138000 817

ASSIGNED

112095
TRANSFERRED

W Fulied ReporietBound [ Rsumes

O . O

e o 8

KEYS OVERVIEW NOTIFICATION

4. Enter search critera, if desired, and click on the SEARCH button.

5. The DLP EXPORT button will be visible in the key operations section.
NOTE: DLP export will be available to keys with key status of assigned, fulfilled, or downloaded.

SEARCH RESULTS

25905

Tota Keys assion aeruen exvoRr our exvont ExvORT RESULT =
RuLAILED B wseooucTEYm PraDuCT KEY [ — v Ve kv staTUS
2 9 s KX XK KRR KRR IS ar.0000m stanoARD o
consumEn
1901 ssaatizzas S ——— an.o000n stanpARD consumen
BoUND
o000 stanoAmD consumen
assigneD F—— r———_——— 000 stanoAmD Fus
P— p——_—— roce0n sanoamD rus
Fr— S 0000 stanoamD runn
Fr— e ——_ ar.o000n stanoamD e
sassesnas SIS A——— 0000 stanpAsD FuAED

6. Check the box(es) to select the keys to be exported and click on the DLP EXPORT button.

NOTE: This DLP export functionality is meant to be used by an OEM/IDH who has an offline
business with a downlevel partner(s).
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SEARCH RESULTS

25905

Tota Keys assion aeruen exvoRr our exvont ExvORT RESULT =
RuLAILED B wseooucTEYm PraDuCT KEY [ — v Ve kv staTUS
2 9 s e p—_— ar.coom stanoARD o
consumEn
1901 sseeszme XHX UK XK XK VEDDG an.o000n stanpARD comsumen
BoUND
o000 stanoAmD consumen
assigneD F—— r———_——— 000 stanoAmD Fus
P— p——_—— roce0n sanoamD rus
— 0000 stanoamD FuALED
Fr— e ——_ ar.o000n stanoamD e
sassesnas KK DK KOO YUK VHVD 0000 stanpAsD FuAED

7. Select the DLP and click CONFIRM.

Dis Export

SELECT DLS: CONTOS0 MEXICO S

CAMNCEL CONFIRM

8. The DLP export file will be created containing all exported key information. This file will be
exported to the DLP selected and available for offline by use.

9. A “We are processing your request, the system will notify you as soon as it is ready to
download.” message will briefly pop up in the green highlighted banner. The file will be
available for download in download center.
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Contoso OEM

Orders ¥ imventory Management ¥ Reporting Key ¥ Busin
We are grocessing your downloai request. The sysiem will natify you when it i reacy to download.

wercsors rrsza e - Ep—
o v omomonme  + e
]
— P p— -
e srans v sovcmsueon +
e
R pp—— +
—
250 SEARCH RESULTS
otk ‘ “ —
s s bt v mopuct Y consasi o owezn e wevsmanus
2 ] 3250631322348 006 XD KOO0 000 V6000 7-0000 STANDARD CONSUMED
1 901 o 3258611322349 0L XXX KOOOE 0K 3VEI w7-000m STANDARD CONSUMED.
s
O 3258631322350 RXOCXNOCKN KOO0 XO0EKK - WBATD 700001 STANDARD FULFLLED
Download Cente Jo——
s e xromt e st bowmoR0 Tt scron vowmons
OLPpor, 7.1, 200013, ! e — P oprt —
Ot #9711 208, 080720105 ! P — ra—— p— P—
Ot 471 2018y, 80601325 ! — Rr—— pe—

10. The keys exported in the previous steps will be visible to the DLP in “FFKI Fulfilled” status.

1 SEARCH RESULTS
Total Keys

1

FR] FULFILLED

» e EXPORT RESULT

207530037458 HOGO0 00K XX K00k

265 16965 SERVICE PRI FULALLED

<H>

The exported file is in the below format:
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<?xml version="1.0" encoding="UTF-8"2>
<ExportKeyList xmIns:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance" xmins:xsd="http:/ /www.w3.0rg/2001/XMLSchema">
<CreatedDate>2018-03-13T13:38:46.6611387Z</CreatedDate>
- <Keys>
- <ExportKeyInfo>
<CloudOASiteld>905</CloudOASiteld>
<CloudOABusinessId>1128</CloudOABusinessid>
<CloudOAUserId>1083</CloudOAUserId>
<CloudOAProductkKeyld>1040256</CloudOAProductkKeyld>
<ProductKeyld>899901252748332</ProductKeyld>
<Productkey>N39F2-CC6QD-Q7MTQ-FYRTI-KIFHH</ProductKey>
<ProductKeyState>Fulfilled</ProductKeyState>
<OEMOptionalInfo/>
<SoldToCustomerName>Cloud OA OEM 5</SoldToCustomerName>
<OrderUniquelD>8e4d5cf7-4ae5-4a5d-883c-d2085d6bb8c4</OrderUniquelD>
<SoldToCustomerID>897 </SoldToCustomerID>
<OEMPONumber>OEMTestPO</OEMPONumber>
<OEMPartNumber/>
<MSOrderNumber>1101369883 </MSOrderNumber>
<MSOrderLineNumber>2250</MSOrderLineNumber>
<LicensablePartNumber>KW9-00458</LicensablePartNumber>
<OEMPODateUTC>2018-03-11T00:00:00</OEMPODateUTC>
<ShipToCustomerID>897</ShipToCustomerID>
<ShipToCustomerName>Cloud OA OEM 5</ShipToCustomerName>
<LicensableName>WIN HOME 10 OLC OA3 NonAct PTK</LicensableName>
<FulfillmentResendIndicator>false</FulfillmentResendIndicator>
<FulfillmentNumber>1901529502</FulfillmentNumber>
<FulfilledDateUTC>2018-03-11T06:36:45.527 </FulfilledDateUTC>
<FulfillmentCreateDateUTC>2018-03-11T06:36:29</FulfillmentCreateDateUTC>
<KeyType>1</KeyType>
<CanBindPbr>true</CanBindPbr>
</ExportKeyInfo>
</Keys>
</ExportKeyList>

5.5.2 DLP EXPORT BY QUANTITY

Tip Tool: Export keys by quantity and transfer to downlevel partners while offline.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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3. Select DLP Export from the Inventory management menu menu.

u Microsoft
e v e Microsort & 138000 18187
DowNEVEL & ol o
Contoso OEM Qeers ¥ Reporting Key ¥ Bus

KEYS OVERVIEW

N

138000

KEYS OVERVIEW

Privacy Statement

KEY HISTORY @ Recall keys

18187 = e LAST 6 MONTHS v
AL @ MoreTo weriny

1901
BOUND
5817
HsscED ‘
112095 -
TRANSFERRED

& Revert Keys

saer O . © .. © D0 © n ©

NOTIFICATION

4. Next to the selected keys, enter the quantity desired. Quantity must be less than or equal to
the available key quantity.
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NOTE: This DLP export functionality is meant to be used by an OEM/IDH who has an offline
business with a downlevel partner(s) and click EXPORT KEYS.

DLS Export
sv auanrry
seLecTous contosomo
e A AT OMBER orm o s swnnAnE KEvs aussy
o 20 15005 E— s
CLEAR

5. A confirmation window will pop up to confirm your selection. Click CONFIRM.

EXPORT KEYS

Are you sure you want to export selected keys?

CANCEL COMNFIRM

6. Once the keys are exported, a “We are processing your download request. The system will
notify you as soon as it is ready to download” message will briefly pop up in the green
highlighted banner. The file will be available for download in download center.

DLP Export [E—
= e === e e =
= = = = ;
— —

<H>
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Download Center

DOWNLOAD CENTER

L NAME FE COUNT EXPORT OATE LAST DOWNLOAD DATE AcTION
DLPExpart 0971118 2010 Mar_ 1313 38.46.59 1 I1/208 70845 03RO 65044 DLP Export

OPKExport 897.118_2018 Mar_08_07_20. 1.t 1 o801 125018 oM0AZ0I8 123035 OPK Export Download
DPKExport 857_1118_2018 Mar 08,06, 07 32.5p 1 o3/om20m 13733 o3020E 375t DPK Expart Demnlaad

<m>

7. The keys exported in the previous steps will be visible to the DLP in “FFKI Fulfilled” status.

SEARCH RESULTS

Total Keys || mecALL || RETURN || REPOR poR H AL 1N KEY T MOVE TO INVEN EXPORT RESULT =

FFKIFULRLLED s proouct o RavucT Ky AKCENSARLE PART NUMBER wav v aYSTATUS

1 amsiomiase OO0 KIX0CH: 00K KX KNXK 20010083 SImvICE PRI FULALLED

<l

The exported file is in the below format:

<?xml version="1.0" encoding="UTF-8"2?>
<ExportKeyList xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance" xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<CreatedDate>2018-03-13T13:38:46.6611387Z</CreatedDate>
- <Keys>
- <ExportKeyInfo>
<CloudOASiteld>905</CloudOASiteld>
<CloudOABusinessId>1128</CloudOABusinessId>
<CloudOAUserId>1083</CloudOAUserId>
<CloudOAProductkKeyld>1040256</CloudOAProductKeyld>
<ProductKeyld>899901252748332</ProductKeyld>
<Productkey>N39F2-CC6QD-Q7MTQ-FYRTI-KIFHH</ProductKey>
<ProductKeyState>Fulfilled</ProductKeyState>
<OEMOptionalInfo/>
<SoldToCustomerName>Cloud OA OEM 5</SoldToCustomerName>
<OrderUniquelD>8e4d5cf7-4ae5-4a5d-883c-d2085d6bb8c4</OrderUniquelD>
<SoldToCustomerID>897 </SoldToCustomerID>
<OEMPONumber>OEMTestPO</OEMPONumber>
<OEMPartNumber/>
<MSOrderNumber>1101369883 </MSOrderNumber>
<MSOrderLineNumber>2250</MSOrderLineNumber>
<LicensablePartNumber>KW9-00458</LicensablePartNumber>
<OEMPODateUTC>2018-03-11T00:00:00</OEMPODateUTC>
<ShipToCustomerID>897</ShipToCustomerID>
<ShipToCustomerName>Cloud OA OEM 5</ShipToCustomerName>
<LicensableName>WIN HOME 10 OLC OA3 NonAct PTK</LicensableName>
<FulfillmentResendIndicator>false</FulfillmentResendIndicator>
<FulfillmentNumber>1901529502</FulfillmentNumber>
<FulfilledDateUTC>2018-03-11T06:36:45.527 </FulfilledDateUTC>
<FulfillmentCreateDateUTC>2018-03-11T06:36:29</FulfillmentCreateDateUTC>
<KeyType>1</KeyType>
<CanBindPbr>true</CanBindPbr>
</ExportKeyInfo>
</Keys>
</ExportKeyList>
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5.6 REVERT KEYS

Description:

Partners can use the revert keys capability to revert the key status to fulfilled state in this
instance. This feature can be leveraged if partners accidentally export keys which are not
intended for key injection and want to revert the key back to fulfilled state.

Note: Do not revert Consumed Digital Product Keys that have been:

1. Injected in a device, where that device has shipped to a customer.
2. A CBR report has been created and submitted to Microsoft for a specific DPK. In both of
these cases, reverting a key will cause a duplicate key submission situation.

Tip Tool:
Allows OEM/IDH/TPI users to revert the key status from consumed to fulfilled.
Step-by-step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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3. From the Inventory Management menu, select Revert Keys.

u Microsoft
e v e Microsort & 138000 18187 0
DOWNLEVEL s Tex Ky Fulfiied Keys Returmed Ke
Contoso OEM

v TR Recoring Key ¥ Business Adminstration ¥
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y Statement

4. From the revert key page, select the key that need to be revert and click the Revert button.
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Revert Keys

- TRANSACTION 10 SITE HAME TRANSACTION TYPE KEY STATUS. QUANTITY CREATED DATETIME UTC

5. A popup box will appear where you need to write revert to confirm the revert transaction.

REVERT KEYS

Flease make sure you have not used this key(s) in any other system, are you sure you
want to revert the keys?

To confirm revert transaction, Please type "REVERT" in below textbox

CANCEL

6. Click confirm to revert the keys.
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REVERT KEY

Please make sure you have not used/assigned this key(s) in any other system/partner,
are you sure you want to revert the keys?

To confirm revert transaction, Please write "REVERT" in below textbox

CANCEL CONFIRM

SECTION 6. DIGITAL Bl INSTRUMENTATION

6.1 BUSINESS INTELLIGENCE

Description:

Business intelligence (Bl) can be described as "a set of techniques and tools for the acquisition
and transformation of raw data into meaningful and useful information for business analysis
purposes".

Bl within MDOS is displayed in the dashboard section under Key Overview and Key History. This
view provides a quick visual glimpse of your keys counts, grouped by status.

e Key Overview — See a breakdown of keys by status (Fulfilled, Activation Enabled, Bound,
Returned, etc.) and counts for each in a color-coded donut chart.

o Key History — Select a date range in the pulldown menu to see a breakdown of keys by
status (Fulfilled, Activation Enabled, Bound, and Returned) and counts for each in a
color-coded bar chart view.

This visual display shows you inventory in an easy-to-understand and interactive chart view. Bar
charts and donut charts provide a visual breakdown by color, and allow you to click to drill
down on a status.
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6.1.1 KEY OVERVIEW

Key Overview: The overview section provides a visual synopsis of key counts and status. The
Key Overview image displays total key count in the center, provides a breakdown by color in the
donut chart, and provides actual counts for each status in the summary section.

Key Overview statuses may include:
Fulfilled Ordered keys have been downloaded through MDOS to the OEM.

(Note: All partner DPKs that are ordered, are automatically
downloaded to the MDOS platform).

Assigned Keys allocated by ULP to their DLP from current inventory. (ULP view)
Transferred Keys allocated by ULP to their FFKI from current inventory. (ULP view)
FFKI Fulfilled Keys have been assigned to FFKI (FFKI view)
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Consumed

Bound

Marked For Submit

Reported Bound

Activation Enabled

Activation Denied

Marked For Return

Reported Return

Returned

Return Rejected

Product Bound

Keys have been exported and can be bound/injected by DLP.

Keys injected to device. Keys need to be reported in CBR so they can
be activated. CBR is automatically created in MDOS.

Bound keys selected in background process and are ready for CBR
submission (CBR has not been submitted to Microsoft yet).

Bound key submitted to Microsoft and waiting for Microsoft
acknowledgment.

CBR acknowledgement by Microsoft. Keys ready to be activated for
consumption. (final status)

CBR rejected by Microsoft. Keys status changes to Activation Denied.

Keys have been returned to Microsoft. (Still awaiting Microsoft
acknowledgment and approval and possible account credit).

Keys submitted for return to Microsoft, pending approval.

Keys have been returned to Microsoft.

Return has been rejected by Microsoft. Keys status changes to Return
Rejected

PBR acknowledgement by Microsoft for service keys.

Interactive donut chart: The donut chart provides a visual breakdown by color, and allows you
to click to drill down on a status. Each status is represented in a different color in the donut
chart. Click on a section of the chart to display the key count in the section below.

Search: Click on the summary section outside the donut chart to go directly to the search page
and see results based on that key status.
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Example: Contoso OEM begins looking for a high-level overview of their keys by status. They go
to the MDOS dashboard and view the Key Overview image to see their total keys, the donut
chart for a quick view by color for each status, and actual counts for each status in the summary
section. However, Contoso wants to get a historic view of fulfilled keys in the last six months,
so they go to the MDOS dashboard on the right side they will see a historic chart. Contoso
inputs six months as the time frame, and selects fulfilled keys. They can see that there are 1000
keys that were fulfilled two months ago and no other transactions had occurred in that time
frame. Contoso clicks on the Export to Excel link to retrieve this data so they can run additional
internal reports.

Keys Overview

8
FULFILLED

2
ACTIVATION
ENABLED

3
RETURM REJECTED

7
TRANSFERRED

6.1.2 KEY HISTORY

Key History: The history section provides key counts by status in a color-coded bar chart view.
This section also allows you to select a date range in the pulldown menu to see a breakdown of
keys by status.

Key History statuses may include:

e Fulfilled
e ReportedBound
e Returned
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EXPORT DATA

Drilldown functionality:

Timeline reporting: Select a time frame from pull down menu: (1 month, 3 months or 6
months) or select Custom Date, to set a date range within one year.

View Key details: Hover over any bar chart section to see more details, including specific key
counts for that status. From there you may click on any bar in the bar chart for more
operations. (will be available soon)

Example: Contoso OEM is looking for their fulfilled key history for the past year. They go to the
MDOS dashboard, set a date range from 7/17/16 to 3/21/17, and click the COMFIRM button to
see the how many fulfilled keys there were each month within the specified date range.
Contoso hovers over the red bar for November to see an exact count of how many keys were
fulfilled that month.
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EXPORT DATA

Downlevel Inventory Status: Below the Key Overview for your business, the inventory status
for downlevel partners will be displayed to give a quick view of all keys in the downlevel
systems. Click on the downlevel partner tabs to see a detailed view.

SECTION 7. BUSINESS MANAGEMENT

7.1 MANAGE BUSINESS

7.1.1 MANAGE BUSINESS DEFINITIONS

Business: A business in MDOS is a secure hierarchical grouping of registered entities that allows
those entities to interact and transact to complete the OEM Activation 3.0 features and
functions within the MDOS Service offering.

You must select the business/partner you wish to work with from the dropdown menu when
you sign into the MDOS dashboard.

Example: Contoso IDH/ODM has a business where they work with different OEMs; Contoso
OEM and ABC OEM had both reached out to Contoso IDH/ODM through an MDOS invitation to
invite Contoso IDH/ODM to work with them. Contoso IDH/ODM will setup a centralized
business model with Contoso OEM and a decentralized model with ABC OEM. Contoso
IDH/ODM also has an additional business because they signed an IDH/ODM agreement with
Microsoft. So, Contoso IDH/ODM now has three businesses. They are looking to utilize MDOS to
help manage all their businesses. MDOS allows Contoso IDH/ODM to easily identify the DPK
owners, and better manage multiple businesses.
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BE Microsoft;

1 7 2 i3
Contoso OEM ABC OEM
b\ c |
c \\ ‘D
Business
Example
(with 3 Contoso

businesses) IDH/ODM

Upper Level Partner or Uplevel Partner (ULP): Is the entity above the down level entity. Keys
will flow from this entity to downstream entities. An uplevel partner can be:

e Microsoft agreement (GPA, IDH/ODM or Embedded)

e OEM, ODM/IDH or TPl in a centralized relationship

e OEM, ODM/IDH or TPI in a decentralized relationship

Down Level Partner or Downlevel Partner (DLP): Is the entity that receives keys from the up-
level entity. Downlevel entities can deploy keys to downstream partners, manufacture devices,
and/or submit CBR/PHR reports. A downlevel partner can be:

e ODM/IDH or TPl in a centralized relationship

e ODM/IDH or TPl in a decentralized relationship

e Factory Floor (FFKI end entity in business)

Example: Contoso OEM has a direct agreement with Microsoft and has three TPIs that they
work with. In this supply chain model Contoso OEM has three downlevel partners; Contoso TPI
Mexico, ABC TPI, and Contoso TPI China. Contoso OEM is the uplevel partner for all three TPIs
and Contoso OEM'’s uplevel partner is Microsoft since they have a direct agreement with
Microsoft.

Centralized Business Model
e OEM Corporate conducts all transactions with Microsoft directly
e OEM Corporate places orders, receives DPKs, distributes DPKs to OEM or TPI
manufacturing sites
e OEM /TPI manufactures device and returns the Computer Build Report (CBR) and
Product Bind Report (PBR)
e OEM Corporate submits CBRs to Microsoft
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Decentralized Business Model
e OEM Corporate creates relationship with Microsoft, but third parties can conduct
transactions on behalf of OEM
e OEM Corporate places blanket orders with Microsoft
e TPl places call-off orders, receives DPKs from Microsoft, manufactures devices
e TPl submits CBR to Microsoft, and a copy to OEM

Example of a Centralized Business model:

4 Centralized
Business
1 Example

\ FEKI Mexico
A
~ — = = Business /,
S Upper level partner ’
~ N Current user 7’
~ Down level partner -

-
-~ -

Example of a Centralize Business view in MDOS (from current entity perspective):
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Example of a Decentralized Business model:
| | NWH
@ Microsoft -
4
Contoso OEM
4
Decentralized i
: D
Business |
Example
IDH/ODM
EEKI China FFKI Taiwan FFKI Mexico
= == = Business

e Upper level partner
e CUTTENT ENTiITY
Down level partner

371



Microsoft Digital Operations Services User Manual

Example of a Decentralize Business view in MDOS (from current entity perspective):

UPLEVEL  sHUTTLE

DowN 3
LEVEL

SHUTTLE DECENTRALIZED BUSINESS "

Diego Corp

Keys Overview

Notification

20 Upper level partner
ASSIGNED & i Of down level [A7oNMssHG ok ucesase T numses
o FOR ICENSABLE PART NUMBER
partners for specific
. ATION MISSING FOR LICENSABLE PART NUMGER
business
FOR LICENSABLE PART NUMBER
osyasaone s PRODUCT KEY ON SAME STATE
osvmaiaos 2 PRODUCT KEY ON SAMESTATE.
= osyaaa0ne 2 PRODUCT KEY ON SAME STATE
osvmaiaons s PRODUCT KEY ON SAME STATE.
7 kevs T 3 kevs i 5 kevs i
Zowee Molsta s

Natification.

ASSIGNED 0s/0372016 o PRODUCT KEY ON SAME STATE.

Keys Cearview

0370372016 15 PRODUCT KEY ON SAME STATE

7.1.2 ADD NEW DOWNLEVEL PARTNER

Tip Tool: Once the business is established, a new downlevel partner (or partners) can be added
to the account. New partner(s) will then be able to perform key operations.

Example: Contoso OEM wants to add ABC Design House as a new downlevel partner. The
Contoso OEM admin logs into MDOS and selects Manage Business from the More pulldown
menu to get to the wizard where a new partner can be added. Contoso OEM follows the steps
to add ABC Design House. From the Partner Information page, they select the site role as "IDH
Default Role" for their partner. Contoso reviews the information on that summary page to
confirm all the information is accurate and clicks submit.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account credentials

with Admin permissions.
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2. From the dashboard view, select the business from the Business dropdown menu

u Microsoft

upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL s Tex Ko Fulhlid Keys
Contoso OEM Orders ¥ Inwentory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED :
1901 e
BOUND one
138000 el —
AssiGNED '
112095 000
TRANSFERRED "
5 0 wxvs 106090 «

KEYS OVERVIEW

NOTIFICATION

u Microsoft
UPLEVEL
MICROSOFT v
DOWNLEVEL
Contoso OEM
KEVS OVERVIEW KEY HISTORY
18187
FULFILLED
1901
BOUND !
138000 5817 :
ASSIGNED e
112095 000
TRANSFERRED ’
[ 63 G) 0 revs
business b4-uts

Business 81 UATZ.00

KEYS OVERVIEW

Privacy Statement

MICROSOFT

NOTIFICATION

business, 5 cemod

& 138000 18187

- pmm——Ty

Orders ¥ Inwentory Management ¥ Repor

LAST & MONTHS v

© ZX0n 9

4. The wizard application will open where a new partner can be added.
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Partner Status
MICROSOFT AGREEMENT 5166350130 v 0 1 0
Initated Pending Acceptance Onboarded

Contoso OEM & OpChan  XMigton L ManageUser & AMDLP 4 Add Agreemant

Completed Forms

PARTHER MAME LOCATION  BUSIMESS TYPE LICENSE AGREEMENT NUMBER  EMAIL sTATUS ACTION

microson com Poniing
Comtoso FFKI1 usa Centranse 5168890130 contosomrs s

Disabled DLP

LocaTIoN AGREEMENT NUMBER

Cantoso DM 1 usa Centatied 5168800130 contospadmi @emicrosoh com Disabied

5. Click on the Add New Partner link.

Partner Status
MICROSOFT AGREEMENT 5168690130 v 0 1 0
Initiated Pending Acceptance Onboarded

Contoso OEM & OpChat  XMigation L ManageUser  + AMDLP 4 Add Agrvemant

Completed Forms

PARTMER NAME LOCATION  BUSIMESS TYPE LICENSE AGREEMENT NUMBER  EMAIL STATUS ACTION

senang
Costosa PP 1 usa pa— pras— conossmigmicisso.com b

Disabled DLP

LOCATION  BUSINESS TYPE LICENSE AGREEMENT NUMBER  EMAIL STATUS AcTIoN

B [ . m

6. Select the downlevel partner type from; IDH, ODM/TPI, or FFKI.
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CONTOSO OEM
0 : i .

Partner Information
PARTHER TYPE
What type of Down Level Partner (DLS) would you like to add?

IDH ODM/TPIASI FFKI

ix e Dato Gentre e Factory Lined)

7. If FFKl is selected as a partner type and your business owns that factory, select YES.

Otherwise select NO. Then click PROCEED.

CONTOS0 OEM
[ ] 2 3 .

Partner Information
PARTNER TYPE
What type of Down Level Partner (DLS) would you like to add?

B £x Data Centre c Factory Liness)

Do you own a Factory?

- °

8. If YES was selected, the Partner Information form will open. Partner Site Name and Partner

Email fields will pre-populate. Fill in the additional fields and click PROCEED.
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Partner Information
(Centralized Model)

v v v
PARTNER TYPE COMPANY INFO SITE ROLE SUMMAR)
PARTNER SITE NAME BUSINESS ADDRESS

Cloud OA OEM 1

PARTNER REPRESENTATIVE NAME

PARTNER EMAIL

< cloudealabl@outlookcom >

COUNTRY STATE Ty POSTAL CODE PHONE
UNITED STATES N 0
ADMIN EMAIL

9. If NO was selected, fill in the partner information in the fields and click PROCEED.

NOTE: CLEAR or SAVE AND EXIT to start a new form or save information and come back later to
finish.
o—o : -

Partner Information

v
PARTNER TYPE COMPANY INFO
PARTNER SITE NAME BUSINESS ADDRESS
Cloud OA FFKI Readmond.
PARTNER REPRESENTATIVE NAME
s e
< PARTHER AL
doudoalab23@outicok.com
COUNTRY STATE ary POSTAL CODE PHONE
UNITED STATES g WA Readmond 456133 71854641

10. If SAVE AND EXIT is selected, the information will be saved. Click on the RESUME button to
continue and complete the form.
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%] | NAVIGATE T0 DASHBOARD
Incomplete Form(s)

PARTNER TYPE COMPANY INFO SITE ROLE

oo 3 o SR

Cloud OA FFKI

11. From the Partner Information page, select the site role for partner and click PROCEED.

Partner Information
(Centralized Model)

v v v
PARTNER TYPE COMPANY INFO SITE ROLE
SITE ROLES ACCESS PRIVILEGES
O MSFT
KI DEFAULT ROLE
KI DEFAULT ROLE
< FKI DEFAULT ROLE >
O IDH DEFAULT ROLE

12. From the SUMMARY page, confirm the partner details.

13. Click PRINT SUMMARY if desired.

14. Click SUBMIT PARTNER INFO when finished.
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v v v
PARTNER TYPE COMPANY INFO SITE ROLE SUMMARY

Partner Type
Partner Type : FFKI
Is Own Factory : NO
COMPANY INFO
Partner Site Name Business Address
CLOUD OA FFKI READMOND
Partner Representative Name City
FFKI-OEM1 READMOND
Partner Email Postal Code
cloudoalab23@outlook.com 456133
Country State Phone
UNITED STATES WA 71854641

SITE ROLE

FFKI DEFAULT ROLE

SUBMIT PARTNER INFO

15. From the confirmation page, click FINISH if done or Add New Partner may be selected again
to add another partner.

NOTE: Follow the same procedure for adding partners other than FFKI.

7.1.3 DISABLE/ DELETE DLP

Instruction: This functionality will help to delete or disable the DLP from the list of added
IDH/TPI/FFKI/FKI. Up level partner can disable/delete the DLP only when there is no DLP under
them and they don’t have any keys assigned to them.

Example: Contoso OEM is no longer doing business with ABC Design House and wants to
remove it as a down level partner. From the Partner Information page, they select "Disable" for
ABC Design House. After successfully disabling the partner permissions, the status next to the
partner name changes to “Disabled”. Contoso sees the action button for ABC Design House
change to ENABLE, so they may easily re-enable the partner at any time if desired.

In case partner do not need that DLP in future, they can remove it from list of added DLPs.

To Delete DLP, you need to select partner by clicking on radio button and then click on delete
option. A confirmation message box will pop out. After clicking confirm button, selected DLP
will be removed from the list.
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From manage business dashboard, up level partner can delete or disable their down level
partner.

DISABLE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.

'MDOS = Microsoft

Partner Status

MICROSOFT AGREEMENT 5200002733 % 0 0 18
Application Received  Pending Acceptance  Onboard Completed

Contoso OEM b Org Chart 3 Migration & Manage User

424D+ Add Agreement

Completed Forms

PARTNER NAME LocATION BUSINESS TYPE PARTNER TYPE UICENSE AGREEMENT NUMBER. ML sTATUS

s Beigium Centratizes o s200062733 testtesteom Omboard Completed
Business 81 tevtil DO Beigium Centralized ] s20000270) business BI@outiookcom Obowd Completed
i@ microvo e com Beigium Ceeiratizes Frui 5200000733 - s s com Orboud Completed

— — — — S—
- Beigior Centratized o s200002733 vekuBmKroROfom Osbowd Completed
— —

v-pir-testiabl. Beighum Ceniralized Frul 5200002733 v-puo@microis.com Orboard Completed
Dusingss, b4, tesisb) 0 Beigion Contratizes rr s200002733 bistinass Dupotss om Oebowa Completed
Dusiness bS-TESTLaR Beigium Centratizea 1 5200002713 business bS@outiook.com Onboard Completed
Dusiness bé-testabl Beighum Centralized u szom00a733 siness bEGostiook.com b Completed
business bT-testiash Beigium Centratizes o s200060733 businass BT @oustioo com Onboard Completed
mscuseriO@outiook.com Beigium Centralized e s20000270) mscuser80@autionk com Obowd Completed

2. Click on disable button.
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: "
» # Microsoft
MDOS
Partnar Status
RS0 v 0 1
Appicaton Receved P Accepkan -
Cloud OA OEM 2 & Org Ot
Completed Forms
PARTNR NAME LOCATION BUSNESS TP LICENSE AGRIIMINT NUMBER s STATUS
TEST cout Angote Contatzed 000N (Sotosisd! Boutook com Pencing Acceptance
TesTInG Y Untes Sistes Convaszes wmoasas ¥ Aanam oMt com Ontours Compieted
TESTFFNI2 United States Contrakred 00004 444 ¥ MOUNGIICTONR Com Ontoard Computed

SHOW DISASLED DLP

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request will
be processed and the partner will be notified through alert.

Disable Partner Cloud OA IDH 1

All the down levels for selected partner will be disabled. Please make sure all the DPKs
assigned to this pariner are recalled before disabling partner.

Would you like to disable partner?

CONFIRM

4. Once the partner has been disabled successfully, the disabled partner will be moved to
‘Disabled DLP’ section, the status of the partner will change to “Disabled”.
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"
£ 3 Microsoft .
M00S

Partner Status
MICROSOFT AGREEMENT 5000043684 v 0 1 2
Appucatcn Recened  Pendeg Acceptance  Onboa Compieted

Cloud OA OEM 2 & Ong Chat ManageUsar  $ ASIDLP 4 Add Agreement

Completed Forms

PARTMER NAME LOCATION [ LICENSE AGREEMENT NUMBER oL stans.
TEST OoMY Angola Connatzed 500000634 cloudosebz! Goutiook com Pensng Accestance
TESTRI Y Unned Stces Conmaazea som0043684 vsansmygmcrosof.com Onbaacs Compmtea
TESTIN2 United States Centatzeg 500000884 + mdungmroson com Onboard Comphted

HIDE DISABLED DLP

Disabled DLP
o= e, |
prre—mpr ocasn BSSATIVE | Ukt Aoatens wasen ey soans
= = = p T b waes
pEra oot e epprnien P

5. To re enable the partner, you need to select the disabled partner from the Disabled DLP list
and then click on enable button.

DELETE DLP:

1. From manage business dashboard, select the partner by clicking on radio button that need to
be disabled.

Note: Partner will be able to delete the DLP which are in Pending Acceptance,
WaitingForLRMApproval and onboarded status in MDOS.

Submitted OA 3.0 Forms

DELETE |

PARTHER NAME LOCATION BUSINESS TYPE LICENSE AGREEMENT NUMBER EMAIL STATUS

®  twsmewsup Japan subsiaiary soun041450 tEstmewsubtsstCom ]
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fEace osoft

Partner Status

MICROSOFT AGREEMENT 5000044450 v 0 0 19

Appicalion Recenved  Pending Acceplance  0nbioard Compleled

o Org Chart 32 Migeation Manage User  + AQdDLP 4 Add Agresment

Completed Forms

DISABLE RESEND INVITATION

©  vmsmossc_OEMIN DEVDIG Aivania Comranzsa S— mtsstdoscoutook com Onboard Compstes
T _internai Unites Sines Decenaiized 5000044400 mdostpit oo com Onboard Compieted
[r— Albenia Cenraized 5000044480 peoxypatchouliood com Onboasd Compietes
perytesting?_oom1_DD Abonia Contralized 5000044450 peoxytesting2@outioak.com Grnboard Compisted
prymigtestag_osm1_oa = Comranzea 000044450 BROXY BN ESUNG2GOUTIOOK.cOm Onboara Compitea

2. Click on Delete button.

NAVIGATE TO DASHEOARD

Completed Forms

| oeoe ]

PARTICR WA LOCATION DS YR LICENSE AGRIEMENT NUMBER o
TEST ooMt Angais Coovakzes 000484 tosinndgentoo com Pencing Accostance
. et Unteg Staes a— wnoisuse ¥ Aanampmcronst com Cntows Comoeres
TESTATKI2 Usted Stses - o0oun v eomamcrssc com Onteoas Campmtnd

SHOW DIABLED DL

3. A confirmation window will open to confirm your selection. Click CONFIRM, the request to
delete the DLP will be processed.
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Delete Partner TEST FFKI 2

Please make sure al the DPKs assigned 10 this partner are
recabied tefore proceedng

Are You 3Ure You want 10 delete the partner?

=

4. Once the request is processed successfully, the partner will be notified with an alert message
and the DLP partner will not be visible.

7.1.4 PARTNER TYPE
Display the partner type in Wizard dashboard

The partner will see a new column (Partner Type) added in the manage business dashboard to
identify the correct DLP partner type (TPI/ODM/FFKI).
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MDOS

MICROSOFT AGREEMENT 5200002733 %

& Microsoft

Contoso OEM

Completed Forms

Partner Status

0

Application Received

0 18

Pending Acceptance  Onboard Compisted

(@l Oy Chart 33 Migraticn @ Manage User  Add DLP  + Add Agreement

PARTMER MAME ncanon BusinEss TP PARTNER TYPE LICENSE AGREEMENT NUMBER Ema staTus.

tesema seigiam Centraizes ma saunonzrss resrtest com Onbaers compies
sutinass BY sestant 00 seigium car u saon0na733 P—— Onbows compietea
veadjosngmiciosa.com seigim centraizea ra saon0nar33 P — - Onbaus compierea
s selgium Centrlions FrH saooonars wrmkyBmicrosaftcom Ontowd Completed
reee—" . contrines ra saononars NP Onbawd Conpietes
business b4 testiab] o seiaium Centralized m sauoonzrss business bagautioak.com Onbad Camoleied
business b3.TESTLal1 selgium Centralized e saooonzrss business bs@autioak.com Onbowd Camoleted
business b estiabl seigium Centralized u saunonarss business bEGoutioak.com Onbaud Camgleied
business b7 testiant seigium Centralized r sao0onzrss business B7Doutioalcom Onbaud Camoered
pan—_ [ [— a prr— micusersoRs " [ —
____________________________________________________________________________________________|

7.2 USER MANAGEMENT

Description:

An authorized user will have permissions to access MDOS and perform key actions. Access and
permissions must be set by the company administrator.

The Admin section provides a view of all your user accounts and lets you manage users
connected to your account from this dashboard. From the Admin page, under CREATE USERS,
you can add, remove, or edit current users. You can also edit user permissions from this

section.
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B Microsoft
UPLEVEL MICROSOFT iV 0
MICROSOFT AGREEMENT 5199908515 L 138000 18185 0
DOWMNLEVEL 3 o - — -
s ¥ vty Managenant ¥ Reportiog ey ¥ i sion ¥

Administrator
creaTe usens

1 1 0

Privacy Statement

Tip Tool: Add, remove, or edit current users connected to your account.

Example: Contoso IDH hired a new purchase manager, and wants to add him as new user in
MDOS. The Admin signs into MDOS and clicks on the Admin on icon in the top navigation bar to
see existing users. From there, the admin clicks on the plus (+) button to add the new user,
enters the user’s email address, and sets the roles/permissions to “User” with ordering
permissions. The user receives an email with instructions to onboard to MDOS. Contoso IDH
Admin later realizes this user needs additional permissions, so the admin returns to the Admin
view, selects the user, then the Edit button. From there, the admin selects the “Admin” role
from the Role List pulldown menu and saves changes.

7.2.1 ADD USER

Tip Tool: Add a new user and set permissions for users connected to your business account.

Step-by-Step:
1. Login to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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Microsoft

l WICROSOFT AGREEMIENT 5136905515

Contoso OEM

UPLEVEL

DOWNLEVEL 6

@vour dashboard da

KEYS OVERVIEW

N

138000

L pne ©

KEYS OVERVIEW

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

5

Sognik: P81

resh the page if data is not updated,

KEY HISTORY

NOTIFICATION

MICROSOFT

& 138000 18187
Orders ¥ Iwentory Management ¥ Reporting Key ¥ Business Admantration ¥
LAST & MONTHS v
™ sepie " o ™ own [

D s, D

106090 vevs

3. Click on the Admin icon in the top navigation bar.

u Microsoft

MICROSOFT

Contoso OEM

UPLEVEL

DOWNLEVEL 6

KEYS OVERVIEW

N

138000

i &

KEYS OVERVIEW

Statement

18187
FULFILLED
1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

5 kev

e

KEY HISTORY

O . O

business_bé-uats

NOTIFICATION

MICROSOFT

& 138000 18187
Orders ¥ Inwentory Management ¥ Reporting Key ¥ Business Adminestration ¥
LAST & MONTHS ~

o e, D

106090 revs

N G

4. From the Admin page, click on the plus (+) button to add a new user.
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)
PP > uierosort 6 138000 18185 0
Contoso OEM Orders ¥  Inventory Management ¥ Reporting Key ¥ Business Administration ¥

Administrator

CREATE USERS.

1 1 0

TOTALUSERS ~ ACTVEUSERS  INACTIVE USERS

Cloud OA LA Urer 3

5. A Create New User window will open.
CREATE NEW USER
FIRST NAME
LAST NAME

LOCATIOM STATE/PROVINCE LOCATIOM CITY

SELECT ROLE ACTIVE USER ®yes (L NO

EXIT SAVE CHANGES

6. Enter user email address.
7. If a valid email ID is entered that matches with the DOC information, user information is

auto-generated from DOC. A message banner will also display “We have found information
from DOC".
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CREATE NEW USER

We have found information from DPCI

EmaIL FIRST MAME

cloudoalab19@outlook.com Cloud OA LAB

FHONE LAST BAME
User 19

LOCATION STATE/PROVINCE LOCATION Y

SELECT ROLE ALTIVE USER

8. Select the Role from the SELECT ROLE pulldown menu and click the radio button YES for
Active User.

CREATE NEW USER

Wi havi Bound indormataon bom DPC)
[V
clondoalab1 9P outleok.com

FHONE

LDCATION STATLPSCNNGE

SEUECT RO

Super Admn

Wt Aaderen.

CEM Aty

OEM User Rote ¥

OEM User Rote 2

CEM User Rode 3

9. After selecting the Role, the permission list will display.

10. Confirm information is correct and click the SAVE CHANGES button.

388



Microsoft Digital Operations Services User Manual

CREATE MEW USER

T T

sloudpalab 19 @eutlcak.com Claud OA LAB
i T Hk

User 19

EDCATION STATLSRCNSCT

SUPERADRN

11. Once the keys are assigned, a “User info is saved successfully” message will briefly pop up in
the green highlighted banner.

CREATE NEW USER

BT
cloudoalab 1 9@ outhook com Clowd O LAB

e

User 19

12. Click on the Exit button to close the window.

13. The User will automatically be added to the User list.
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7.2.2 EDIT USER

Tip Tool: Edit current user information or permissions for users connected to your business

account.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account

credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

m Microsoft
UPLEVEL
l WICKGSOFT AGREENENT 5138905515 v |
DOWNLEVEL
Contoso OEM
@Your dashboard s last updated: 2018-12-17 12:24:17.Please refresh the page i data is not updated.
KEYS OVERVIEW KEY HISTORY
18187
FULFLLED 200000
1901 e
BOUND a0
r2s00¢
138000 Joonac
TRANSFERRED ’
0 wvs @ 5 v 0 revs
Sogrik 7K busines b4-uats

Business 81 UATZ.00

KEYS OVERVIEW

Privacy Statement

NOTIFICATION

MICROSOFT

138000 18187

Orders ¥ | Inventory Management % | Reperting Key % | Business A

LAST 6 MONTHS. ~

O . © XN ©

3. Click on the Admin icon in the top navigation bar.
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u Microsoft

MICROSOFT v

Contoso OEM

KEYS OVERVIEW

18187

‘ 1901

FULFILLED
BOUND
5817

ASSIGNED

112095
TRANSFERRED

138000

o o o 8]

KEYS OVERVIEW

Privacy Statement

gy

UPLEVEL MICROSOFT
138000 18187
DOWNLEVEL 5 -
Orders ¥ inventory Management ¥ Reporting Key ¥ Business
KEY HISTORY

LAST & MONTHS v

O e D

NOTIFICATION

M @ ENE O

N G

4. The User Management screen will display all current users, account name and status

information (active or inactive).

Contoso OEM

Admin

CREATE USERS

LoG WEWER
2 1 1

TOTALUSERS  ACTIEUSERS  INACTIVE USERS

OGS Tast Las o O LB Usar

5. Click on the user icon to select a user to edit.
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Contoso OEM

© Your dashboard data was (st updated: 2017-03-22 01:53:32

Admin
CREATE USERS LOG VIEWER
TOTALUSERS  ACTWEUSERS  WACTVE Usees
=
MDOS Test Lab1 Cloud OA LAB User 19

6. After selecting a user, the EDIT button will become active. Click on the EDIT button to

continue.

7. The EDIT USER ROLE window will open, containing all current user information.

EDIT USER ROLE

EMAIL
cloudoalab19@outlook.com

PHONE

LOCATION STATE/PROVINCE

RDK Mawnlaad

EXIT

FIRST NAME
Cloud OA LAB
LAST NAME
User 19

LOCATION CITY

SUPER ADMIN ~ ACTIVE USER Oves @ no

DPK Permissions User Permissions Site Permissions o
DPK View USER Get Site View

DPK Return USER Manage site Get

DPK Assign USER Add Site Manage

DPK Recall USER Edit

DPK ViewDecrypt

DPK Export

DPK Import

DPK Editinfo

DPK Report v

SAVE CHANGES

8. To edit the role of user, select the role from Role List pulldown menu and click SAVE

CHANGES.
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EDIT USER ROLE

EMAIL

cloudoalab19@outlook.com

PHOME

LOCATION STATE/PROVINCE

FIRST NAME

Cloud OA LAB
LAST NAME

User 19

LOCATION CITY

SUPER ADMIN ~ ACTIVE USER DVES @ N
Super Admin
rissions Site Permissions
View Admin
Site View
OEM Admin pae Site Get

OEM User Role 1

OEM User Role 2

OEM User Role 3

Site Manage

EDIT USER ROLE

User info updated successfully!

EMAIL

cloudoalabi9@outlook.com

PHONE

LOCATION STATE/PROVINCE

SUPER ADMIN AV

DPK Permissions

DPK View USER Get
DPK Return USER Manage
DPK Assign USER Add
DPK Recall USER Edit
DPK ViewDecrypt

DPK Export

DPK Import

DPK Editinfo

DPK Report

oW Nawmlaad

EXIT

User Permissions

FIRST NAME

Cloud OA LAB
LAST NAME

User 19

LOCATION CITY

ACTIVE USER Oves @ no

Site Permissions
site Wiew

site Get
Site Manage

SAVE CHANGES

9. Once the user role is updated, a “User info updated successfully” message will briefly pop up
in the green highlighted banner.
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7.2.3 ROLES

LIST OF FUNCTIONALITIES:

SI. No Functionalities Permissions/Actions
1 Key Operations View Keys
Return Keys
Assign Keys
Recall Keys

View Decrypt Keys

Export Keys

Import Keys

Edit Info

Report Keys

Download Keys

Return To MS

Get Keys

Bind Keys

Order Keys

2 User Management

Add User

Edit User

View User

Manage User

3 Site Management

View Site

Get Site

Manage Site

4 DLP

Report

Edit

5 ULP

View

Manage

6 Onboarding

Create Business

Activate Site

View

Manage

Create Site

Site Roles:

1. OEM Persona

Available User Roles
1. OEM Admin

2. OEM Inventory Manager
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3. OEM Business Manager
4. OEM View User

User Role Functionality Permissions

1.0EM Admin All All

2. OEM Inventor X

Manager ! Key Operations View Keys
Return Keys
Assign Keys
Recall Keys

View Decrypt Keys

Export Keys

Import Keys

Edit Info

Report Keys

Download Keys

Return To MS

Get Keys

Bind Keys

Order Keys

3.0EM Business Manager

Onboarding

Create Business

Activate Site

View

Manage

Create Site

Site Management,

View Site

Get Site

Manage Site

DLP

Report

Edit

ULP

View

Manage

4.0EM View User

Key Operations

View Keys

Return Keys

Assign Keys

Recall Keys

View Decrypt Keys

Export Keys

Import Keys

Edit Info

Report Keys

Download Keys

Return To MS

Get Keys
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Bind Keys

Order Keys

Site Management Create Site

View Site

Get Site

Manage Site

Onboarding Create Business

Activate Site

View

Manage

2. TPI Centralized Persona:
Available User Role
1. TPIAdmin
TPl Inventory Manager

2
3. TPl Business Manager
4. TPl View User

1.TPI Admin All All(Except actions marked with * in first tab)
2.TPI Inventory Key View Keys**
Manager Operations

Return Keys***

Assign Keys

Recall Keys

Export Keys***
Import Keys***
Edit Info

Report Keys***
Download Keys***
Get Keys***

Bind Keys***

3.TPI Business

Manager Onboarding
Activate Site
View**
Manage
Create Site
Site . .
Management, View Site™*
Get Site
4.TPI View User Key View Keys**
Operations

396



Microsoft Digital Operations Services User Manual

Site View Site**
Management
Onboarding View**
3. TPI De-Centralized Persona:
Available User Role
1. TPl Decentralize Admin
2. TPI Decentralize Inventory
Manager
3. TPI Decentralize Business
Manager
4. TPI Decentralize View User
User Role
Functionality Permissions

1. Default Admin

All

All(Except actions marked with * in first
tab)

TPl Admin

All

All(Except actions marked with * in first
tab)

TPl Inventory
Manager

Key Operations

View Keys**

Return Keys***

Assign Keys

Recall Keys

Export Keys***

Import Keys***

Edit Info

Report Keys***

Download Keys***

Get Keys***

Bind Keys***

TPI Business
Manager

Onboarding

Activate Site

View**

Manage

Create Site

Site Management

View Site**

Get Site

TPI View User

Key Operations

View Keys**
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Site Management View Site**
Onboarding View**
4. |IDH Persona:
Available User Role
1. IDH Admin
2. IDH Inventory
Manager
3. IDH Business
Manager
4. IDH View User
User Role Functionality Permissions
IDH Admin All All(Except actions marked with * in first tab)
IDH Inventory Manager Key Operations View Keys**
Return Keys***
Assign Keys
Recall Keys

Export Keys***

Import Keys***

Edit Info

Report Keys***

Download Keys***

Get Keys***

Bind Keys***

IDH Business Manager Onboarding
Activate Site
View**
Manage
Create Site
Site View Site**
Management,
Get Site
IDH View User Key Operations View Keys**
Site View Site**
Management
Onboarding View**

5. Subsidiary Persona:

Available User Role

1. Subsidiary Admin

2. Subsidiary Inventory
Manager

3. Subsidiary Business
Manager

4. Subsidiary View User
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User Role

Functionality

Permissions

Subsidiary Admin

All

All(Except actions marked with * in first
tab)

Subsidiary Inventory Manager

Key Operations

View Keys**

Return Keys***

Assign Keys

Recall Keys

Export Keys***

Import Keys***

Edit Info

Report Keys***

Download Keys***

Get Keys***

Bind Keys***

Subsidiary Business Manager

Onboarding

Activate Site

View**
Manage
Create Site
Site Management, | View Site**
Get Site
Subsidiary View User Key Operations View Keys**
Site Management | View Site**
Onboarding View**
6. FFKI Persona:
Available User Role
FFKI Admin
FFKI Inventory Manager
FFKI Business Manager
FFKI View User
User Role Role Id Functionality Permissions
FFKI Admin 17 Key Operations | View Keys**

Return Keys***

Export Keys***

Import Keys***

Report Keys***

Download Keys***

Get Keys***

Bind Keys***
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Site View Site**
Management,
Onboarding View**
FFKI Inventory 18 Key Operations | View Keys**
Manager
Return Keys***
Export Keys***
Import Keys***
Report Keys***
Download Keys***
Get Keys***
Bind Keys***
FFKI Business Manager 19 Onboarding View**
Site View Site**
Management,
FFKI View User 20 Key Operations | View Keys**
Site - .
Management, View Site™*
Onboarding View**

7.2.4 DISABLE / INACTIVATE USER

Tip Tool: Disable or inactivate permissions for a current user connected to your business

account.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account

credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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8 Microsoft =
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
DOWNLEVEL 5 o it
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated,
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLLED anono
1901 e
BOUND e
sasone
138000 5817 Toumae
ASSIGNED .
112095 00
TRANSFERRED ’
. Repotedound 1 Aekar

o o sime %) 0 s 8] Owe 3] 106090 23]

business_ bé-uat? business 85 semod business_ b7-testiab]

KEYS OVERVIEW NOTIFICATION

3. Click on the Admin icon in the top navigation bar.

u Microsoft

-
-}
f— - &

DOWNLEVEL 6

138000 18187

Contoso OEM

Orders ¥

entory Mansgement ¥ Reporting Key ¥ Busi

KEYS OVERVIEW KEY HISTORY

18187 LAST & MONTHS v
FULFILLED 00000
1901

BOUND

138000 se1r
ASSIGNED
112095
TRANSFERRED

63 3: G) Sﬂ-;:m“m‘ G) 0 ke @ 106090 revs G) 6000 ey G)

business, 5 cemod business b7-festiab] Friaha

KEYS OVERVIEW NOTIFICATION

Privacy Statement

4. The User Management screen will display all current users, account name, and status
information (active or inactive).
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Contoso OEM
Admin
cReaTE users fr—
2 2 0
WDOS Tet Lt Clous O A8 U 19

5. Click on the user icon to select a user to edit.

0 vou 01:53:32
Admin
CREATE USERS LOG VIEWER
TOTLUSERS  ACTNEUSERS  WACTVE Ut
+
MDOS Test b1 Closd 04 14 User 13

6. After selecting a user, the EDIT button will become active. Click on the EDIT button to

continue.

7. The EDIT USER ROLE window will open, containing all current user information.
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EDIT USER ROLE

EMAIL FIRST NAME
cloudoalab19@outlook.com Cloud OA LAB
PHONE LAST NAME
User 19
LOCATION STATE/PROVINCE LOCATION CITY
SUPER ADMIN ~ ACTIVE USER ®ves Ono
DPK Permissions User Permissions Site Permissions
DPK View USER Get Site View
DPK Return USER Manage Site Get
DPK Assign USER Add Site Manage
DPK Recall USER Edit
DPK ViewDecrypt
DPK Export
DPK Impert
DPK Editinfo
DPK Report

NEK Nawnlnad

SAVE CHANGES

8. To make the user Inactive, select the radio button for NO next to Active User and click SAVE

CHANGES.

EDIT USER ROLE

EMAIL
cloudoalab19@outlook.com

PHONE

LOCATION STATE/PROVINCE

FIRST NAME

Cloud OA LAB
LAST NAME

User 19

LOCATION CITY

SUPER ADMIN N IACT VE USER ®ves Ono
DPK Permissions User Permissions Site Permissions
DPK View USER Get Site View

DPK Return USER Manage Site Get

DPK Assign USER Add Site Manage
DPK Recall USER Edit

DPK ViewDecrypt

DPK Export

DPK Import

DPK Editinfo

DPK Report

NBK Newnlnad

AVE CHANGES
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9. Once the user role is updated, a “User info updated successfully” message will briefly pop up
in the green highlighted banner.

EDIT USER ROLE

EMAIL

DPK Editinfo
DPK Report

MDY Nawmlaad

EXIT

User info updated successfully

cloudoalab19@outlook.com Cloud OA LAB
PHONE LAST NAME
User 19
LOCATION STATE/PROVINCE LOCATION CITY
SUPER ADMIN N ACTIVE USER @ves Owno
DPK Permissions User Permissions Site Permissions -
DPK View USER Get Site View
DPK Return USER Manage site Get
DPK Assign USER Add site Manage
DBK Recall USER Edit
DPK ViewDecrypt
DPK Export
DPK Import

FIRST NAME

SAVE CHANGES

7.3 BUSINESS MANAGEMENT BY PERSONA

Description:

The rules and roles within MDOS will vary by persona. Personas within MDOS include OEM,
ODMY/IDH, TPI, and MDOS FFKI. ODM/IDH may work without an agreement with Microsoft or
with a direct agreement with Microsoft.

Business Acronyms and Definitions:

Acronym

Term

Description

FFKI

Factory Floor Key Inventory

The number of keys needed on the manufacturing line is
determined by OEM Corp. The number is based on the line
forecast and current inventories on the Factory Floor Key
Inventory system on the factory floor. The keys are
protected and transmitted from the Corp Key Inventory
system to the Factory Key Inventory system via HTTPS or
may be manually transferred (e.g. via USB).

obM/
IDH

Original Design
Manufacturer/
Independent Design House

An original design manufacturer (ODM) or independent
design house (IDH) is hired by an OEM. They are a company
that designs and manufactures devices (tablet, PC, etc.)
based on requirements specified by the OEM, (such as
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screen size, processor, memory, performance, etc.). The
devices manufactured by the ODM/IDH are rebranded by
the OEM. ODM/IDH companies allow the firm that owns or
licenses the brand to produce products without having to
engage in the design or running of a factory.

OEM

Original Equipment

Original equipment manufacturer (OEM) is a term used
when one company makes a part or subsystem that is used

Manufacturer . ,
in another company's product.
A manufacturer that is licensed through a TPl agreement to
preinstall the Windows operating system onto a computer
TPI Third-Party Installer on behalf of an OEM. TPIs are authorized to use the OA 3.0

Tool. The OEM sends the DPKs to the Factories (usually a
Third-Party Installer (TPI) factory).

The sections below provide more information to help you better understand your path as it

pertains to your persona within MDOS.

7.3.1 OEM SPECIFIC PERSONA

Description:

Original Equipment Manufacturer (OEM) is a term used when one company makes a part or
subsystem that is used in another company's product.

The rules and roles within MDOS will vary for each persona. The OEM business model has a
direct agreement with Microsoft (Master License Agreement). The OEM will set the specs
(specifications) for the device that is being manufactured and will carry the branding for the
device. The OEM can build any size device and can license any of the Windows licensable

software, including Windows Pro.

Subsidiary: A subsidiary, subsidiary company, or daughter company is a company that is owned

or controlled by another company, which is called the parent company, parent, or holding

company. The subsidiary can be a company, corporation, or limited liability company. A

company can have multiple subsidiaries.

Example: An example of a subsidiary within MDOS could be an OEM who has offices in different
countries; OEM USA, OEM Asia; or a company who has different facilities for different
functions; Contoso Design House, Contoso Factory, etc.

Agreements
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The Uplevel Partner for an OEM, could be Microsoft or another OEM depending on the
agreement.

Agreements include:
e GPA (Master License Agreement) with Microsoft
e GPA Embedded with Microsoft

Agreement contents:
GPA (Master License Agreement)
o Own brand
o Over 10" screen
o Windows Pro SKUs
GPA Embedded
o Internet of things (IOT)
o Examples include: ATMs, Cars, Point of Sale devices, etc.

Agreements types:
e Windows Royalty
e Windows Embedded
e  Windows Server
e Etc.

Activate Business: The first time a company is onboarded, this will activate the business. (See
the Onboarding section for more info).

Add New Agreement: If a new business is added, a new agreement must be established with
the new partner.

Example: Contoso OEM has a direct licensing agreement with Microsoft, so they have a GPA
agreement signed for their PC part of the business. Contoso OEM also wants to start selling
embedded devices. Hence, Contoso must sign a new GPA Embedded agreement with Microsoft,
and then setup it in MDOS by clicking the Add Agreement button in MDOS.

Agreements include:

e GPA (Master License Agreement) with Microsoft
e GPA Embedded with Microsoft

Email Communications:

Subject Line Purpose of email Who receives OEM
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Partner onboard request has been received and is

Microsoft Digital
Operations Services
Platform

by LRM (Licensing & Revenue Management).
Partner needs to click link and accept business
relationship in MDOS to complete business set up.

Welcome to being processed. Onboard form successfully

) L . User/Partner
Microsoft Digital submitted and next steps. If you are a new user, who submitted
Operations Services | MDOS has requested the creation of your DOC request
Platform account. Once your OA 3.0 form is approved, q

additional emails will be sent with next steps.

Wel t A d) Onboard t has b d

elcome to (Approved) Onboard request has been approve User/Partner

who submitted
request

File exported
successfully

Keys exported and file location to access provided

MDOS Onboarding (Rejected) Onboard request has been rejected User/Partn.er
request has been . . who submitted
. LRM (Licensing & Revenue Management)
rejected request
User/Partner

who exported
file

Import Key Status

Keys import contained errors

User/Partner
who imported
file

Request Accepted

OEM's DLP has accepted business request

OEM/ULP

and needs to set up profile in DOC.

by Partner
Welcome to ] S
Microsoft Digital (Has DOC profile) DLP email invitation from

. & OEM/ULP via MDOS. Partner needs to log in to DLP
Operations Platform ) .

. complete profile set up in DOC
Services
No D file) P h invi MD

Enroliment in DOC (No DOC profile) Partner has been invited to oS DLP

7.3.2 0DM/IDH SPECIFIC PERSONA

Description:

ODMY/IDH: An original design manufacturer (ODM) or independent design house (IDH) is hired
by an OEM. They are a company that designs and manufactures devices (tablet, PC, etc.) based
on requirements specified by the OEM, (such as screen size, processor, memory, performance,
etc.). The devices manufactured by the ODM/IDH are rebranded by the OEM. ODM/IDH
companies allow the firm that owns or licenses the brand to produce products without having
to engage in the design or running of a factory.

DLP per business explanation: The rules and roles within MDOS will vary for each persona. The
ODMY/IDH business model might have a direct ODM/IDH agreement with Microsoft or they may
have multiple agreements with Microsoft. The ODM/IDH may also have agreements with
various partners. The ODM/IDH will need to set up each downlevel partner separately, as its
own business. Therefore, the TPl needs to utilize the flexible, multitenant platform within
MDOS as it pertains to each role.
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Agreements include:

e ODM/IDH Agreement with Microsoft

e GPA (Master License Agreement) with Microsoft
e GPA Embedded with Microsoft

Agreement contents:
ODM/IDH Agreement
o Under 10" screen
o Free SKU’s
GPA (Master License Agreement)
o Own brand
o Over 10" screen
o Windows Pro SKUs
GPA Embedded
o Internet of things (I0T)
o Examples include: ATMs, Cars, Point of Sale devices, etc.

If the ODM or IDH has a direct agreement with Microsoft and no Upper Level Partner, the role
is similar to an OEM. (Please refer to the OEM specific persona section for more details).

If the ODM or IDH has a direct agreement with Microsoft and an Upper Level Partner, the role is
similar to an OEM when working with Microsoft and similar to a TPl when working with the
uplevel partner. (Please refer to the OEM specific persona or TPI specific persona section
depending on your specific agreement (centralized or decentralized) for more details).

If the ODM or IDH do not have a direct agreement with Microsoft, but have an uplevel partner,
they are similar to a Third-Party Installer (TPI). (Please refer to the TPI specific persona section
depending on your specific agreement (centralized or decentralized) for more details).

MDOS supports all roles within its flexible, multitenant platform, making it easy to add new
partners and scale your business according to your needs. It gives partners the ability to order,
deploy, manage, bind, return, and recall Digital Product Keys as needed.

MDOS multitenant support: The term "multitenant" refers to an architecture in which a single
partner MDOS account instance can serve multiple tenants. A tenant in MDOS is a group of ULP
partners and/or direct agreements with Microsoft. A tenant in MDOS could have a centralized
or decentralized model with your business. MDOS multitenant support is based in the cloud
and provides a unique view as it pertains to each user, their business, and agreements.

Example: Contoso ODM/IDH is a manufacturer that is licensed through a ODM/IDH agreement
to preinstall the Windows operating system onto a computer on behalf of ABC OEM. Final
factory production for ABC OEM and Contoso ODM/IDH devices is done at Mexico FFKI.
Contoso TPI also has an agreement with Contoso OEM. Final factory production for Contoso
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OEM and Contoso ODM/IDH devices is done at Mexico FFKI as well. Although in both
businesses the final factory production is done at Mexico FFKI, Contoso ODM/IDH will need to
set up each business separately.

Email Communications:

needs to set up profile in DOC.

IDH/
ject Li P f il Wh i
Subject Line urpose of emai o receives ODM
Partner onboard request has been received and is
Welcome to being processed. Onboard form successfully submitted | User/Partner
Microsoft Digital and next steps. If you are a new user, MDOS has who v
Operations requested the creation of your DOC account. Once your | submitted
Services Platform | OA 3.0 form is approved, additional emails will be sent | request
with next steps.
Welcome to (Approved) Onboard request has been approved by User/Partner
Microsoft Digital LRM (Licensing & Revenue Management). Partner who
Operations needs to click link and accept business relationship in submitted
Services Platform | MDOS to complete business set up. request
MDOS User/Partner
Onboarding (Rejected) Onboard request has been rejected LRM who y
request has been | (Licensing & Revenue Management) submitted
rejected request
File exported User/Partner
P Keys exported and file location to access provided who exported Y
successfully. )
file
User/Partner
Import Key Status | Keys import contained errors who imported Y
file
R t A ted
equest Accepte OEM's DLP has accepted business request OEM/ULP Y
by Partner
W.elcome to. . (Has DOC profile) DLP email invitation from OEM/ULP
Microsoft Digital ) . )
. via MDOS. Partner needs to log in to complete profile DLP Y
Operations set up in DOC
Platform Services P
Enroliment in DOC (No DOC profile) Partner has been invited to MDOS and DLP y

7.3.3 TP1 SPECIFIC PERSONA

Description:

Third-Party Installer (TPI) is a manufacturer that is licensed through a TPl agreement to
preinstall the Windows operating system onto a computer on behalf of an OEM. TPIs are

authorized to use the OA 3.0 Tool. The OEM sends the DPKs to the Factories (usually a Third-
Party Installer (TPI) factory) and the TPI will provide large scale production.
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DLP per business explanation: The rules and roles within MDOS will vary by persona. With the
TPl business model there is no direct agreement with Microsoft. The TPl will work directly with
the OEM, ODM, or IDH. The TPl may have agreements with various partners. They may also
work with a single partner with both centralized and decentralized models. The TPI will need to
set up each downlevel partner separately, as its own business. Therefore, the TPl needs to
utilize the flexible, multitenant platform within MDOS as it pertains to each role.

The TPl may accept or reject requests from uplevel partners as relationship requests are
received. (See the Onboarding section for more information).

MDOS multitenant support: The term "multitenant" refers to an architecture in which a single
partner MDOS account instance can serve multiple tenants. A tenant in MDOS is a group of ULP
partners and/or direct agreements with Microsoft. A tenant in MDOS could have a centralized
or decentralized model with your business. MDOS multitenant support is based in the cloud
and provides a unique view as it pertains to each user, their business, and agreements.

Example: Contoso TPl is a manufacturer that is contracted to preinstall the Windows operating
system onto a computer on behalf of ABC OEM. Final factory production for ABC OEM and
Contoso TPI devices is done at Mexico FFKI. Contoso TPl also has an agreement with Contoso
OEM. Final factory production for Contoso OEM and Contoso TPI devices is done at Mexico
FFKI as well. Although in both businesses the final factory production is done at Mexico FFKI,
Contoso TPI will need to set up each business separately.

Email Communications:

Subject Line Purpose of email who receives TPI
Partner onboard request has been received and is being
Welcome to processed. Onboard form successfully submitted and
. L User/Partner
Microsoft Digital next steps. If you are a new user, MDOS has requested who submitted v
Operations the creation of your DOC account. Once your OA 3.0 form
. . - S . request
Services Platform | is approved, additional emails will be sent with next
steps.
Welcome to (Approved) Onboard request has been approved by LRM
) L . ) User/Partner
Microsoft Digital (Licensing & Revenue Management). Partner needs to .
) . . . L who submitted Y
Operations click link and accept business relationship in MDOS to request
Services Platform | complete business set up. q
) User/Partner
File exported ) . .
Keys exported and file location to access provided who exported Y
successfully. )
file
User/Partner
Import Key Status | Keys import contained errors who imported Y
file
R Al
equest Accepted OEM's DLP has accepted business request OEM/ULP Y
by Partner
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\l</lviec|rcc?sr2fetfjoi ital (Has DOC profile) DLP email invitation from OEM/ULP via
. & MDOS. Partner needs to log in to complete profile setup | DLP Y
Operations in DOC

Platform Services

(No DOC profile) Partner has been invited to MDOS and

Enroliment in DOC needs to set up profile in DOC.

DLP Y

7.3.3 FFKI SPECIFIC PERSONA (WITHIN MDOS)

Description:

Factory Floor Key Inventory (FFKI) refers to the inventory on the factory floor where they
manufacture devices on a large scale. The number of keys needed on the manufacturing line is
determined by the OEM. The number is based on the line forecast and current inventories on
the Factory Floor Key Inventory system on the factory floor. The keys are protected and
transmitted from MDOS to the Factory Key Inventory system via HTTPS or may be manually
transferred (e.g. via USB).

A FFKI could support one or more businesses: They may support an online business where they
connect to cloud for key downloads. Or they may support an offline model, where offline
export and offline reporting functionality is utilized.

The rules and roles within MDOS will vary by persona. The MDOS FFKI business model does not
have a direct agreement with Microsoft, but they do connect to MDOS directly via API or
support via an offline model. The FFKI also directly connects to the OA 3.0 tool.

Example: FFKI Mexico works in a centralized business model with Contoso OEM to
manufacture their devices on a large scale. FFKI Mexico does not have a direct agreement with
Microsoft. Contoso OEM provides the specs for the devices and forecasts that they will need to
build 500 units, so will need 500 keys. Contoso OEM protects and transmits the key information
from MDOS to the Factory Key Inventory system via USB, since FFKI Mexico’s factory floor does
not have a secure internet connection to access MDOS. Once the devices are built and the keys
have been injected, FFKI Mexico provides the CBR back to Contoso OEM via USB. Contoso OEM
and FFKI Mexico are working to get secure internet connection to the factory floor so they can
begin working with keys and reporting in real time.

Business setup specific for FFKI
7. FFKI Partner receives invitation from ULP via email.
8. FFKI Partner will receive an email with step-by-step guide.
9. FFKI Partner will receive an email with credentials.
10. FFKI Partner downloads software.
11. FFKI Partner will get set up.
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12. FFKI Partner will test.
(Note: See Onboarding section for technical details on the FFKI set up).

Definitions:

Business: A Business is a secure hierarchical grouping of registered entities that allows those
entities to interact and transact to complete the OEM Activation 3.0 features and functions
within the MDOS Service offering.

Uplevel Partner (ULP): An Uplevel Partner (ULP) is the entity above the downlevel entity. Keys
will flow from this entity to downstream entities. An upper level (uplevel) partner can be:

e Microsoft agreement (GPA, IDH/ODM or Embedded)

e OEM, ODM/IDH or TPl in a centralized relationship

e OEM, ODM/IDH or TPI in a decentralized relationship

Example: Contoso OEM has a business where they work with downlevel partner ABC TPI.
Contoso OEM is the uplevel partner for ABC TPl and Contoso OEM’s uplevel partner is
Microsoft.

Business Nickname: The name that will be displayed in the Business dropdown can be modified
to a friendly nickname to help you quickly identify your partner accounts. This can be done
when setting up a new partner after the invitation email has been accepted.

Example: Examples of nicknames for an OEM that has offices in different countries might be;
OEM USA, OEM Asia. The OEM may decide to name their DLPs by an easy to identify name such
as Factory ABC, Contoso Design House, Contoso Factory, etc.

Offline vs. online mode:

Accessing MDOS through a secure and reliable connection is always highly recommended. A
factory my utilized some of the offline capabilities only when a connection is not available.
Offline connections can be used for exporting keys, CBR and PBR imports, PBR
acknowledgement, and DLP exports.

Example: Contoso TPI’s factory floor needs to work with keys offline since they do not have a
secure connection to access to MDOS. The factory needs to manufacture 5000 devices, and needs
the appropriate number of keys. Contoso TPI exports the select keys from MDOS and is notified
when the download is complete via the Download Center. All keys are encrypted and located on
a zip file. Contoso TPI shares the file with their downlevel factory for production via their own
secure FTP site (or USB stick). After the devices are manufactured, the factory provides an offline
CBR back to Contoso TPI, so it can be reviewed and shared with Microsoft.

Email Communications:
| Subject Line Purpose of email ‘ who receives | FFKI |
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Partner onboard request has been received and is

Welcome to being processed. Onboard form successfully

. L . User/Partner
Microsoft Digital submitted and next steps. If you are a new user, who submitted v
Operations Services MDOS has requested the creation of your DOC request
Platform account. Once your OA 3.0 form is approved, q

additional emails will be sent with next steps.

Welcome to
Mi ft Digital ) L

|crosg '8! a. Credentials for FFKI partner to begin using MDOS. FFKI partner Y
Operations Services —
FFKI Partner Set Up
Welcome to

) Digi
MICFOS?ft Iglta! Same FFKI has been added to different OEM. FFKI partner Y
Operations Services —
FFKI Partner Set Up
Welcome to
MICI’OS?ft Dlglta! Partner needs to reset their credentials. FFKI Partner Y
Operations Services —
FFKI Partner Set Up

SECTION 8. ADVANCED FUNCTIONALITY

Description
Advanced Functionality provides additional MDOS functions, outside the most commons
actions, that can be utilized.

Advanced Functionality includes; setting up automated OEM Hardware Reporting (OHR);
mapping key types; grouping keys and managing labels; utilizing the Download Center; utilizing
search and advanced search capabilities; moving key inventory; and accessing the online user
manual.

8.1 ALLOW OHR UPDATES

Description

An OEM Hardware Report (OHR) can be submitted at the same time as the CBR, or any time
after the CBR is submitted when the “Allow OHR Updates” functionality is turned on under
settings.
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The OHR Update functionality is similar to the CBR AutoApproval and AutoSubmit in that is
allows a downlevel partner to update OHR data, and the report will automatically submit any
time an update is made.

Tip Tool: Automatically submit OEM Hardware Reports (OHR) automatically when updates are
made.

Step-by-step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

u Microsoft = Q ‘ :g‘
vpLEvEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
ownEViL  © R
Contoso OEM Orders ¥ lnwvents gement ¥ o
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is ot updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED
1901 e
BOUND 150000
138000 el Tomuac
AssiGNED -
112095
TRANSFERRED -

0 . © Z.. © z.. ©

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the search icon in the top navigation bar.
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2 Microsoft =
vpLsvEL MICROSOFT
MICROSOFT v & 138000 18187
vownive s
Contoso OEM Orders ¥ | inventory Management ¥ | Reporting Key ¥ | Business Adminsstration ¥
KEVS OVERVIEW KeY HISTORY
18187 LAST 6 MONTHS ~
FULFLED 20000
1901 e
BOUND a0
138000 o817 sonoot
) ASSGNED -
112095 50000
TRANSFERRED -

o, o o 0 .. 6 e . 6

KEYS OVERVIEW NOTIFICATION

NOTE: Keys must be in ACTIVATION ENABLED status to be sent in OHR. (Refer to section 2.12
SUBMIT CBR for steps to get to this status)

4. To view keys in ACTIVATION ENABLED status. Click on the Search icon from the top
navigation bar.

5. From the search screen, select ACTIVATION ENABLED status from the KEY STATUS pulldown
menu and click on the SEARCH button.

6. To allow automatic OHR Updates, click on the settings icon (gear icon) in the top navigation
bar.

7. Check the box next to ALLOW UPDATES OF HARDWARD INFORMATION to turn on OHR
automatic updates.
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8. Click on SAVE CHANGES.

SETTINGS

MICROSOFT CERTIFICATE

[ P — EXPIRATION DATE: 117152010 CERTIFICATE STATUS: ost

UPLOADED DATE: NA UPLOADED BY: A

CERTIFICATE AUTOMATION

Cenificate Automation Status  OFF TURN ON

ADVANCE SETTINGS

UTOAPPROVAL ] ALLOW UPDATION OF HARDWARE INFORMATION AuTo RETAN auTo susmiT c8

SAVE CHANGE

8.2 AUTO RETURN

Description:

This functionality helps the OEM to return the keys directly to Microsoft from their DLP (like
TPI, FKI etc.). If the OEM has checked the auto return box, then the keys returned by DLP to
OEM will directly return to MS and the state of those keys will change to “Marked For Return”
for OEM. If the OEM has not turned on the flag and if the key is returned by DLP, then OEM has
to manually return the keys to Microsoft.

Tooltip:

This functionality helps the OEM to return the keys directly to Microsoft from their DLP (like
TPI, FKI etc.). If the OEM has checked the auto return box, then the keys returned by DLP to
OEM will directly return to MS and the state of those keys will change to “Marked For Return”
for OEM.
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MICROSOFT CERTIFICATE

BT T e

LMD BATE e UMGASED BT T

CERTIFICATE AUTOMATION

ADVANCE SETTINGS

-
o |
8.3 MAP KEY TYPE

Description:

Map Key Type allows users to map the keys that do not have a specified type with a
designation, such as Standard, Services etc. A Key Type is required to perform any operations
on keys.

By default, the system automatically maps keys with keys whose licensable part number
matches the downloaded keys licensable part number. In the rare circumstance where a Key
Type was not determined by the system, the key would display as NO KEY TYPE and the Map
Key Type functionality would allow the key to be mapped by the user.

Key Types include:
KEY TYPE | EXAMPLE
Standard | Windows 10 OS
Service Office, XBOX, Add-ons

MBR Mother Board
Replacement

MAT Multiple Activation
Test key (also referred
to as Test Key or TKY)

NOTE: This functionality is no longer required after Jan 2017 release as keys are now
automatically mapped. In rare circumstances, this functionality may be needed.
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Tip Tool: Map Key Type functionality allows users to map key types to as standard, service,
motherboard, etc.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account

credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the

upper left corner.

m Microsoft

| WicRosoFT

~] [E R —

DOWNLEVEL 2

Contoso OEM

® Your dashboard

]

& Getkeys © AsignKeys @ ReallKeys 2 BpotKeys X ImportKeys & OuerKeys o Mow

Keys Overview Key History
0 st ovons ~
20 3 .
o _ _ _ _
0 kevs 5 kers
Keys Overview Notification
3. Click on the search icon in the top navigation bar.
2 Microsoft =
e v R Microsort & 138000 18187
Contoso OEM Orders ¥ | nventory Management ¥ | Reporting Key ¥ | Business
18187 LAST & MONTHS ~
1901
sounD
138000 5817
112095

KEYS OVERVIEW

TRANSFERRED

O . © X

business, 5 cemod

NOTIFICATION

© Sm o - O
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4. Under the KEY TYPE pulldown menu, select NO KEY TYPE and click on the SEARCH button.

O Your doshboord data was lost upd

18

Total Kays
14
FULFILLED

2

ACTIVATION ENABLED

201703

10:56

SEARCH RESULTS

TREY 1D

Ty

O KO- KK

XK XXX XN RN

O KO XXX WTTH

X000 X HIKT

XX KKK XK. XKHXK OHHTH

26916965

wzonm

WHT-0W70

WHT-OWT0

v Wiy sTATus
stmvice RETURN REJECTED
sevice FLALLD
sTANDARD ACTVATIONENABLD
STANDARD ACTIVATIONENABLED
NoKIVTYPE rLED

(.2:4)

5. Check the box(es) to select the keys to be mapped.

18

Total Keys
14
FULFILLED
2
ACTIVATION ENABLED
2

RETURN REIECTED

SEARCH RESULTS

MAP KEY TYPE

26197

26158

26802

26803

26606

XX XX KX KXNORX KK

XK KO KXHK KKK

XK KX KO WTTH

X0 KX KXOK HIKT

SOOG0!-J00GEX- KOO XIOOUK-DHHTH

269-16965

269-16085

[

wNT-0oT)

WNT-00T0

6. Click on the MAP KEY TYPE button above your selection.

18

Tatal Keys

14

FULFILED

2

ACTIATIIN ENASLED
2

RETURN REIFCTED

SEARCH RESULTS

ALE PART NUMDIR

KEY TYPE

SERVICE

SERVICE

STANDARD

STANDARD

HOKEVTVPE

KEY STATUS

RETURN REJECTED

FULFILLED

ACTIVATIONENABLED

ACTIVATIONEMABLED

FULFILLED

(.231)

SONEH 000 M0 OG0

K- IURX- K- N0

KKK KIRX- KR KO W TTH

HONERH D0 KR R HKT

HONE 00RO 0 DHHTH

26916055

20916088

WHTaT

WHT-DRT

WHT-DRT

SERVICE

oy

STANDAAD

STANDWAD

RORENTYRE

RETURH REIECTED
FuLpmLn
ACTHATIONENABLED
ACTHATIONENABLED

FULFRLED

CHEB >
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7. A confirmation window will pop up to confirm your selection. Click CONFIRM.

MapKeyType

STANDARD v

CANCEL CONFIRM

8. Select the key type from the dropdown and click on confirm.

NOTE: Key Types include the following:
KEY TYPE | EXAMPLE

Standard | Windows 10 OS

Service Office, XBOX, Add-ons

MBR Mother Board
Replacement

MAT Multiple Activation
Test key (also referred
to as Test Key or TKY)

MapKeyType

STANDARD N

Standard
=L CONFIRM

MEBER

9. Once the selected keys are mapped, a “Key types successfully updated” message will briefly
pop up in the green highlighted banner.
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SEARCH RESULTS

18

Total Keys Ky typalH) successtully updated

14
FULFILLED

ACTIVATION ENABLED 1

2

RETURN REIECTED

PRODUCT KEY ID PRODUCT KEY [T KEYTYPE KEY STATUS.

26197 O0K-JO00X- 00X ONX0! 25016965 smocE RETURN REIECTED
26108 K XK 0000 KK X0k 26019085 seRvcE FULFLLED

20002 OO KXXH- XK. K WHTTH Wh.0W70 STANOARD ACTIVATIONGHABLED
26803 0K KOO0 RO K0 HIKET wi.0010 STANDARD ACTIVATIONENABLED

26008 KOG KO0EH YOO8 KO0 DHHTH WHT-010 STANDARD FULFILLED

s v <Hl:EE >

L ______ieewn..._________________________|
8.4 MANAGE LABEL

Description:

Manage Label provides functionality to allow a selection of keys to be grouped together and
identified under one, common name. The functionality of grouping is similar to putting keys in a
folder or zip file, or adding a label to all the keys in one group, so they can quickly be identified
and selected as a set. Keys can then be accessed as a collection to perform different tasks.

Names are determined by the user and can be any name and any length. Some examples of

”

label names might be “ABC Group”, “Holiday Promo 2017”, “Special OEM Combo with Office
365”, etc.

Once a label is created and a set of keys has been grouped and associated with that label, they
can then be accessed by quantity, keys, or by status. Keys can also be unlabeled at any time.

Example: Contoso TPl decides they want to group all the keys that have for their holiday
promotion. They create a label called “Holiday Promo 2017” and assign all the keys by date
range from September to October to this label. Contoso can later go back and search for these
keys by label (using the ADVANCED SEARCH functionality) and export all the keys under the
label to send to their factory for production.

Tip Tool: Group a selection of keys together so they can be identified by a common name.
8.4.1 MANAGE LABEL BY QUANTITY

Tip Tool: Group a selection of keys together so they can be identified by one name and assign
keys to label by quantity.
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Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu

m Microsoft

upteveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL s Tex Ko Fulhlid Keys Returned Ke
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FUFLED
1901
BOUND !
138000 el 0
112095 -
TRANSFERRED

106090 wevs

i O .. © = )

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. From the Inventory Management menu, select Manage Label.

m Microsoft

UPLEVEL MICROSOFT

MicRasoFT v & 138000 18187 0

DOWNLEVEL 6

Contoso OEM ordes ¥ Repating Key ¥ | Busnes Adinitraion %

g——
KEYS OVERVIEW KEY HISTORY @ Recl Keys
£ forum ks
18187 LAST 6 MONTHS ~
FULFILLED 200000 % wiove 1o Inverory
1901 e .
BOUND 150000
ras000
138000 S&17 Tomae
ASSIGNED
112095

TRANSFERRED

i &

KEYS OVERVIEW NOTIFICATION

® .. ©

business, 5 cemod business b7

Privacy Statement
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4. Under the Manage Label page, a list of any current labels will display. To create a new label,
click on the CREATE LABEL button.

B Microsoft
UPLEVEL MICROSOFT m
MICROSOFT AGREEMENT 5199905515 v é‘ﬂ’{ 138000 18185 0
LT ¢ es tal Key Fulfilied Ke) Retumed Ke
Contoso OEM Orders ¥ Inventory M: eporting Key % Business Administration %

Manage Label

5. A CREATE LABEL window will pop up.

6. Add the new label name in the box next to NAME and any additional information in the box
next to COMMENT.

7. Click CONFIRM.

CREATE LABEL

Name Test label 1

Comment group keys

CANCEL CONFIRM

8. Once the keys are assigned, a “Label created successfully” message will briefly pop up in the
green highlighted banner. “
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9. The new label will now display in the list on the Manage Label page.

B Microsoft
wieve wicRosoFT
MICRGSOFT AGREEMENT 5199805515 v & 138000 18185 0
owmeve it o
Orders ¥ Inventory Management ¥ Reportng Key ¥ Business Adminisiration ¥
Manage Label
e e =

10. If edits are needed or desired, click on the EDIT link next to the Label Name under the EDIT

column.
B Microsoft
wieve wicRosoFT
VACROSOFT AGREEMENT 519990351 v & 138000 18185
bowmeve =4 i o
Contoso OEM Orders ¥ ement ¥ || Reporting Key ¥ || Business Ad nv

Label

sl
Manage Label

LABEL DESCRIFTION

11. A window will pop up allowing edits to the Name and Comment fields.

12. Once edits are complete, click UPDATE.

EDIT LABEL

Name Test label 1

Comment DPK key£.|
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13. Once the keys are assigned, a “Label updated successfully” message will briefly pop up in
the green highlighted banner.

14. The revised label will now display in the list on the Manage Label page.

15. To assign keys to this label by quantity, click on the ASSIGN KEY link under ACTION for the
label that was created.

B Microsoft

UPLEVEL MICROSOFT %

MICROSOFT AGREEHENT 5199905515 v 138000 18185 0
sowmee 4 . ety
Libel cesed ety
Manage Label

LABEL DESCRIFTION

16. Click on the BY QUANTITY Tab.

17. Under the QUANTITY column, enter the quantity of keys to be assigned to the label and click
on the ADD TO LABEL link.

ASSig n Label Test label 1 BY QUANTITY BY KEVS Y STATE
088 P HMRER im PART HusBER, AvAmALE KETS unnTTY ~

Sevize 26016958 TESTHEVBLAN + L

Sevice 2601508 TESTHENIES TESTOENIFC : + s

Senise e s TesTHEVZS TIOR3 . * !

Mt ey 2z 5 + an0ToLASE

Standoes T TesTHENILS TSI 4 4B TO LABEL "
fissign Label

18. The selected keys and the assigned quantity, will display below your selection.
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19. Confirm the information and click on the ASSIGN LABEL button.

LICENSABLE FART NUMBER. DEMPL MUMBER DEM PART MUMEES. AVMILKBLE KEYS QUANTITY ACTION ~
Senice 26310565 TESTEEVBLAN 2 4 ADOITOLABEL
Senice 218803 FESTREYIE TESTOEMOFFC z + 400 TOLASEL
Seniee L9003 TESTREYT TITDENTINS ] + ADDTOLABEL
MAT FRCORRI0 i@ s 4 ADOTOLABEL
Standr vee-mam TR TSTOiNIN z + _4p0T0AEE

Assign Label

LICENSABLE PART HUMEER OEM Fi) HUAMBER: CATEGORY CUANTITY.

Standard whamn TSI Ty ity 1 ® REMOVE LABEL

20. A confirmation window will pop up to confirm your selection. Click CONFIRM.

ASSIGN LABEL TO KEYS

Are you sure you want to assign these keys?

CANCEL CONFIRM

21. Once the keys are assigned to the label, a “Key(s) assigned to label successfully” message
will briefly pop up in the green highlighted banner.

A Gekes @ asgnkes € Reclkms 2 boortkes K mportkes M Owerkes - Mow

BY KEYS BY STATE

Assign Label Test label 1 oY auanTITY

Keys assigned to label successfuly

UICENSABLE PART NUMBER OEM PO NUMBER 06M PART hUMBER AVMLABLE KEYS quanTiTY
Service. 260-15965 TESTREYBLAN 4 4+ ADO TO LABEL

Servics 26916965 TesTeEnzs TesTORMORRC 2 + ADOTOLABEL

Service TLe-000T3 TESTREVI23. TSTOEMO36S 4 + ADO TO LABEL

AT fac- 04800 una s + aooTousme .
Assign Label

NOTE: To search for keys by label:
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1. Go to Search section and click on the ADVANCED SEARCH field.

m Microsoft
MICROSGRT “ UPLEVEL  MicROSOFT ) & 25 14 0
DOWN LEVEL 2 Certooiced Procc ke feturmed Ke
Contoso OEM 4 Getkeys @ Assgnkeys (@ RecalKeys B Dponkeys A IMportkeys N OvderKeys e Mo
© vour d data was k 2017-03-21 10116
= KEY TYPE ~ OEM PO NUMEBER CALL OFF REFERENCE NUMBER QEM OPTIONAL INFO + RESET
KEY STATUS v OEM PART NUMBER MICROSOFT ORDER NUMBER ADVANCED SEARCH +
. SEARCH
i ASSIGNED TO ~ LICENSABLE PART NUMBER MS PRODUCT KEY ID QEM RMA DATE +

2. Select Label name from DPK LABEL pulldown menu.

OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE

PRODUCT KEY ID FROM PRODUCTKEY ID TO

MASKED PRODUCT KEY DPK LABEL

<

HARDWARE HASH OEM RMA NUMBER

CANCEL || CLEAR CONFIRM

3. Click CONFIRM to view all keys under that label.

OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE

PRODUCT KEY ID FROM PRODUCT KEY ID TO

MASKED PRODUCT KEY TEST LABEL 1

v

HARDWARE HASH OEM RMA NUMBER

CANCEL || CLEAR

8.4.2 MANAGE LABEL BY KEYS
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Tip Tool: Group a selection of keys together so they can be identified by one name and assign
keys to label by specific keys.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

m Microsoft

eteve WicRosOFT
l MICRQSOFT AGREEMENT 5198905515 v | 138000 18187
oownevE s s
Contoso OEM entory Management ¥ Reporting Key ¥ Busi n ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
AL 2
1901
BouND
138000 817
HSsNED
112095
TRANSFERRED

v @ D O . © X © X5 O

business 85 oemod. business_ b7-festiab]

KEYS OVERVIEW NOTIFICATION

Privacy Statement
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3. From the Inventory management menu, select Manage Label.

u Microsoft
UPLEVEL
MICROSOFT v
DOWNLEVEL
Contoso OEM
KEVS OVERVIEW KEY HISTORY
18187
FULFILLED
1901
BOUND
138000 5817 1o
ASSIGNED
112095
TRANSFERRED
5 v 0 xmvs

KEYS OVERVIEW

Privacy Statement

NOTIFICATION

=
& 138000 18187

LAST & MOMTHS v

Oes . D 106050 s ¢y

business_ b7-festiab]

4. Under the Manage Label page, a list of any current labels will display. To create a new label,
click on the CREATE LABEL button.

B Microsoft

MICROSOFT AGREEMENT 5199905515

UPLEVEL
DOWNLEVEL

v

Contoso OEM

Manage Label

LABEL MAML

Comozn

LABIL DESCRIPTION

Contaso Labet

5. A CREATE LABEL window will pop up.

& 138000 18185

Orders ¥  Inventory Management %  Reportin

6. Add the new label name in the box next to NAME and any additional information in the box

next to COMMENT.

7. Click CONFIRM.
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CREATE LABEL
Name Test label 1

Comment group keys

CAMNCEL CONFIRM

8. Once the keys are assigned, a “Label created successfully” message will briefly pop up in the
green highlighted banner.

9. The new label will now display in the list on the Manage Label page.

Manage Label

CREATE LABEL

LABEL NAME LABEL DESCRIPTION i ACTION

Tost el 1 aroup beys @ eor W ASSION KEV

<>

10. If edits are needed or desired, click on the EDIT link next to the Label Name under the EDIT
column.

Manage Label

skl Craatisd Sceusshily

CREATE LAREL

LABEL ESTRIPTION

Testlabel 1 won bers % A

<H>

11. A window will pop up allowing edits to the Name and Comment fields.
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12. Once edits are complete, click UPDATE.

EDIT LABEL

Name Test label 1

Comment DPK keyd

CANCEL

13. Once the keys are assigned, a “Label updated successfully” message will briefly pop up in
the green highlighted banner.

14. The revised label will now display in the list on the Manage Label page.

15. To assign keys to this label by specific key, click on ASSIGN KEY under ACTION for the label
that was created

O Four dashbeard data s fast updated: 201

Manage Label

CREATE LAFL

16. Click on the BY KEYS tab.

17. Under the ASSIGN LABEL page, PRODUCT KEY ID FROM and PRODUCT KEY ID TO fields will
display.

18. Enter search criteria, if desired, then click the SEARCH button to view all keys eligible for
assigning to labels.

BY QUANTITY

Assign Label Test label 1 -

BY STATE

19. Results will display all the keys based on the search criteria or will default to show all keys if
no parameters are selected.
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Assign Label Test label 1 L) srxers BYSTATE
o — e e o
26808 TL4-00013 TESTREYI2Y TSTOEMO365 +
Assign Label
NO KEY(S) SELECTED
20. Click the ADD TO LABEL link to add specified keys to a label.
21. The selected keys and the assigned quantity, will display below your selection.
Assign Label Test lobel B QU Erms L

FROGUCT EEY DFFON PROCKT KEY D T0

s rrooecr e e e umre weveo o rarr B
2 ez T o

aan Py ST L

2an o A

B A resmrs R '

P e e e x e

naEogT o upiE mmaoeT
[ 2 v
Cantoso OEM A Gnter | @ heben | G etk

L

Assign Label Testinbe 1 oy J— arsTare

Frooect ey e e revn

2 ez e s
an B e TR
an amnns TS
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23. A confirmation window will pop up to confirm your selection. Click CONFIRM.
ASSIGN LABEL TO KEYS

Are you sure you want to assign these keys?

CAMCEL CONFIRM

24. Once the keys are assigned to the label, a “Key(s) assigned to label successfully” message
will briefly pop up in the green highlighted banner.

Assign Label Test label 1

Keys assigned to |abel successhully.

BY QUANTITY BY KEYVS BY STATE

PRODUCT KEY ID FROM

LICENSABLE PART NUMBER. OEM PO NUMBER OEM PART NUMBER
2680 71400013

MY 1D KEY STATE PRODUCT KEY

TESTKEVI23 TSTOMO36S
26610

714-00013 TEsTRENZS TSTOEMO36S + ADDTOLABI
268m 714-00013

TESTREN23 TSTOEMO363

Assign Label

NOTE: To search for keys by label:
2. Go to Search section and click on the ADVANCED SEARCH field.

3. Select Label name from DPK LABEL pulldown menu.

OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE

PRODUCT KEY ID FROM PRODUCT KEY ID TO

MASKED PRODUCT KEY DPK LABEL

HARDWARE HASH OEM RMA NUMBER

CANCEL || CLEAR

CONFIRM
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3. Click CONFIRM to view all keys under that label.

OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE

PRODUCT KEY ID FROM PRODUCT KEY ID TO

MASKED PRODUCT KEY TEST LABEL1 v
HARDWARE HASH CEM RMA NUMBER

CANCEL || CLEAR CONFIRM

8.4.3 MANAGE LABEL BY STATUS

Tip Tool: Group a selection of keys together so they can be identified by one name and assign
keys to label by status.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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u Microsoft

l WICROSOFT AGREEMIENT 5136905515

~ |

Contoso OEM

@vour dashboard data was last updated: 2018-12

KEYS OVERVIEW

N

138000

0xevs @

B1_UAT2.OD

KEYS OVERVIEW

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

5k {D

Sognik: P81

UPLEVEL MICROSOFT

DOWNLEVEL 6

712:24:17 Please refresh the page if data is not updated,

KEY HISTORY

0 wevs

NOTIFICATION

& 138000 18187

tory Management ¥ Reporting Key ¥ Busi

LAST & MONTHS v

RaportedBound [ Retuned

© XU 9

3. From the Inventory management menu, select Manage Label.

u Microsoft
MICROSOFT v

Contoso OEM

KEVS OVERVIEW
18187
FULFILLED
1901
BOUND

138000 5817

ASSIGNED
112095

KEYS OVERVIEW

TRANSFERRED

5 kev G)

Sagnik FFE)

UPLEVEL MICROSOFT
DOWNLEVEL 6
KEY HISTORY

0 revs

business_bé-uats

NOTIFICATION

& 138000 18187

eportng Key | s Adiisstion ¥

@ Recall ey
2 Fetum Keys

LAST & MONTHS v
2 Move Ta Inventory

© X0 o N 6

business_ b7-festiab]
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4. Under the Manage Label page, a list of any current labels will display. To create a new label,
click on the CREATE LABEL button.

& Microsoft
UPLEVEL MICROSOFT m
MICROSOFT AGREEMENT 5199905515 v & 138000 18185 0
Ciotiz .
Contoso OEM Orders ¥ Invent

Manage Label

LABEL MAML LABIL DESCRIPTION o AcTion

Contaso Labet o ® AssiGn K

5. A CREATE LABEL window will pop up.

6. Add the new label name in the box next to NAME and any additional information in the box
next to COMMENT.

7. Click CONFIRM.

CREATE LABEL

Name Test label 1

Comment group keys

CAMNCEL CONFIRM

8. Once the keys are assigned, a “Label created successfully” message will briefly pop up in the
green highlighted banner. “
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9. The new label will now display in the list on the Manage Label page.
Manage Label

abel Created Successfully!

LABEL NAME LABEL DESCRIPTION o ACTION

Test label 1 aroup keys @ eon W ASSION KEY

<>

10. If edits are needed or desired, click on the EDIT link next to the Label Name under the EDIT
column.

Manage Label

CREATE LAREL

e LABE BESERIFTION ACTHON

Teatabel | wephers sy
<m>

11. A window will pop up allowing edits to the Name and Comment fields.

12. Once edits are complete, click UPDATE.

EDIT LABEL

Test Labe!

13. Once the keys are assigned, a “Label updated successfully” message will briefly pop up in
the green highlighted banner.

14. The revised label will now display in the list on the Manage Label page.

15. To assign keys to this label by status, click on ASSIGN KEY under ACTION for the label that
was created.
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Manage Label

sbel Created Sexcesshuly

CREATE LARFL

<Hl>

16. Click on the BY STATUS Tab.

17. Under the QUANTITY column, enter the quantity of keys to be assigned to the label and click
on the ADD TO LABEL link.

H BY CUANTITY BY KEYS.

Assign Label Test label 1 B sTaTe

)
ors S Qi

Fulfiled Snandand 1 4+ AnD T LAMNIL

s e : JR——

Fulfiled Service. L 1 + ADD TOLASEL

J—— — . + vt

Feluwn Rejecten Servite. 2 4 A0 TELABEL v

Assign Label

18. The selected keys and the assigned quantity, will display below your selection.

19. Confirm the information and click on the ASSIGN LABEL button.

B ChATTY WS s

Assign Label Test bl 1

20. A confirmation window will pop up to confirm your selection. Click CONFIRM.
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ASSIGN LABEL TO KEYS

Are you sure you want to assign these keys?

CAMCEL COMFIRM

21. Once the keys are assigned to the label, a “Key(s) assigned to label successfully” message
will briefly pop up in the green highlighted banner.

ot apdtect 2017.03.21 121435

Assign Label

Testlabel 1

e auany

Assign Label

NOTE: To search for keys by label:

1. Go to Search section and click on the ADVANCED SEARCH field.

2. Select Label name from DPK LABEL pulldown menu.

MapKeyType
STANDARD hd
Standard
L CONFIRM
MBR
MAT

3. Click CONFIRM to view all keys under that label.
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OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE

PRODUCT KEY ID FROM PRODUCT KEY ID TO

MASKED PRODUCT KEY TEST LABEL1 ~
HARDWARE HASH OEM RMA NUMBER

| CANCEL || CLEAR | CONFIRM

8.5 DOWNLOAD CENTER

Description:

The Download Center is a location within MDOS that is a retention area for all your
downloadable files. From this location, you may access and export the files. The files you might
access in the Download Center include: Exported keys, DLP Exports (See DLP Export section for
more information), and PBR Acknowledgment.

The file information you’ll see in the Download Center includes: File Name, File Count, Export
Dates, Last Download Date, and Action (PBR Acknowledgment, DIS Export, Exported Keys).

Since the Download Center retains all files that are available for download it can be accessed at
any time. Files can be exported into a zip file and saved to a secure location you choose.

Another option for accessing downloaded files is under the Alert icon pulldown menu. These
notifications show up just after a file is downloaded. However, newer notifications will push
previous notifications down the list so some may go out of view. These files will always be
available in the Download Center should you need to go back at another time.

Downloads that can be accessed from the Download Center include:
e PBR Acknowledgment
e DLP Export - FFKI Fulfilled Status (FFKI only)
e Exported Keys: Consumed Status

Example: Contoso TPI’s factory floor needs to work with keys offline since they do not have a
secure connection to access to MDOS on the factory floor. The factory floor needs to
manufacture 5000 devices and needs the appropriate number of keys. Contoso TPl exports the
select keys from MDOS and is notified when the download is complete via an alert. From the
alert, Contoso TPI follows the link to the Download Center to access the zip file and shares the
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file with their downlevel factory for production via their own secure method. Contoso can also
go back to the Download Center to access at a later date if needed.

Tip Tool: View, access and export your downloadable files at any time from the Download

Center.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account

credentials.

u Microsoft

2. From the dashboard view, select the business from the Business dropdown menu.

UPLEVEL
l WICKGSOFT AGREENENT 5138905515 v |
DOWNLEVEL
Contoso OEM
©¥our dashboard data was last updated: 2016-12-17 1224:17 Please refresh the page If data is not
KEYS OVERVIEW KEY HISTORY

N

138000

0 kevs @

Business 81 UATZ.00

KEYS OVERVIEW

18187

FULFILLED
1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

5 kv

© o

NOTIFICATION

5 Q &
& 138000 18187 0
Orders ¥ Inventory Management ¥ Reporting Key % Business Administration ¥
LAST 6 MONTHS v

@ 106090 revs G)

business_ b7-festiab]

3. From the Business Administration menu, click on Download Center.
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§ Microsoft

=
=
upteveL MICROSOFT
MICROSOFT v & 138000 18187
vownive B
Contoso OEM nwentory Management ¥ Reporting Key ¥
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
AL
1901 !
BOUND -
138000 se1r ono
RssIcnED
112095 50000

TRANSFERRED

o 0 0w

business_bé-uats

KEYS OVERVIEW NOTIFICATION

Privacy Statement

4. In this view, all downloadable files will be displayed and will allow export of the files.

NOTE: Files available for access in the Download Center may include: Exported keys, DLP
Exports, and PBR Acknowledgment.

5. To export a file, click on the Download link next to the file name.

Download Center

DOWNLOAD CENTER

FILE HAME FILE COUNT EXPORT DATE LAST DOWNLOAD DATE AcTION DOWNLOAD
DiSExpont 218 299 2017 Mar 210321 K0.sip ' o0 015 Expont [

DiSixport 214 2992017 M 2.02.20 3. ' W 015 Fapet [
PBRAGKEspor 216,259 2017_Mar_21.00.20 02.ip 1 /2o ovawao PR Acknoswledigement [—
DPKEsport 216,259 2017 Mar 20,21 15 4218p ' o owavaon DFK Export Downk
DPREsport 216,259 2017 Mar_20.22_30_17.kp 1 /220 ovawamT DR Eaport [—

6. Once the files are exported, a “Files exported successfully” message will briefly pop up in the
green highlighted banner.
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Download Center

DOWNLOAD CENTER

FILE NAME FILE COUNT EXPORT DATE LAST DOWNLOAD DATE ACTION DOWMHLOAD

DISExport 216 2592017 Mar 21,0321 40.5ip 1 w2y w2120 DIS Export Bowniosd

Do you want b open or save DISExport_216,250_2017_Mas_21.03_21 0.t (564 bytes) from dashisnard 1 stage.dev-cloudoa parurewebsites.net]
Opan s |o| | cancal

7. Files may be saved to a secure location that you choose.

8.6 SEARCH KEYS

Description:
The Search Key allows users to search for keys based on search parameters and perform key
operations such as ASSIGN, RECALL, REPORT, RETURN, etc. from the search screen.

Search fields include the following fields and options:
e KEYTYPE -
o Standard - (i.e. Windows OS)
o Service — (i.e. Office products, XBOX, other add-ons)
o MBR - Motherboard Replacement
o MAT — Multiple Activation Test
e KEY STATUS — Includes: Activation Denied, Activation Enabled, Activation Enabled
Pending Update, Assigned, Bound, Consumed, FFKI Fulfilled, Fulfilled, Marked for
Return, Marked for Submit, Notified Bound, Reported Bound, Reported Returned,
Returned.
ASSIGNED TO — OEM or downlevel partner name.
OEM PO NUMBER — The Purchase Order (PO) number assigned when order is placed
OEM PART NUMBER — The number assigned by the OEM for a part.
LICENSABLE PART NUMBER — Unique ID assigned by Microsoft.
CALL OFF REFERENCE NUMBER — The number assigned in MDOS once the Call Off order
has been placed.
e MICROSOFT ORDER NUMBER — Order number received from Microsoft after order is
placed.
e MICROSOFT PRODUCT KEY ID — Shortened number associated with the long Product Key
ID.
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o Long Product Key ID is the 25-character product key, formatted as XXXXX-XXXXX-
XXXXX-XXXXXXXXXX, which Microsoft provides to activate a single copy of
Windows on a computer)

Opens a new window with additional fields:

e OEM OPTIONAL INFO — If info is provided, you may search by PC MODEL/SKU, OEM
EXTENDER IDENTIFIER, MANUFACTURER GEO-LOCATION, PROGRAM ELIGIBILITY VALUES
(PEV), etc.

e ADVANCED SEARCH - If info is provided, you may search by PRODUCT KEY ID FROM,
PRODUCT KEY ID TO, MASKED PRODUCT KEY, DPK LABEL, HARDWARE HASK, OEM RMA
NUMBER.

e OEM RMA DATE — FROM date, TO date.

e 5x5 Key Number — If you choose to search by 5x5 key number, only the key that
matches this exact search will be returned.

Example: Contoso TPl wants to search for keys that are grouped by label "Holiday 2017". They
use the ADVANCED SEARCH functionality within search. From the pop-up window, Contoso
selects "Holiday 2017" from the DPK LABEL pulldown menu and click CONFIRM to view all keys
under that label.

1. Click on the search icon to view search fields, then click on the ADVANCED SEARCH

field.
B Microsoft
upLEVEL MICROSOFT 1
MICROSOFT AGREEMENT 5199305515 © 138000 18185 0
DOWNLEVEL s = ; ; ;

Kev Tvee v [ p— - 4+
& - =
KEY STATUS ADVANCED SEARCH

2. From the ADVANCED SEARCH pop-up window, select the label name from the DPK
LABEL pulldown menu.
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OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE

PRODUCT KEY ID FROM PRODUCT KEY ID TO

MASKED PRODUCT KEY DPK LABEL A4
HARDWARE HASH OEM RMA NUMBER

CANCEL || CLEAR CONFIRM

3. Click CONFIRM to view all keys under that label.

OEM OPTIONAL INFO ADVANCED SEARCH OEM RMA DATE
PRODUCT KEY ID FROM PRODUCT KEY ID TO
MASKED PRODUCT KEY TEST LABEL 1 N
HARDWARE HASH OEM RMA NUMBER
CANCEL || CLEAR

Tip Tool: Use Search functionality to find keys based on search parameters and perform key
operations such as ASSIGN, RECALL, REPORT, RETURN, etc. from the search screen.

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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2 Microsoft =
UPLEVEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL i Tex Ky Fulfiied Keys Returmed Key
Contoso OEM Orders ¥ | inventory Managemenn ¥ | Reporting Key ¥ | Butiness Adminstration ¥
@¥our dashboard data was ast updated: 2013-12-17 122417 Please refresh the page if data s not updated
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS v
FULFILLED
1901
BOUND.
138000 el
ASSIGNED
112095
TRANSFERRED .
o " T
W Fuied Raporiedound i Aekaned

o @ o O Dl O X © 2N O

business_ b7-testiab]

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. Click on the search icon in the top navigation bar.

B Microsoft

e pppr— v et =4 138000 18184
DOWNLEVEL s b retot e Futed

Contoso OEM Orders ¥ inventory Management ¥  Reporbng Key ¥ Business Administration %

@vour dasht

@ data was last updated: 2018-12-21 18:43:45.P

iresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY

18184 LAST & MONTHS. W
FULFILLED oo

CONSUMED

138000 1901

BOUND

TRANSFERRED

4. Enter search criteria, such as Key Status, Key Type, Assigned to, MS Fullfilled date, OEM RMA
Date, etc., and click on the SEARCH button.
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m Microsoft

MICROSOFT AGREEMENT 5169305515 - = Herosort & 138000 18185 0
sowneE ¢ e

Contoso OEM Orders ¥ Inventony Management ¥ Reportng Key ¥ Business Administration ¥

KEY TYPE ~ EM OPTION 0
OFM OFTIONAL INF + et
KEY STATUS ~ ADVANCED SEARCH +
PR s RO KD seanc
B oo oM mas DATE

5. Search results will display all the keys based on the search criteria.

SEARCH RESULTS

15

Total Keys =
10
FULFLLED PRODUCT KIY 1D PRODUCT KEY LICENSABLE PART RUMBIR e Ve KEYSTATUS.
2 26157 [ —— 26316065 seance RETURN REIECTED
CONSUMER
3 210 L —— 260-16065 seace AL
RETURN REIECTED
26002 P ———] w1070 sTANDARD consume
26003 R XRAK KKK XX HOKT wNz.1070 STANDARD CONSUMED
26800 X X0 KK, KK THEDN w7107 STANDARD P

6. MDOS has introduced a ‘SELECT ALL’ option in the assigned to dropdown, if the partner
selects this option, they will get to view all the keys that were available with them as well as
with their DLP’s irrespective of to whom the keys were assigned to.

NOTE: In search partner OEM/TPI/Subsidiary partner can choose the “Select All” option in
Assigned To box to search the DPKs are associated with themselves and their DLPs.

o Kev Tvee v IEM PO NUMBER ALL CFF REFERENCE NUMEER.

;

v sTATUS N R P —— MICROSOFT ORDER NUMBER A ‘ +

31 SEARCH RESULTS
Total Keys EXRORT RESAT =
2
BouND = PROBICT KEY 0 PRobuCT KEY LENSABLE PART NUMBER v st
iz O X, KX, XXX 100X 260 w65 senvice Fra AU
iz [rp——— 2601085 sawnes s
iz [ r———— 2601085 semuce AU
e R X X T Y o 08 SUANDARD LA

co CHEREEEE >
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7. Partners can also export the search results to excel file using the ‘Export Result’ option, click

on Export Result butto

33

Total Keys

5
FULFILLED

BOUND

3 Microsoft

SEARCH RESULTS

S PRODU

0052300009545

0052000000954

000823000000848

900520000009549

0052300000935

00523000009351

0523000009552

90052300000935 3

PROBUCT KEY

OO0 JOXGK SO SR DO560

XN KO- -BSETS

X0 KX JOUH XX ABRC

000K HOUUH 00K 1726

00O JOUH SN TBERD

XXX KK SO -HXXHX -HOTAC

KX XN JOON - IEIA

OO0 IO IO -ACFSS

800523000008560 K00 OO0 0008 K000 87922
0023000009561 K00 KOEO008- 0004 000K A4BEC
c9A
561
0052300000956 X0 K008 XO0004 K00 ECTI
800523000005568 K00 OO0 0008 000K T3PS0
T 0029565 KIRO08 100001 KX KX D492
009570 D0 KEX008- OO0 K- 55458

50

5

w0000

w0001

W 000m

w-0oom

w0001

w0000

KW 0oom

KWo-00001

KWS-50001

KWs-00001

KWs-noo01

KWS-00001

KWs-00001

KWo-00001

ws-0000

KWs-00001

KWS-50001

KWS-00001

KWs-n0001

KWS-60001

KWs-00001

8. Dialog box will pop up to confirm export result. Click on confirm:

EXPORT RESULT

KEY TV

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDASD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

¥ STATUS

ACTWATIONENABLID

RETURMED

FEKI CONSUMED

FFK) CONSUMED

PRI FULFILLED

FFKI CONSUMED

PRI FULFIL

RETURMED

PRI FULFILLED
ASSIGNED
ASSIGHED

FRH FULAILLED

FRI FULAILLED
wouno

souno

AsSIGNED
ACTIVATIONENABLED
ASSIGNED

RN FULAILLED

FFK1 CONSUMED
ASSIGHED

ASSIGNED

<HES
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Export Result

Please confirm your request to export the Searched keys.

CANCEL NFIRM

9. Once confirmed, you will see a message that MDOS processing the export request which will be
available once it is ready for download.

SEARCH RESULTS

14

Total Keys We are processing your downioad request. The system wil notify you when It i reac to downicadi
7
FULALLED " EXPORT RESULT
1
CONSUMED VICENSABLE PARY NUMBER WY YR
5
s Wi R KRN KON KON TIFTD W900004 STANDARD MARKED FOR SUBMIT
ASSIGH
1 1 wus KRR JEKRK KUK KXRKN COBKE KWD00004 STANDARD cONSUMED
MARKED FOR SUBMIT
o R KRR KO0KK-KXOKA-KQUK w0004 STANDARD ASSIGNED
ey KK KK KKK KKK AYAHH KWD.00438 STANDARD ASSIGNID
oz 08K KOO0 KO0 KO- MOVTH V900438 STANDARD ASSIGNID

s CHEEE DS

10. Once the file is available to download, the partners will receive a notification message in alert section.
Alerts
80t 17 o e
s mowr o0 o e

A 04007208 85251 Searehy DPK Exported Sesech DPK Exprtod File ; Ploase b

s harve e mvadable for downbosd, Clck here

A B4/10/2018 B5230 Search DPK Exparted Search DPK Exparted File : Please be bnfurmed that requested keys have been avalable for dawr

A B4/10/2018 0043 DPK Dawnkoaded Vou have successhlly downboaded 7 key(s) from Microsoh.

o4/ma2018 B30 DK Devnlaaded Yo b s cosshly davwnoaded | key(s) from Microsoft.

=

B4R H5558 DK Dawnloaded Vo have successtudly davwnboaded 2 key(s) from Miciosaft.

=
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11. The exported search file will be available to download in download center.

Download Center

DOWMNLOAD CENTER

FILE NAME FILE COUNT EXPORT DATE LAST DOWNLOAD DATE ACTION DOWNLOAD
SEARCH DPK_EXPOAT 1397_ 1694 2018 Ape_10,08 52 51.1ip 1 0411072018 22251 Search DPK Expont

SEARCH_OPX_EXPORT 1397 1604 2018 Ape_10_08 52_3\.5ip 1 040208 22251 Sewrch DPK Expont

SEARCH DPX_EXPORT 1197_1684 2018 Ape 06.12.25 10.1ip 1 04/16/200 515519 /062010 55625 Search DFK Export

DPKExport 1397_1604 2018 Ape. 18 05 36, 45 2ip ' /082008 120645 4/06(2018 123245 OPK Export Bowniosd

DPKEspont 1197.1604. 2018 Ape 15 11 48 17.5ip 1 04/08/200 53837 4082010 51044 OPK Export Downlosd

8.7 CUSTOM SEARCH

Description:

The MDOS enable OEM partners to manage and consume the product keys. The purpose of this
functionality is to enhanced search criteria to find out any combination of keys.

The scope of this functionality to build an efficient view to build custom query to search keys by
any combination without any restrictions and perform key operations such as ASSIGN, RECALL,
REPORT, RETURN, etc. from the search screen.

In this functionality partner can create their query, can save, rename their query and can delete
that query as well.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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u Microsoft

l WICROSOFT AGREEMIENT 5136905515

~ |

Contoso OEM

@vour dashboard data was last updated: 2018-12

KEYS OVERVIEW

N

138000

0xevs @

B1_UAT2.OD

KEYS OVERVIEW

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

e ©

UPLEVEL MICROSOFT

DOWNLEVEL 6

712:24:17 Please refresh the page if data is not updated,

KEY HISTORY

0 wevs

NOTIFICATION

& 138000 18187

tory Management ¥ Reporting Key ¥ Busi

LAST & MONTHS v

RaportedBound [ Retuned

© XU 9

3. From the Inventory Management menu, select Custom Search.

u Microsoft
MICROSOFT v

Contoso OEM

KEVS OVERVIEW
18187
FULFILLED
1901
BOUND

138000 5817

ASSIGNED
112095

KEYS OVERVIEW

TRANSFERRED

i &

UPLEVEL MICROSOFT
DOWNLEVEL 6
KEY HISTORY

0 revs

business_bé-uats

NOTIFICATION

& 138000 18187

eportng Key | s Adiisstion ¥

@ Recall ey
2 Fetum Keys

LAST & MONTHS v
2 Move Ta Inventory

© X0 o N 6

business_ b7-festiab]
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4. In Custom Search page, user will get the screen in which they can set the field, operator and
value according to their requirement and can click on Clause the Add New to add new search
parameters. By Default there is already one parameter user can see when click land on the

custom page screen and user can create their own search criteria by clicking on “Add New
Clause” button.

Custom Search

UNTITLED QUERY v

+ b A [ M seea L] [ x
x 5 v Ve v
X | ANDN v v swnded v

5. Once the query is set, user can click on the Run Query button. Search results will display all
the keys based on the query that user run.

Custom Search

UNTITLED QUERY v
+ P funquey B M soveuey M <] x

——
SEARCH RESULTS Total Keyz: 3

EXPORT RESULT =

WS PRODUCT KEY 1D

LICENSABLE PART NUMBER

KEYSTATUS

900528000004574 UK JO0DEX 10 3747 KW

STANDARD. BOUND

900328000004587 00NN KOO JOXHX. 56910 KW9-00004 STANDARD BOUND

900523000009350 UK JO0UK 10U TEEBD KWws-0000 STANDARD. BOUND

6. Based on the search user can perform the operations such as ASSIGN, RECALL, REPORT,
RETURN, etc. from the custom search page.
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7. User can also save the query that is set in the custom search page by clicking Save Query
button. Once the query saved user will get the successful message “Query Saved
Successfully!!!” on same page.

Save Query X

MAME

Custom Search

KEYTYPE v
+ NewQuy P Rngquey M Sneuey M Soedn O ReumeQun X >
e
SEARCH RESULTS Total Keys 1 3
CxroRT sy =
- MS PRODUCT KEY 1D PRODUCT KeY LICENSABLE PART NUMBER way Ty KEY STATUS
900528000004574 YO0 K008 JOOKK. XXX 03747 KW9-00004 STANDARD BOUND
900528000004907 XXOOOK-JEXXX- X000 XHXKX. 56910 HW9-00004 STANDARE BOUND
900521000009350 Y000 XXIOX J0OXXK- XXX BERD ¥W9.00001 STANDARD BOUND

9. Once the query get saved, user can see that query in drop down along with other queries
saved by user in query drop down box.
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Custom Search

KEYTYPE AV

+ MNew Query P Run guery B Stop query = Save Query Hoss

8. User can also rename the same query, by clicking Rename Query Button. Once query name
updated then user will get the successful message “Query Rename Successfully!!!” on same

page.

Rename Query

KEYTYPE1
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Custom Search

KEYTYPES v

+ NewOuy P Rinquey B M osediy M sees My M Defete Que
——

SEARCH RESULTS Total Keys: 3

DXPORT RESULT

WS PRODUCT KEY 1D PROBUCT KIY

LICENSABLE PART NUMBER KEY TYPE KEY STATUS

00004074 000X IO K000 K00

WO 00004 STANDARD. BOUND

1528000004587 XU HXHX- XU SR 560 STANDARD. BOUND

OO KON SN0 KW9-00001 STANDARD. BOUND

9. User can also delete the same query by clicking Delete Query Button and get confirmation
popup with “Yes/No” options. Once user click on “Yes” after successful delete query user will
get default criteria loaded on custom search page.

Delete Query

Are you sure you want to delete query?

Custom Search

UNTITLED QUERY W
+ > [ M a ] e x
x [ ~ v
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8.7 VIEW KEYS

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

m Microsoft

eteve WicRosOFT
l MICRQSOFT AGREEMENT 5198905515 v | 138000 18187
oownevE o o
Contosa OEM Orders ¥ Inwentory Management ¥  Reporting Key ¥  Business
@vour dashboard d: last updated: 2018-12-17 12:24:17 Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
AL
1901
BouND
138000 817
S ASSIGNED
112095
TRANSFERRED

e © M © 2. © .. © MmO 2r O

Business BT UAT2.00 Sagnik FFE business bé-uats business 85 oemod.

KEYS OVERVIEW NOTIFICATION

Prvacy Statement

3. Click on the search icon in the top navigation bar.
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§ Microsoft

=
=
upteveL MICROSOFT
MICROSOFT v & 138000 18187
e i Ter: Total Key Fulhind Keys R
Contoso OEM wentory Management ¥ Reporting Key ¥ Business Adminstration ¥
KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS ~
FULFLED
1901
BOUND w000
138000 817
; ASSGNED
112095

TRANSFERRED

., © o © . O

business_bé-uats

KEYS OVERVIEW NOTIFICATION

4. Enter search criteria, such as Key Status, Key Type, Assigned to, MS Fullfilled date, OEM RMA
Date, etc., and click on the SEARCH button.

veeveL wicRosort
MICROSOFT AGRSEWENT 5198805515 v & 138000 18184 0
owmsE s " ks
Contoso OEM Orders ¥  Inventory Mansgement ¥ Reportng Key ¥ Business Admnistration
evrire v oomomonsnio “
eev s P— e ———
v starus v ACANCED SEARCH +
-
o s vo seanc
B o v

OEM RMA DATE

5. Search results will display all the keys based on the search criteria.
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Keys
6861
FULFILLED

7

CONSUMED

28
RETURNED

REPORTED RETURN

5

ACTWATION ENABLED
1378

ASSIGNED.

10

MARKED FOR SUBMIT
7

SEARCH RESULTS

MS PRODUCT KEY 1D

EXPGRT RESULT

010294572455

01029572438

010298572457

0052000009548

BO052H000009547

0052000009540

08200000940

90052 5000009550

KOG KIOOKK- KO KXXRN- 11308

HIOGK- KXOEK- KOO0 KX SCIAS

FIOOEK- KIOOUK- KOO0 KX 92040

HAOOGH- KIOOUK- XK KXXKH- D360

MK KX0OEK- KON KX BSETS

KOG KXOOEK- KO- KXXN-A909C

KA. KX KOO KON T

JOOG KIOOEK XXX KX 188D

FQC-03607

FaC- 03607

FOC-03601

KW9- 00001

KW 00001

KW9- 00001

K- 00001

KW 00001

STANDARD

STANOARD

STANDARD

STANDARD

STANDARD

KEY STATUS

RETURNED

FULALUD

FULAILLD

RETURNED

REPORTEDRETURN

FULAILLD

FULAILLD

FULFILLID

6. To view the keys details and key history, user can right click on that particular key and click

on view key button.

3 Microsoft

9305
Total Keys
6861
FULFILLED
7
CONSUMED

28

RETURNED

REPORTED RETURM
5

ACTIVATION ENABLED
1378

ASSIGNED

10

MARKED FOR SUBMIT
7

RETURN REIECTED
1008

PRODUCT BOUND

SEARCH RESULTS

010296572456 RO KX KON KO0K ICAS
m
900525000009550 R0 KON KNOEN- 00K 18
P55
00523000009854 A0 KO0 IO XOO0K. EEEBE
0052300008555 HOOU- KOO0 KXO0LH- KOO0 EASDS

VIEW KEY

Fac o307

Fac.ose0r

FaC-03607

KWD-00001

WS- 00001

We-00001

Kw-00001

w0001

KW-00001

K- 00001

Ws-00001

w0000

EXPGRT RESULT

STANDARD

STANDARD

STANDARD

STANDARD

STANOARD

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

RETURNED

FULAILLED

FULALLED

RETURNED

REPORTEDRETURN

FULFILLED

FULFILLED

FULALLED

FULALLED

RETURN REIECTED

RETURN REIECTED

RETURN REIECTED

FULFILLED

7. After clicking View key button, key details screen will popup and user can see key details of

that particular DPK.
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KEY ID : 3126245

KEY DETAILS

Standard Fulfilled

PRODUCT KEY ID 3126245
PRODUCT KEY

LICENSABLE PART
NUMBER
HARDWARE HASH
OEM PO NUMBER
SERIAL NUMBER
CALL OFF REFERENCE
HUMBER
MICROSOFT ORDER. N07eres7
NUMBER

PC MODEL / SKU
HUMBER

Label Name.

8. On clicking key history tab, user can see the history of that key with

KEY ID : 3126245

KEY DETAILS. KEY HISTORY.

TIME L

08724208 10:00 AM

00247208 10:00 AM

0812472018 8155 AM

0072472018 8:53 AM

0872472078 9:53 AM

0871912018 6:27 AM

03/18/2018 7:50 AM FFKI Consumed

03/18/2016 720 AM FFKI Comsumed

06/18/2018 00 AM ™

0911872016 0:59 AM Assigrd

0811772018 0:38 AM Asssaned

15/09/2018

ABLE WITH
Micresat Corparaton - OEM lntemal
Wicresah Corparation - OFW intersl
ks aboer dev-dig
Micresoft Corporaton - OEM lnterat
Mikresoft Corporation - OEM Internal
kuems aboem dev-dig
ks e dev.dig

Khkurma,_lsboem_dev-dig

Mk labosnn] dev-dig

Mk lsboem] dev-dig

Microsaft Corparation - OEM Intermal

status and available with.
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8 DIGITAL ATTACH

Description:

Digital Attach (DA) is a flexible, cloud-based service that entitle select Microsoft Store Products
to OEM devices. The ability for Device Partners to bundle devices and content, such as media,
games, subscriptions and digital currency without the need for tokens, custom images, or long
lead times, will decrease time to market and increase device flexibility. Digital Attach can be
leveraged for Windows, Games & Apps, Game Pass, and eligible 3rd party offerings.

Tip tool
Allows the partners to add the store products to the label and inventory

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

= Microsoft
= wicRosorr
VACROSOFT AGREEMENT 5200002633 7 | & 33143 7042 503
DOWNLEVEL n Tt tal Keys Retumed Ke
MDOS Lab OEM5 Orders v Inventory Management v Reporting Key v Busin v
KEYS OVERVIEW KEY HISTORY
LAST 6 MONTHS A4
;
33143 -
. . S — —
I Sap E
7042 2

3. From the Reporting Key menu, select Digital Attach.
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u Microsoft

UP LEVEL MICROSOFT
MICROSOFT AGREEMENT 5200002... \* @ 33143 7042 503
DOWN LEVEL n T
ToalKeys e Key ey
MDOS Lab OEM5 Orders v Inventory Management w Business Administration w
& Report Keys
s last updated: 2019-11-13 10:33:37.Please refresh the page f data is not updated,
 OHR Update
KEYS OVERVIEW KEY HISTORY
& Bundie Keys LASTEMONTHS v/
000¢ 2 Offline Export

& Offline Import

33143

KEYS

Privacy Statel

4. Digital Attach page will display all the store products available for the partner.

1 Microsaft

v wicrosor
[E———— ~ & 33143 7042 503
oW Leve: " - . Siasrl
MDOS Lab OEMS VL S ———
Digital Attach Digital Attach
1271372018 L]
o o3 os 58 s
waom - g sz - 2z Bz - s ez - ey orsarors - gz
as 2 noms s s
axs-sunzn aas sonzn aancenns ansomsa annsomas
o 12320 gz - 12z w0 gz B —— e
W
oeseT-LABRL2

5. Select the store products for which you want to create group label.
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0%
irt Mo AAA-66921

10/14/2019 -
12/13/2019
9%
it Mo AAA-66928

10/14/2019 -
12/13/2019

0%
Part No. AAA-66922
t
10/14/2019 -
12/13/2019
2%
part No. AAA-66929
|
10/14/2019 -
12/13/2019

DEFAULT-LABEL-2

‘|

0%
AAA-66923
Dat
10/14/2019 -
12/13/2019

19.99 %
AAA-66933
¢ Dale
10/14/2019 -
12/13/2019

5%
10 AAA-66925
10/14/2019 -
12/13/2019
7%
10.AAA-66934
10/14/2019 -
12/13/2019

CREATE GROUP LABEL

19%
AAA-66926
reler Da
10/14/2019 -
12/13/2019
43
AAA-66935
rder Da
10/14/2019 -
12/13/2019

NAVIGATE TO BUNDLE KEYS

6. Enter the label name and click of “Create group label and add to inventory”. The selected

store product(s) will be added to the label and to the inventory.

By default, Default label name will be displayed.

I INVENTORY STOREPRODCUT!

|

CREATE GROUP LABEL NAVIGATE TO BUNDLE KEYS

7. Once the label is created, a successful message will display in green banner.

MDOS Lab OEMS5

Label with Store Product(s) is successfully saved to Inventory.

Digital Attach

Orders v

Inventory Management v

dministration

Digital Attach
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12/13/2019

0s 0s 0% 5% 19§
E = AAA-66921 AAA-66922 AAA-66923 AAA-66925 AAA-66926

L - 10/14/2019 - 10/14/2019 - 10/14/2019 - 10/14/2019 - 10/14/2019 -
12/13/2019 12/13/2019 12/13/2019 12/13/2019 12/13/2019
98 28 1999% 7$ as
AAA-66928 AAA-66929 AAA-66933 AAA-66934 AAA-66935
10/14/2019 - 10/14/2019 - 10/14/2019 10/14/2019 10/14/2019 -
2/13/2019 12/13/2019 12/13/2019 12/13/2019 12/13/2019

W : ;: <>

R LASEL NAE DEFAULT-LABEL-2

o

8.8.1 SYNC STORE PRODUCTS

As soon as the we land on the ‘Digital attach’ page, it fetches the latest store the products available in
DOC portal for the selected business and shows it in the screen.

Microsoft

e LeveL wicresost

MICROSCST AGRITAMNT 5200002633 ~ -, 33143 7042 503
MDOS Lab OEMS wders v Mansgement v Aeportng Key W Busine
Digital Attach
s »
- - - -
WEE

DERATLABEL 2

T T

8.8.2 SEARCH STORE PRODUCTS
Partner can search the store products using multiple search parameters:

a. Order ability end date
b. Part number
c. Part description
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- [#] Welcome to MDOS
« > 8

O @

Microsoft

- T

‘pastage-digitaloperations.oa microsoft.com/#

dProductsG

MICROSOFT AGREEMENT 5200002693

UPLEVEL MICROSOFT

DOWNLEVEL n

0S5 Lab OEM5

Digital Attach

PART NUMBER

Part Number

Part Description

12/13/2019
——
0%
1 MO AAA-BE9Z1 1 ARA-66922
10/14/2019 10/14/2019
12/13/2019 12113/2019
2
i1 1o AAA-66928 AAR-66929

ORDERABILITY END DATE

Orders v

Inventory Management w

& 33143

08
ARA-66923

10/14/2019 -
1271372019

1999 §
AAA-66933

5%
1 AAA-66925

107147209 -
2132019

7
ARR-BEI4

Reporting Key w

7042

503

e Keys

Business Administration v

Digital Attach

RESET

193
AAA-66826

10/14/2018 -
121372019

4
AAA-B6935

Step-by-Step:

1. Enter the search parameter (for example- orderability end date) and click search button.

S Lab OEMS

Digital Attach

FART NUMBER

Orders w
ORDERABILITY END DATE
12/10/2019
——
08 LH 0
AAA-66921 ARA-66922 (0 ARA-66923
4 der 1
10/14/2019 - 10/14/2019 - 10/14/2019 -
12/13/2019 12413/2019 12/13/2019
95 25 1999 %
AAA-66928 AAR-66929 AAA-66933
i r 1
10/14/2019 - 10/14/2019 - 10/14/2019 -
121372019 1201372009 12/13/2019

Inventary Management v R

5%
AAA-66925
10/14/2019 -
12/13/2019
T3
AAA-66934
10/14/2019 -
121137209

2. You will see the store products only for the selected orderability end date.

ing Key v

Business Administration w

Digital Attach

RESET

198
AAA-66926
10/14/2019 -
12/13/2019
as
AAA-66935
10/14/2019 -
12/13/2009
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12/10/2019 m
——
0% 03 0§ 5% 19§
= AAA-66921 AAA-66922 AAA 56923 AAA-66925 AN 66926
- 10/14/2019 - 1071472019 - 10/14/2019 - 10/14/2019 - 10/14/2019 -
12/13/2013 1201372019 1271372019 12/13/2019 121372019
9g 2% 190§ 7% a3
AAA-66928 AAA-66929 AAA-66933 ARA-66934 AAA-66935
10/14/2019 - 101472019 - 10/14/2019 - 10/14/2019 - 1041472019 -
12/13/2019 1211372019 121372019 12/13/2019 120132019

8.8.3 DELETE/EDIT LABEL:
Partner can delete or edit the labels from the list of group labels.

FILTER LABEL
NTORY_STOREPRODU... -
# Edit
M Delete
TEST 2

Select the label which you want to delete or rename.

a. To edit click on edit button.
b. Enter the new label name and click on save button.
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EDIT LABEL NAME

Enter label name : INVENTORY_STOREPRODUCTS

CANCEL SAVE

c. To delete label, click on delete button.

d. A popup confirmation box will appear, click on delete button to confirm delete option.

DELETE LABEL NAME

Are you sure you want to delete label INVENTORY_STOREPRODUCTS 7

CANCEL DELETE

e. A message will be shown in green for successful deletion of the selected label.

Dynamic Store

10/31/2018 i

8.8.4 DELETE THE STORE PRODUCTS ADDED UNDER LABEL

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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= Microsoft

MICROSOFT AGREEMENT 5200002693

33143 7042 503

Fest Total Keys

UPLEVEL MICROSOFT @

DOWNLEVEL "

MDOS Lab OEMS Orders w  Inventory Management v Reporting Key v Business Administration v

KEYS OVERVIEW KEY HISTORY

LAST 6 MONTHS ~
33143 )
KEYS .
15004
10000
0 — —_— — —_— -
7042 2

. Returmed Keys

e iy August Saptember etobar

3. From the Reporting Key menu, select Digital Attach.

u Microsoft

MICROSOFT AGREEMENT 5200002... v

33143 7042 503

Test Totol Keys Futfilled Keys Returned Keys

MDOS Lab OEM5 Orders % Inventory Management v Business Administration v

O Report Keys

UP LEVEL MICROSOFT @
DOWN LEVEL 1

@Your dashboard data was last updated: 2019-11-13 10:33:37 Please refresh the page if data is not updated.

& OHR Update

KEYS OVERVIEW KEY HISTORY

le Keys LAST 6 MONTHS v/
fooae L Offline Export
36000
. & Offline Import
33143 -
20000
KEYS
1600
10000
5000
04— — — — —— ——
June uly August September Octaber

Privacy Statement

4. Digital Attach page will display all the store products available for the partner.
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1 Microsaft

wieva wcrgson
[Frme—p————— v & 33143 7042
somnLem ' - e ;
MDOS Lab OEMS T [ re—ey ey pe =~
Digital Attach Digital Attach
1201372008 o)
— - ep— e of—
— - - — p—
Sae— i e - wraesn ol ia— B ——
WE s

5. Select the label out of the list of labels from which you want to delete store products.

Dynamic Store Dynamic Store

PQRefresh PTK DSE 1 PQRetresh PTK DSB 2
AAA-B6941 ARA-66942
+
10/16,/2018 - 10/16/2018 W 10n6/208 - 006/2008 o

6. Click on delete icon into the store product you want to delete.
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Dynamic Store

400 cnour Lase stone propucts [N IS PQRefresh PTK DSB 2
AAA56341 ARA-66342
ER LABE +
10/16/2008 - 10/16/2018 H 10/16/2018 - 10/16/2018 o

Dynamic Store

DEFAULT-LABEL-11

Privacy Statement

7. A confirmation window will pop up to confirm delete. Click yes.

DELETE STORE PRODUCT

Are you sure you want to delete store product from label?

NO YES

8.8.5 ADD THE STORE PRODUCTS TO ALREADY AVAILABLE LABEL

Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.
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= Microsoft

MICROSOFT AGREEMENT 5200002693

33143 7042 503

Fest Total Keys

UPLEVEL MICROSOFT @

DOWNLEVEL "

MDOS Lab OEMS Orders w  Inventory Management v Reporting Key v Business Administration v

KEYS OVERVIEW KEY HISTORY

LAST 6 MONTHS ~
33143 )
KEYS .
15004
10000
0 — —_— — —_— -
7042 2

. Returmed Keys

e iy August Saptember etobar

3. From the Reporting Key, select Digital Attach.

u Microsoft

MICROSOFT AGREEMENT 5200002... v

33143 7042 503

Test Totol Keys Futfilled Keys Returned Keys

MDOS Lab OEM5 Orders % Inventory Management v Business Administration v

O Report Keys

UP LEVEL MICROSOFT @
DOWN LEVEL 1

@Your dashboard data was last updated: 2019-11-13 10:33:37 Please refresh the page if data is not updated.

& OHR Update

KEYS OVERVIEW KEY HISTORY

le Keys LAST 6 MONTHS v/
fooae L Offline Export
36000
. & Offline Import
33143 -
20000
KEYS
1600
10000
5000
04— — — — —— ——
June uly August September Octaber

Privacy Statement

4. Digital Attach page will display all the store products available for the partner.
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1 Microsaft

[Frme—p————— v — S & 33143 7042

DowN LEVE. v

MDOS Lab OEMS. Oniers v evaniony Mamagement v Raporteg Key w  Busines

Digital Attach

1271372018 fuz]
e . o e
WEE

5. Select the label out of the list of labels in which you want to add products.

Dynamic Store Dynamic Store

PQRefresh PTK DSE 1 PQRetresh PTK DSB 2
AAA-B6941 ARA-66942
+
10/16,/2018 - 10/16/2018 W 10n6/208 - 006/2008 o

6. Click on Add button.

Fart No.AAA-66941
FILTER LABEL Ord e,
10/16/2018 - 10/16/2018 i)

DEFAULT-LABEL-11

3

DEFAULT-LABEL-10 -

7. Select the new products you want to add and click on Append selected label with store
product(s)
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Note: Already added store products will be disabled for selection and checked by default.
] it i ai
m. Foketreh FTE 0581 Ffefreh FTE 158 2 OERORsbmb FTK O30 § Feteah T O & PeOafran FTE DV 5
L4 kS G081 v LR Bl - ma 5 i, oy Dbt Ay S

DG T oL I LT ] W - TR WIS - TUOTES TSR - IO
o 0 ; be 3

Pakafresh FTE 058 T PRt PTE 580 Pafaterih FIC (258 ¥ Patiesh FTE B W PeGRatrasd FTE D8 11
- AR, v Ak SEHT A R AL G HT At V)

WD TR T Lt BT ) 0 - e TS - TR ST 1T

_ e

8. A message in green banner will appear on successful addition of new store products.

Dynamic Store

JUP LABEL STORE PRODUCTS PQRefresh PTK DSB 1 PQRefresh PTK DS8 2 PQRetresh PTK D56 8
AAA-66941 AAA-66942 ARA-66947
10/16/2018 - 10/16/2018 B 10/16/2018 - 10/16/2008 B 1016208 - 10/16/2008 ]
DEFAULT-LABEL-11

Dynamic Store

8.8.6 BUNDLE BY QUANTITY
Step-by-Step:
1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account

credentials.

2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

472


https://dev-digitaloperations.oa.microsoft.com/

Microsoft Digital Operations Services User Manual

u Microsoft

=
=
upLeveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187 0
DOWNLEVEL d Tex Ko Fulhlid Keys Returmed Ko
Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Adminestration ¥
@vour dashboard data was last updated: 2018-12-17 12:24:17 Please refresh the page if data is not updated.
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED
1901
BOUND.
138000 el
AssiGNED
112095 o
TRANSFERRED

s o Z %) Ows [43) 0 wevs 3] 106090ws (T

business 85 cemod business_ b7-testiab]

KEYS OVERVIEW NOTIFICATION

Privacy Statement

3. From the Reporting Key menu, select Bundle Keys.

m Microsoft

o
—1
upsviL MicROSOFT
MicRasoFT v & 138000 18187
vowmem ¢ o o
Contoso OEM e — s
2 repertiars
Kevs oveRVIEW KEV HISTORY R
-
18187 LAST 6 MONTHS ~
1901 2
138000 5817 X Offine impont
) AssicneD
112095

TRANSFERRED

- @ Z;—.‘ - (D ?.ulfn; s (D 0 kevs @ 106090 w G) 6000 w (D

business 5 cemod business b7-testiab] 56_Fxlioh3

KEYS OVERVIEW NOTIFICATION

4. Under the Bundle Keys page, a list of windows keys, service keys and products will be
displayed. Partner can use search box to search the window keys, office keys and store product.
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5. User will be able to see a dropdown selection list on Bundle Key Page. This selection list will
have 2 options, namely : a) AFOLB and b) DIGITAL ATTACH . By default, AFOLB will remain
selected.

MDOS Lab OEM5 Orders % Inventory Management %  Reporting Key %  Business Administration v

Bundle KeyS BY QUANTITY BY KEYS
Nate :Only unbundied windows keys can be bundied in bundle by quantity. To re-bundle such keys please use bundle by keys
BUNDLE KEYS V-ANJANA v FILTER aroLe ) I
FROM BY:
. . AFOLB
Windows Keys Service Key An
“ DIGITAL ATTACH n

NO DATA ENLIND NO DATA FOUND.

6. In AFOLB Filter, in Window Keys section, window keys of all eligible key states will be displayed for
bundling. However, no Store Products will be displayed for bundling. User can only bundle window keys
with service keys.

BUNDLE KEYS MDOS LAB OEMS v FILTER AFOLE v
FROM: BY:
Windows Keys Service Key And Products
A ~ f TNM-00017 0365PSubOLCOASAFO.B TNM-00018
FQC-08797 FQC-08797 2 0365P Sub OLC OA3 AFOLB EM
SDF 6
STD_93_1610 v STD_11.26 v
~ ~
KU9-00001 KU9-00001
ASDASD v v

NO DATA FOUND.

KUS-00001 KU9-00001

7. Check the checkboxes in order to select the Windows keys and service keys.
After selecting the required keys click on the Create Bundle button.
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Windows Keys Service Key And Products
PartN 1A " A ™ INM-00017 0365PSUbOLCOASAFOLB|  7NM-00018
Fac-08797 FPC':;:” 2 0365P Sub OLC OA3 AFOLB EM
PO N 6
5TD.93_1610 v OEMPO NoSTD.1126 v
. 1
e LA e Oa
KU9-00001 KU3-00001
p \
EM PO. o ASDASD v A PO. N v
- L P O NO DATA FOUND.
KU9-00001 KU9-00001
e " v
¥ OEM PO No GDFGHDH v

<H >

CREATE BUNDLE

8. After clicking the Create Bundle, a section Created Bundles will appear at the bottom of the
page as shown below. In this section you can mention the Key count and click on the Save
Bundle button to save the Bundle keys.

10 ASDASD v v
§ o NO DATA FOUND.
' Oa  pann mEY
KUS-00001 KU3-00001
. i v
M PO, I ¥ OEM PO, No GDFGHDH v
4 B
CREATED BUNDLES
WINDOWS KEYS SERVICE KEYS PART NUMBER KEY COUNT
1o FQC-08797 7NM-00018
o SDF 0365P Sub OLC OA3 AFOLB EM
10 $TD 11.26 6

SAVE BUNDLE
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1o ASDASD v F v
parth O~ " O~ NO DATA FOUND.
KU9-00001 KU9-00001
o v
i v F GDFGHDH it
A
CREATE BUNDLE
CREATED BUNDLES
—= == = =
FQC-08797 TNM-00018
SDF ‘0365P Sub OLC OA3 AFOLB EM
STD_1.26 6 1

9. Once the keys are bundled, a “Key(s) Bundle is successfully saved” message will briefly pop
up in the green highlighted banner.

MDOS Lab OEM5 Orders % Inventory Management %  Reporting Key %  Business Administration v

Key(s) Bundle is successfully saved

Bundle KeyS BY QUANTITY BY KEYS

Note :Only unbundied windows keys can be bundled in bundie by quantity. To re-bundle such keys please use bundle by keys.

BUNDLE KEYS MDOS LAB OEMS v FILTER AFOLB v
FROM: BY:
Windows Keys Service Key And Products

[ ]~ ™  7NM-00017 0365PSubOLCOAIAFOLB|  7NM-00018

FQC-08797 KU9-00001 2 03865P Sub OLC OA3 AFOLB EM

STD_93_1610 v E ASDASD v

Privacy Statement

10. In DIGITAL ATTACH filter, in Windows Keys section, only ACTIVATION ENABLED keys will get
displayed for bundling. User can attach Windows key with Service key and store products.
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BUNDLE KEYS
FROM:

Windows Keys

KU9-00001

ASDASD

KU9-00001

KU9-00001

KU9-00001

KUS-00001

TEST-BULK

KU3-00001
ROYALTY

A

FILTER DIGITAL ATTACH v I
BY:
Service Key And Products
7NM-D0DTT 0365PSUbOLCOA3AFOB|  7NM-0001
2 0365P Sub OLC OA3 AFOLB EM
5

AAA-66921 AAA-66922 e
AAA-RR973 AAA-RRI2S

11. Check the checkboxes in order to select the Windows keys, service keys and Store products.
After selecting the required keys click on the Create Bundle button.

ASDASD

KU3-00001

KU9-00001

(.)

KU9-00001

TEST-BULK

KU9-00001
ROYALTY

A

7TNM-00017 O365PSubOLCOA3AFO B
2

ARA-66921

AAA-66923

TNM-00018 v
0365P Sub OLC OA3 AFOLB EM

5
AAA-66922 ad
AAA-66925

v

CREATE BUNDLE

12. After clicking the Create Bundle, a section Created Bundles will appear at the bottom of the
page as shown below. In this section you can mention the Key count and click on the Save
Bundle button to save the Bundle keys.
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AL Par Oa AAA-66921 [ mmaseezz g "
KUS-00001 KU3-00001
ROVALTY
v v
v
I - r I -
AAA-66923 AAA-66925
CREATED BUNDLES
WINDOWS KEYS SERVICE KEYS PART NUMBER KEY COUNT
KUS-00001 7NM-00018 ARA-
0365P Sub OLC DA3 AFOLB EM 66922
TEST-BULK eys§ I 1 I

va 757

13. Once the keys are bundled, a “Key(s) Bundle is successfully saved” message will briefly pop
up in the green highlighted banner.

MICROSOFT AGREEMENT 5200002... "/ <7 335145 1v4c oUS
DOWNLEVEL "
Test Total Keys Fu s Retumed Keys
MDOS Lab OEM5 Orders %  Inventory Management v Reporting Key % Business Administration v
Key(s) Bundle is successfully saved. x
BUnd Ie Keys BY QUANTITY BYKEYS

Note :Only unbundled windows keys can be bundled in bundle by quantity. To re-bundle such keys please use bundle by keys

BUNDLE KEYS MDOS LAB OEMS v FILTER DIGITAL ATTACH v
FROM: 8Y:
Windows Keys Service Key And Products
' Ja [Ja 7~  7NM-00017 0365PSubOLCOASAFOLB|  7NM-00018 e
KU3-00001 KU9-00001 2 0365P Sub OLC OA3 AFOLB EM
i 4
ASDASD b b

14. Partner can bundle any number of keys in MDQOS, if the key count is more than 5000 keys,
then MDOS will process the bundle in batches from the backend and submit it to Microsoft in
batches.

8.8.7 BUNDLE BY KEYS

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.
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2. From the dashboard view, select the business from the Business dropdown menu in the
upper left corner.

2 Microsoft =
upteveL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
vownive et
Contoso OEM Orders¥ | Inwentory Mansgement ¥ | Reporting Key ¥ | Business A
@vour dashboa 2-17 12:24:17 Please refresh the page if data is not updated,
KEYS OVERVIEW KEY HISTORY

18187
FULFILLED

1901
BOUND
5817
ASSIGNED
112095
TRANSFERRED

N

138000

0 kevs

Business, B1_UAT2.0D

5

Sognik: P81

8}

KEYS OVERVIEW NOTIFICATION

y Statement

LAST & MONTHS

0 kevs

O

106090 vevs

business_ b7-testiab]

® 6]

3. From the Reporting Key menu, select Bundle Keys.

m Microsoft
UPLEVEL
MICROSOFT v
DOWNLEVEL
Contoso OEM
KEYS OVERVIEW KEY HISTORY
18187
FULFILLED
1901
BOUND a0
r2s0nc
138000 817 Jounae
ASSIGNED.
112095

TRANSFERRED

5 kev

Sagnik FFE)

0 revs

business_bé-uats

KEYS OVERVIEW NOTIFICATION

y Statement

MICROSOFT

-
: =4

Orders ¥

138000 18187

ventory Management ¥ [ ©

2 Report Keys

LAST & MONTHS.

0 revs

business, 5 cemod

©

106090 revs

business_ b7-festiab]

6000 ey

5G_FFRllab3

O

©

479



Microsoft Digital Operations Services User Manual

4. Under the Bundle Keys page, on clicking By Keys Tab, a list of windows keys, service keys and
store products will be displayed under By Keys Tab.

5. User will be able to see a dropdown selection list on Bundle By Key Page. This selection list

will have 2 options, namely : a) AFOLB and b) DIGITAL ATTACH . By default, AFOLB will remain
selected.

MICROSOFT AGREEMENT 5200002... v

& 33143 7040 503
DOWNLEVEL n T i
Test Totol Keys Fullled Keys  Returned Keys
MDOS Lab OEM5 Orders % Inventory Management %  Reporting Key % Business Administration v
BU nd ‘e Keys BY QUANTITY BY KEYS
BUNDLE KEYS FROM FILTER BY ROM T
AFOLB A Oul SEARCH RESET
poss s 2 £ -
AFOLB I
. DIGITAL ATTACH .
Windows Keys Service Keys Store Products

® SEARCH x SEARCH ®

6. In AFOLB Filter, in Window Keys section, window keys of all eligible key states will be displayed for

bundling. However, no Store Products will be displayed for bundling. User can only bundle window keys
with service keys.

Bundle Keys S —
BUNDLE KEYS FROM FILTER BY FROM 1
woewmone V| L= - & &
LA |
Windows Keys Service Keys Store Products

BUNDLE MS PKID PARTNO.  OEM PO.NO.
MS PIID PARTNO.  OEMPO.NO.  STATUS
[ 200000014103634  7NM-000T7  SER
(m] 200000013964558  KUS-00001 KEY ORDER STD - 1 Not Bound
5 [0 200000014103636  7NM-00017  SER
200000013964559 KU9-00001  KEY ORDERSTD -1 Not Bound
O 200000013905363  7NM-00018 SER o)Ll e
[] 200000013964560 KUS-00001  KEY ORDERSTD -1 Not Bound
o 200000013905419 TNM-00018 STD_FORSELF-
e 200000013864568  KV3.0000) o AUTH USER Dbl SRR )

7. Check the checkboxes in order to select the Windows keys and Service keys.
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After selecting the required keys click on the Create Bundle button.

= LI 200000014103636  TNM-000TT  SER
2000000139645  KU9-00001  KEY ORDERSTD -1 Mot Bound
NO DATA FOUND.
[]  200000013905363  TNM-000I8  SER
[ 200000013964560  KU9-00001 KEY ORDER STD - 1 Not Bound
(m] 200000013905419 TNM-00018 STD_FORSELF-
D) 200000013964566  KU9-00001 AUTH USER Hot Bound 93,1110 247AM
ORDER 1 ROYD
™~ 200000013905525 TNM-00018 STD 93 1610
(] 200000013964569 KU9-000D1  AUTH USER Not Bound
ORDER 1 ACITD) [0  200000013905526  TNM-00018 STD 93 1610
[]  200000013964570  KU9-000D1  AUTH USER Not Bound
ORDER 1 RQYD
&)  200000013964571 KU9-000D1  ORDER2AUTH Mot Bound
USER ROYD
] 200000013964572  KU9-00001 ORDER 2 AUTH Mot Bound
USER ROYD
[ 200000013964573 KU9-0D0D1  ORDER2AUTH Mot Bound
USER ROYD
[ 200000013964578 KU9-0D0D1  ORDER2AUTH Mot Bound
USER ROYD
[ 200000013964580  KU9-00001 ORDERZAUTH Mot Bound
B N < 2 'z [a |5 %2 >

CREATE BUNDLE

8. After clicking the Create Bundle, a section Created Bundles will appear at the bottom of the
page as shown below. In this section click on the Save Bundle button to save the Bundle keys.

USER ROYD

[]  200000013964573 KUS-00001  ORDER2AUTH  NotBound
USER ROYD

[J  200000013964578 KU9-00001  ORDER2AUTH  NotBound
USER ROYD

[]  200000013964580 Kus-00001 O

5 WV <-2;45 762 ¥

AUTH  Nat Bound

CREATE BUNDLE

CREATED BUNDLES

'WINDOWS KEYS SERVICE KEYS. PART NUMBER
200000013964571 A 200000013905525
KU3-00001 TNM-00018

‘ORDER 2 AUTH USER ROYD

CLEAR

Privacy Statement

9. Once the keys are bundled, a “Key(s) Bundle is successfully saved” message will briefly pop
up in the green highlighted banner.
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UPLEVEL MICROSOFT @
DOWNLEVEL 1

MICROSOFT AGREEMENT 5200002 "

33143 7042 503

Test Total Keys Fulfiled Keys Returned Keys

MDOS Lab OEM5 Orders % Inventory Management % Reporting Key % Business Administration W

Key(s) Bundle is successfully saved.

x
Bundle KeyS BY QUANTITY BY KEVS
BUNDLE KEYS FROM fiLreR ey FROM To
AFOLB v o
MDOS LAB OEM5 v/
——
Windows Keys Service Keys Store Products

x SEARCH x

M5 PKID PART NO. OEM PO. NO.

10. In DIGITAL ATTACH filter, in Windows Keys section, only ACTIVATION ENABLED keys will get
displayed for bundling. User can attach Windows key with Service key and store products.

BUNDLE KEYS FROM FILTER BY FROM 0
MDOS LAB OEM5 DIGITALATTACH v/ & ﬁ SEARCH
T
Windows Keys Service Keys Store Products

x SEARCH ®
BUNDLE MS. PKID PART NO. OEM PO. NO. PART
MS PKID PARTNO.  OEM PO. NO. STATUS NO. PART DESCRIPTION

[ 2000000103634  7NM-00D77  SER
[T 200000013975260 KUS-00001  BLANKET Bound O aan-sss21
(nllcf []  200000014103636  7TNM-00017  SER
[ 200000013975267 KUS-00001  BLANKET Not Bound = et
DUPLICATE 2 O] 200000013905363 7NM-00D18  SER
0000001 -00001 O asa-
L aesaes K b ot Bound [] 2000001390549  7NM-00018  STD FORSELF- 66923
DUPLICATE 2
93 1110 247AM 0
S A
B rmees Ll Les HhoxEaed (] 200000013905526 TNM-00D18  STD 93 1610 66925
DUPLICATE 2
oo o o o Ol aan

Privacy Statement

11. Check the checkboxes in order to select the Windows keys, service keys and Store products.
After selecting the required keys click on the Create Bundle button.
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200000013975276

200000013975277

200000013975278

200000013975279

200000013975280

200000013975281

Ol & 0O 0O gl o o

200000013964572

KUS-00001

KUS-00001

KUS-00001

KUS-00001

KUS-00001

KUS-00001

KUg-00001

BLANKET Not Bound
DUPLICATE 2

BLANKET Mot Bound
DUPLICATE 2

BLANKET Mot Bound
DUPLICATE 2

BLANKET Not Bound
DUPLICATE 2

BLANKET Nat Bound
DUPLICATE 2

BLANKET Not Bound
DUPLICATE 2

BLANKET Bound
DUPLICATE 2

ORDERZAUTH  Nat Bound
USER ROYD

B 0O 0O 4 o

200000013905362

200000013905363

200000013905419

200000013905525

200000013905526

TNM-00018

TNM-00018

THM-00018

THM-00018

TNM-00018

SER

SER

STD_FORSELF-
93_1110_247AM

5TD 93 1610

STD_93 1610

O 0O O 8 O o o o

u|

g

2
I

B

2
8
&

g

2
]
&

i

2
-]
&

g

2
&

g

2
-4
£

£

12. After clicking the Create Bundle, a section Created Bundles will appear at the bottom of the
page as shown below. In this section click on the Save Bundle button to save the Bundle keys.

2 Welcome to MDOS
7 200000013975281 KU3-00001  BLANKET Not Bound
DUPLICATE 2
(] z00000013975260 KU9-0D001  BLANKET Bound
DUPLICATE 2

O 200000013964572

USER ROYD

(2345

CREATED BUNDLES

WINDOWS KEYS.

2000000135975281

KU3-00001
BLANKET DUPLICATE 2

KU3-00001  ORDERZAUTH  NetBound

424

SERVICE KEYS

1 200000013905526

TNM-00016

o o o

66939

AnA-

66940

AAA-66941

25

v Eeo

PART NUMBER

AAA-66929

13. Once the keys are bundled, a “Key(s) Bundle is successfully saved” message will briefly pop
up in the green highlighted banner.
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MDOS Lab OEM5 Orders w  Inventory Management v Reporting Key % Business Administration v
Key(s) Bundle is successfully saved ®
Bundle Keys BY QUANTITY BY KEVS
BUNDLE KEYS FROM FILTER BY FROM 0
wsuecos ] |SememSt Y ® @
T
Windows Keys Service Keys Store Products

BUNDLE MS PKID PARTNO.  OEM PO.NO. PART
MS PKID PARTNO.  OEMPO.NO.  STATUS NO. PART DESCRIPTION

14. Keys that are already bundled will be displayed in Orange color for the partners to
differentiate between bundled and unbundled keys.

8.8.8 PRODUCT BOUND STATUS

Tip Tool: Once the windows keys bundled with service keys (office keys), on successful bundle,
the status of the service keys will change to Product Bound.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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u Microsoft

UPLEVEL MICROSOFT

I MICROSOFT AGREEMENT 5135505515 [ | 138000 18187
owmeve & ot o
Contoso OEM Orders ¥ yManagement ¥ Reporting Key ¥ Business
@vour dashboard data was last updated: 2018-12-17 12:2417.Please refresh the page if data is not updated,
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLPLLED
1901 e
BOUND one
.
138000 sty 1o
RssianieD
112095

TRANSFERRED

s o O lz. © .. © Iz ©

Business, B1_UAT2.0D Sognik: P81

KEYS OVERVIEW NOTIFICATION

3. Click on the search icon in the top navigation bar.

4. Partner can select the Product Bound state from key status box.

% Microsoft
wweve o
NACROSOFT AGREEMENT 5199903515 v — & 138000 18184 0
DOWMNLEVEL 6 b - e Seturned ke
Contoso OEM Orders ¥ wentory Management ¥ Reporting Key ¥ Business Administration
MICROSOST FULFILLED DATE v Tvee uu ALLOF

1§

S —— ADVANCED SEARCH +

Product Bound

1§

Reported Bound

5.Partner can also verify if the service keys are product bound in the search results using
column ‘Key Status’ which will display product bound state if they are bundled in MDOS.
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SEARCH RESULTS

EXPORT RESULT

W s PRODUCT KEY ID PRODUCT KEY LICENSABLE PART NUMBER KEY TYPE KEY STATUS
297530004326 OO0 K00 KXOEN- KX000K- KOO0 268- 16965 SERVICE FRODUCT BOUND
2061048218571 IO KOOKK KOO HO0K. KK 704-00013 SERVICE PRODUCT BOUND

<H>

8.8.9 VIEW BIND KEY(S) STATUS ON THE SEARCH SCREEN

Tip Tool: Once windows keys are successfully bundled with service keys (office keys), partners
can check the Bind Status in Search.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account credentials.

2. From the dashboard view, select the business from the Business dropdown menu.

§ Microsoft

UPLEVEL MICROSOFT
MICROSOFT AGREEMENT 5199305515 v
DOWNLEVEL 6

138000 18187

Contoso OEM Orders ¥ Inventory Management ¥ Reporting Key ¥ Business Admin

@vour dashboard data was last updated: 2018-12-17 12:24:17.Please refresh the page if data is not updated.

KEYS OVERVIEW KEY HISTORY
18187 LAST 6 MONTHS N
FULFLLED 2
1901 i
BOUND S0
138000 el
o ASSIGNED
112095 som0

TRANSFERRED 5000

un Azt [ Ot [— R

W Fulied I RepodeaBound [ Resumed

o, O LU O T © Z... © X0 O I ©

Business, B1_UAT2.0D

KEYS OVERVIEW NOTIFICATION

Prvacy Statement

3. Click on the search icon in the top navigation bar.
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4. Enter search criteria, such as Key Status, Key Type, Assigned To, MS Fullfilled Date, OEM RMA
Date, etc., and click on the SEARCH button.

m Microsoft

usLevm MicKoSoT
MICROSOT AGREEMENT 5135908515 v & 138000 18185
DownLEvEL s 280
Contoso OEM Orders¥ | inventory Management ¥ | Reporting Key ¥ | Business Administration ¥
——— p— [ p——
_—. e -
KEY STATUS v WANCE AcH Y
Er———
" e ot SEARCH
& v oM baTe +
—

5. Search results will display all the keys based on the search criteria.

6. Click on the more option button as highlighted in red box in the below screenshot.

' SEARCH RESULTS

PRODUCT Kty ABLE PARY NUMBER Wy vvor Ky sTATUS

7. Select the Bind Status option from the side bar.
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SEARCH RESULTS

1

Tots! Keys ' EXPORT RESILT

! 1 CALL OFF REFERENCE
FULFILLED B s mopucT ke D PRODUCT XEY [ —— v rvee

> m

HUMBER

ws.cousn stanDasD OEM Part Mumber
Customer Line Number
L1 OEM RMA Numbes
1 OFM RMA Date

Order Line Number

¥ BIND STATUS v

8. Once partner selects the Bind Status, partner will be able to see the Bind Status against that
key.

SEARCH RESULTS
3 ¥
Total Keys EXPORT SESLAT i

3
FULALLED

wwsamot STANDARD AL FaLsE

8.8.10 RETURN STORE PRODUCTS

Tip Tool: Once the windows keys bundle with store products, partner can return the store
products alone without returning windows keys.

Step-by-Step:

1. Log in to https://digitaloperations.oa.microsoft.com using valid Microsoft account
credentials.

2. From the dashboard view, select the business from the Business dropdown menu.
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u Microsoft

vpLEvEL MICROSOFT
I MICROSOFT AGREEMENT 5135505515 [ | & 138000 18187
ownEViL  © e o
Contoso OEM Orders ¥ tanagement ¥ Reporting Key ¥ Busi
@vour dashboard data was last updated: 2018-12-17 12:2417.Please refresh the page if data is not updated,
KEYS OVERVIEW KEY HISTORY
18187 LAST & MONTHS v
FuLFLED
1901 e
BOUND 150000
-
138000 sty 1o
AssiGNED
112095

TRANSFERRED

© . © . © .. © NI ©

KEYS OVERVIEW NOTIFICATION

[EE—

3. Click on the search icon in the top navigation bar.

4. Enter search criteria, such as OEM PO Number, Agreement Number etc., and click on the
SEARCH button.

& Microsoft
upLEvEL MICROSOFT m
MICROSORT AGREEMENT 5196305515 ~ = 138000 18185 0
DOWNLEVEL 6 - Total K .
Contoso OEM Orgers ¥ I Managemes Repar B stration ¥
B aTUs OEM PART NUMBER MICROSCFT O 868
e v AOVANCED SEARCH +
wic e
e LECT DU 454 oucT SEARCH
B somo EM Rbas DATE +

5. After that select the key which is bundle with store products, so that you can return the store
products which is bundle with that window key and then click on return button.
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SEARCH RESULTS

=
Total Keys AssiH RETURN 0P EXPORT EXPORT RESULT is
13
FULAILLED W WS PRODUCT KEYID PRODUCT KEY UICENSABLE PART NUMBER ey e XEY STATUS
207530004394 0K X000 J0OOKK KO0 000K 269-16065 sERvicE RETURNED
CONSUMED
1 2675300004395 X000 KO0 KXOOE KO0 KO 269-16965 SERVICE RETURNED
BOUND
2 27530004196 X0 X000 X0 KKK XXX 209-10083 service FULALLED
RETURNEL
275300040397 OO0 XX000X Y0000 X000 XK 269-16965 senvice FULALLED
ACTIVATION ENABLEG 2975301004398 OO0 XXX X0 X000 XXX 26010065 SERVICE FULFLLED
1
sv <n >

6. After clicking on the return button partner will see the below mentioned pop box. In the Pop-
up box, they will see a Return Reason dropdown. They need to select “Return of Store Products
Only” reason, if they want to return only store products bundle with that windows keys.

REASON

NO DOCUMENTATION REQUIRED v
ENd user return w/required documentation

Mfg damage w/required documentation
Test key w/required documentation
Lost or stolen w/required documentation

Other

Return of Store Products Only |
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Return

Please confirm your request to return the selected keys.

REASON

RETURN OF STORE PRODUCTS ONLY A4

Include keys or attachments that will not receive credits ** OYES @®NO(Default)

Note
**If "“No" is selected, keys or attachment returns that will not receive credit will not be processed for return
with the exception of "Lost/Stolen" or "Other" returns.
“Lost/Stolen" and "Other" returns will be returned regardless of selection. Please ensure the return request
is submitted correctly.

CANCEL CONFIRM

7. After that partner will get the confirmation message.

8.9 UPGRADE FFKI TO SC

MANAGE BUSINESS

1. Selected ULP (OEM/TPI) can view the ‘Upgrade FFKI Client to MDOS SC’ button to upgrade
FFKI client to the latest MDOS SC from manage business page. Partner need to select the FFKI
from the list of added FFKIs under OEM/ULP.

2. Once the ULP clicks upgrade FFKI client to MDOS SC, an email will be sent to FFKI partner and
Cc to ULP with the link to download MDOS SC.

Note: List of OEM/TPI partners to upgrade to MDOS SC can be decided by MDOS business team
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= I S T |

Partner Status

MICROSOFT AGREEMENT 5000043797 v 0 1 6

Appication Recetved  Pending Acceplance  Onbioard Compieled

Cloud OA OEM 2 o Org Chart 38 Migration Manage User  + AMIDLP 4 Add Agreemert

O DASHBCARD

Completed Forms

PARTMER NAME LOCATION BUSIMESS TYPE LICENSE AGREEMENT NUMBER EMa STATUS

©  bhhuma b3 _dev.diy Angola Contralized sa00043797 vankmagMicrosoftcom Gnbasrd Comleind
vpro_dov-dip Angoia Contrallzed sosootarsr vpirogmicrosofLcom Gnbaard Compleled
IDHsiLcom Andoma Contraized so0003797 iesigmstcom Pensing Accepance
saviond Angois Contratizea son00usrsr vsavkogmicrosott.com Onboard Compietea
cloudoalab s Angola Contralized sa00043797 cloudoalab5goutiookcom Gnbasrd Comleind
ran_1o0_iai_sii Angoia Contralizea saoo0trer vasnkugmicrasoftcom Gnbaard Compleled
vate_Clougonian Angois Contratizea so00037s vabgegmicrosfi.com Onbosrd Comaieind

Submitted OA 3.0 Forms

PARTNER NAME LOCATION BUSINESS TYPE LICENSE AGREEMENT NUMBER EMAIL STATUS.

subtesegptesteom Andorra Subsisiary 5000043797 subtessgtest com Pendingf orl RMApprosl

8.11 MAINTENANCE NOTIFICATION

Description:

MDOS will notify the partners about the system maintenance notifications through pop up
screens. Partner will be notified with message and the maintenance date and time. Partner will
see ‘Remind me later’ checkbox by default checked, if partner clicks on OK button, then after 5
days the popup will show again.

If partner clicks on OK button with remind me later checkbox unchecked, then the notification
pop-up will not be shown again.

Once the maintenance period is completed, the notification popup will not appear again.
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MDOS SYSTEM MAINTENANCE INFORMATION

g System Maintenance scheduled on: 09/30/2018 02:03:00 PM PST
Please be informed that MDOS platform will be down for planned
release maintenance date. During this period MDOS portal will not

be available for any transactions. We appreciate your patience.

M Remind me later

8.12 SETTING PAGE

‘ |
=~

Description:
Microsoft Certificate no longer required to perform key transactions in MDOS.

The certificate upload section has been disable and will be removed from MDOS in future
release.

MDOS will notify the same to the partners on setting page.
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B Microsoft

UPLEVEL MICROSOFT &
MICROSOFT AGREEMENT 5200002705 v ”

DOWNLEVEL 1

Cloud OA Test Lab

SETTINGS

s in MDOS. The certificates have been removed from MDOS and the certificate autamation feature & na longer valkd. These sections are disabled and

ADVANCE SETTINGS

CER AUTOAPFRONAL ALLOW UPDATICN DF HARDWARE INFORMATION AUTO RETURN AUTO SUBMIT CBR

SECTION 9. DATA ARCHIVAL

Description
The initial phase for the MDOS data archival is planned to take place on February 14, 2020 to
6:00 PM PT on February 15, 2020. This aligns with the previously notified system downtime.

9.1 DATA ARCHIVAL DETAILS

The initial phase for the MDOS data archival will be aligned with the SAP downtime scheduled
for February 2020. The downtime will last from 6:00 PM PT on February 14 to 6:00 PM PT on
February 15, 2020.

Subsequent data archival sessions will happen each quarter.

We expect the first data archival process to last six to eight hours, but subsequent sessions are
likely to take about two to three hours.

494



Microsoft Digital Operations Services User Manual

Please note that you won't receive any notification about the archival in the MDOS system as
the data in the system is no longer active. The process of archival will have no impact on
conducting any business transactions.

The following types of data will be archived:

e Key is in activation-enabled state for more than 500 days

e Key is in activation-denied state for more than 500 days

e Key is in return state for more than 500 days

o Office key is in product-bound state for more than 500 days

e Alerts that were received in MDOS more than 500 days (configurable value) before the
date of archival

e |Product key: All data related to the product key,

MSFT ProductKeyld

5*5 Product key

Optional info

OHR data

CBR information

PBR information

Key history

Hardwarehash, which will be archived in following scenarios:

= Key is in activation enabled state for more than 90 days

= Key is in activation denied state for more than 90 days

= Key is in returned state for more than 90 days

including

O 0O 0O O O O o©°

Note: All the archived data except alerts and 5*5 product keys can be retrieved from MDOS.
Partners can request your archived data retrieval by raising a ticket with MSOEMOPS who will
then contact the MDOS Support team. The MDOS Support team will be able to retrieve data
from the MDOS archival database and securely provide it to you. For Hardwarehash data, the
retrieval process will take around five to six days.

495


mailto:v-degado@microsoft.com

